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The current description of the Authentication procedure is a mixture between description of functionality and description of behaviour. On one hand the description of the functionality can be better clarified and the description of behaviour is currently very poor. 

Some behavioral descriptions have been included in TS 29.229 in the lack of an appropriate place in TS 29.228.

Proposed changes to TS 29.228
2
References

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21.905: " Vocabulary for 3GPP Specifications ".

[3]
3GPP TS 23.003: "Numbering, addressing & identification".

[4]
3GPP TS 23.060: "General Packet Radio Service; Service description; Stage 2".

[5]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – Stage 2".

[6]
3GPP TS 24.228: "Signalling flows for the IP multimedia call control based on SIP and SDP".

[7]
3GPP TS 24.229: "IP multimedia call control protocol based on SIP and SDP ".

[8]
3GPP TS 33.203: "Access security for IP-based services".

[9]
IETF RFC 3261: “SIP: Session Initiation Protocol”
[10]
3GPP TS 23.002  "Network architecture".

[11]
3GPP TS 29.229: "Cx Interface based on Diameter – Protocol details"

[12]
3GPP TS 23.218: “IP Multimedia (IM) Session Handling; IP Multimedia (IM) call model”

[13]
3GPP TS 32.108: “Subscriber and Equipment Trace”
[14]
Freed, N. and N. Borestein, “Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, RFC 2045, November 1996.
6.3
Authentication procedures


This procedure is used between S-CSCF and HSS to exchange information to support the authentication between the end user and the home IMS network. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-AV-Req and Cx-Put (see TS 33.203 [8]) and is used:

-
To retrieve authentication vectors from HSS.

-
To resolve synchronization failures between the sequence numbers in the UE and the HSS.





This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter Multimedia Application specified in TS 29.229 [11].  Tables 6.3.1 – 6.3.5 detail the involved information elements.
Table 6.3.1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 8.2)
	Public-Identity
	M
	This information element contains the public identity of the user

	Private User Identity

(See 8.3)
	User-Name
	M
	This information element contains the user private identity

	Number Authentication Items

(See 8.13)
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested

	Authentication Data

(See 8.10)
	SIP-Auth-Data-Item
	M
	See Table 6.3.2 for the contents of this information element.

	S-CSCF Name

(See 8.5)
	Server-Name
	M
	This information element contains the name (SIP URL) of the S-CSCF.

	Routing Information (See 8.x)
	Destination-Host
	C
	If the S-CSCF knows the HSS name this AVP shall be present. 

This information is available if the MAR belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent in case of the initial registration. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the client.  


Table 6.3.2: Authentication Data content - request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.


Table 6.3.3: Authentication Data content – request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme
	SIP-Authentication-Scheme
	M
	Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.

	Authorization Information
	SIP-Authorization
	M
	It shall contain the concatenation of nonce and AUTS, base 64 encoded. S-CSCF shall include the nonce sent to the terminal and the auts directive received from the terminal. See TS 33.203 [8] for further details about RAND and AUTS. See [14] for futher details about based 64 encoding.

One example of content is:

‘nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

auts="5ccc069c403ebaf9f0171e9517f40e41"’

where nonce "dcd98b7102dd2f0e8b11d0f600bfb0c093" contains, base 64 encoded,  RAND and AUTN and auts "5ccc069c403ebaf9f0171e9517f40e41" contains, base 64 encoded, AUTS.



	Routing Information (See 8.x)
	Destination-Host
	M
	In this case the MAR belongs to an already existing registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command. 


Table 6.3.4: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 8.2)
	Public-Identity
	M
	User public identity

	Private User Identity

(See 8.3)
	User-Name
	M
	User private identity

	Number Authentication Items

(See 8.13)
	SIP-Number-Auth-Items
	M
	Number of authentication vectors delivered

	Authentication Data

(See 8.10)
	SIP-Auth-Data-Item
	M
	See Table 6.3.5 for the contents of this information element.

	Result
	Result-Code
	M
	Result of the operation


Table 6.3.5: Authentication Data content - response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
	SIP-Item-Number
	C
	This information element shall be included present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant. In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Scheme
	SIP-Authentication-Scheme
	M
	Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.

	Authentication Information
	SIP-Authenticate
	M
	It shall contain, Base 64 encoded, the concatenation of the authentication challenge RAND and the token AUTN. See TS 33.203 [8] for further details about RAND and AUTN.

One example of the format of the SIP-Authenticate AVP is: 

‘nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093"’

where the nonce "dcd98b7102dd2f0e8b11d0f600bfb0c093" contains, base 64 encoded, RAND and AUTN.

	Authorization Information
	SIP-Authorization
	M
	In shall contain, base 64 encoded, the expected response XRES. See TS 33.203 [8] for further details about XRES.

One example of the format of the SIP-Authorization AVP is:

‘response="6629fae49393a05397450978507c4ef1"’

where response="6629fae49393a05397450978507c4ef1" contains, base64 encoded, XRES.

	Confidentiality Key
	NAS-Session-Key
	O
	This information element may contain the confidentiality key.

NAS-Session-Key is a grouped AVP. When present the following describes its content:

· NAS-Key-Direction equal to BIDIRECTIONAL.

· NAS-Key-Type equal to CIPHER_KEY.

· NAS-Key is the confidentiality key.

	Integrity Key
	NAS-Session-Key
	M
	This information element may contain the integrity key.

NAS-Session-Key is a grouped AVP. When present the following describes its content:

· NAS-Key-Direction equal to BIDIRECTIONAL.

· NAS-Key-Type equal to INTEGRITY_KEY.

· NAS-Key is the integrity key.


6.3.1

Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see TS 29.229 [11]):

-
Check that the user exists in HSS. If not Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

-
HSS may check that the private and public identities belong to the same user. If not Result-Code shall be set to DIAMETER_ERROR_IDENTITIES_DONT_MATCH.

· Check that the authentication scheme indicated in the request is supported. If not Result-Code shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

-
If the request indicates there is a synchronization failure, the HSS shall process AUTS as described in TS 33.203 [8] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

- 
Check the registration status of the public identity received in the request:

+
If it is registered, the HSS shall return the requested authentication information to the S-CSCF. HSS shall download Authentication-Data-Item stored up to a maximun especified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS.

+
If it is not registered or if it is registered as a consequence of a terminating call to unregistered user, the HSS shall store the S-CSCF name. It will also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication and shall download Authentication-Data-Item stored up to a maximun especified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS.

+
If it is registered and the request indicates there is a synchronization failure, the HSS shall process AUTS as described in TS 33.203 [8] and return the requested authentication information that the S-CSCF needs to authenticate the user. The Result-Code shall be set to DIAMETER_SUCCESS.

Editor’s Note: The abnormal case in which the name of the S-CSCF received is different from the one stored in HSS is FFS.


Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

8.10
Authentication Data

This information element is composed of the following sub-elements. 
. 8.11.1
Item Number

This information element indicates the order in which the authentication vectors are to be consumed.

8.11. 2
Authentication Scheme

This information element contains the authentication scheme, which is used to encode the authentication parameters. For 3GPP R5 this scheme is “Digest-AKAv1-MD5”.  


8.11.3
Authentication Information

This information element is used to convey the challenge and authentication token user during the authentication procedure. See TS 33.203 [8] for details.

8.11.4
Authorization Information

This information element is used, in an authentication request, to indicate a failure of synchronization. In a response, it is used to convey the expected response to the challenge used to authenticate the user. See TS 33.203 [8].

8.11.5
Confidentiality Key

This information element contains the confidentiality key. See TS 33.203 [8].

8.11.6
Integrity Key

This information element contains the integrity key. See TS 33.203 [8].

8.16
Number Authentication Items

This information element contains the number of authentication vectors requested or delivered.

Proposed changes to TS 29.229

6.1.7
Multimedia-Auth-Request (MAR) Command

The Multimedia-Auth-Request (MAR) command, indicated by the Command-Code field set to TBD and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request security information. 

Message Format

< Multimedia-Auth-Request > ::= < Diameter Header: TBD, REQUEST >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]

(User-Name )
{ Public-Identity }
[ SIP-Auth-Data-Item ]

 
 
[SIP-Number-Auth-Items ] 

[ Server-Name ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	
	
	






	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


6.1.8
Multimedia-Auth-Answer (MAA) Command

The Multimedia-Auth-Answer (MAA) command, indicated by the Command-Code field set to TBD and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Auth-Request command. The Result-Code AVP may contain one of the values defined in section 6.2 in addition to the values defined in [12].

Message Format

< Multimedia-Auth-Answer > ::= < Diameter Header: TBD, ANSWER >

< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ Public-Identity ]

 [SIP-Number-Auth-Items ]

* [ Authentication-Data-Item ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


6.3.8
SIP- Number-Auth-Items AVP

The SIP- Number-Auth-Items AVP (AVP code TBD) is of type Unsigned32 and indicates the number of authentication vectors provided by the Diameter server.
When used in a request it indicates the number of SIP- Auth-Data-Items the S-CSCF is requesting. This can be used, for instance, when the client is requesting several pre-calculated authentication vectors. In the answer message the SIP- Number-Auth-Items AVP indicates the actual number of items provided by the Diameter server. 
6.3.9
SIP- Authentication-Scheme AVP

The Authentication-Scheme AVP (AVP code TBD) is of type UTF8String and indicates the authentication scheme used in the authentication of SIP messages. 
6.3.10
SIP-Authenticate AVP

The SIP-Authenticate AVP (AVP code TBD) is of type UTF8String and contains the data portion of the WWW-Authenticate or Proxy-Authenticate SIP headers that are to be present in a SIP response.

6.3.11
SIP-Authorization AVP

The SIP-Authorization AVP (AVP code TBD) is of type UTF8String and contains the data portion of the Authorization or Proxy-Authorization SIP headers suitable for inclusion in a SIP request. 



6.3. 12
SIP- Authentication-Context AVP

The SIP- Authentication-Context AVP (AVP code TBD) is of type OctectString, and contains authentication-related information relevant for performing the authentication but that is not part of the SIP authentication headers.

Some mechanisms (e.g. PGP, digest with quality of protection set to auth-int defined in RFC 2617, digest with predictive nonces or sip access digest) request that part or the whole SIP request is passed to the entity performing the authentication. In such cases the SIP- Authentication-Context AVP would be carrying such information.
6.3. 13
SIP- Auth-Data-Item AVP

The SIP- Auth-Data-Item (AVP code TDB) is of type Grouped, and contains the authentication and/or authorization information for the Diameter client.

SIP- Auth-Data-Item :: = < AVP Header : TBD >

[SIP-Item-Number ]

[SIP-Authentication-Scheme ]
[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

 
*[ NAS-session-key ]

* [AVP]

6.3. 14
SIP-Item-Number AVP

The SIP- Item-Number AVP (AVP code TBD) is of type Unsigned32,  and is included in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant. In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

6.2.2
Permanent Failures

Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

6.2.2.1 DIAMETER_ERROR_USER_UNKNOWN (5xxx, TBD)

A message was received for a user that is unkown.

6.2.2. 2
DIAMETER_ERROR_IDENTITIES_DONT_MATCH (5xxx, TBD)

A message was received with a public identity and a private identity for a user, and the server determines that the public identity does not correspond to the private identity.

6.2.2. 3
DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5xxx, TBD)

A query for location information is received for a public identity that has not been registered before. The user to which this identity belongs cannot be given service in this situation.

6.2.2. 
DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5xxx, TBD)

The user is not allowed to roam in the visited network.

6.2.2.5
DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5xxx, TBD)

The identity being registered has already a server assigned and the registration status does not allow that it is overwritten.

6.2.2.6
DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED (5xxx, TBD)
The authentication scheme indicated in an authentication request is not supported.
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