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1
Introduction

In CN4#9 (Dresden), CN4 sent an LS (N4-010968) responding SA3 with CN4’s opinion about the use of a generic authentication scheme for the Cx interface. In that document, we recognised that the model proposed by EAP [2] is not fully applicable for 3GPP architecture, as the authentication takes place in the S-CSCF. Anyway, from a protocol point of view, we agreed about the possibility to transport authentication information on EAP payloads. 

Following the philosophy of developing a protocol with wide applicability, this contribution proposes some new commands and AVPs for the Diameter Multimedia Application, which is being specified in 29.229 and that will be taken to IETF (possibly with a wider scope than the one needed for 3GPP). The content of this contribution is partly inspired in Nokia’s N4-010874, presented in CN4#9.

The objective that this contribution looks after is the introduction of an authentication scheme in the protocol for the Cx interface, generic enough to minimise impacts on it in case that new authentication schemes were introduced in the future (e.g. due to the introduction of another access technologies or new authentication methods in 3GPP). 
2
Background

The scheme for authentication and key agreement in the IM CN SS is called IMS AKA. The IMS AKA achieves mutual authentication between the ISIM and the Home Network and establishes a security association between the UE and the P-CSCF. IMS AKA is based on EAP and the AKA extension to EAP and HTTP. It is for further discussion how other different authentication schemes may be supported.

The generation of the authentication vectors shall be done in the same way as specified for UMTS AKA.

The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI. The HSS and the ISIM share a long-term key associated with the IMPI.

Before a user can get access to the IP Multimedia services he needs to be registered and authenticated. The figure below shows represents the current working assumption in SA3 for the authentication procedure in the multimedia domain during the registration procedure.
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3 
Proposed authentication scheme for the Diameter Multimedia Application (IETF)

This is the description of the commands for the IETF draft. The generalities it includes may not be all necessary for 3GPP. 

This proposal tries to give a general support to the authentication framework defined for SIP. The Diameter messages provide a generic container for passing the information in the SIP authentication headers. This approach provides support to currently defined authentication schemes (e.g. basic, digest, eap…) and minimises the impact on the protocol due to the introduction of new schemes. 

The framework for SIP authentication parallels that for HTTP [RFC 2617 ]. This framework provides a simple challenge-response authentication mechanism that may be used by a proxy, server or registrar to challenge a user agent request and by a user agent to provide authentication information. It uses an extensible, case-insensitive token to identify the authentication scheme, followed by a comma-separated list of attribute-value pairs which carry the parameters necessary for achieving authentication via that scheme.

When a server wants to authenticate a user agent request it includes a challenge in the WWW_Authentication header in the following form:

challenge = auth-scheme 1*SP 1#auth-param 

auth-scheme    = token

auth-param     = token "=" ( token | quoted-string )

The user agent shall answer the challenge providing an appropriated response containing the following in the Authorization header:

credentials = auth-scheme #auth-param

Two different authentication scenarios are proposed, depending on the roles of the Diameter Multimedia peers:

· In the normal AAA case, where the AAAH is responsible for authenticating the user, the Diameter Multimedia client maps Diameter and SIP messages in the following way:

-SIP REQUEST message with no Authorization header needs to be mapped to Multimedia-Auth-Request (MAR) command.

-Multimedia-Auth-Answer (MAA) command with Result-Code equal to DIAMETER_MULTI_ROUND_AUTH has to be mapped to a SIP 401/407 Response's WWW-Authenticate/Proxy-Authenticate header. The challenge information contained in the MAA is mapped into the Authenticate header.

-SIP REQUEST message with Authorization/Proxy-Authorization header has to be mapped to a MAR command containing the authentication information.

-MAA command with Result-Code DIAMETER_SUCCESS has to be mapped to SIP 200 OK Response. 

· The Diameter peer acting as Multimedia client is the one that performs actual authentication. The Diameter Multimedia server acts as backend authentication server and provides the necessary information to perform the authentication (e.g. challenge/response pairs, one-time-password lists, user certificates…). In this case there is no direct mapping between SIP and Diameter messages. The Diameter client will use the MAR message to retrieve authentication information whenever it is necessary. Depending on the authentication scheme used, it may be possible for the client to retrieve several pre-computed authentication credentials. In this case the Diameter Result Code AVP corresponds to the retrieval of the authentication information and not to the user authentication result. It is assumed that when this authentication mode is used, the client and the server has pre-configured information about the authentication schemes supported by the client.

3.1
Diameter Attributes

This section defines the new AVP required by this application.

3.1.1
Public-Identity AVP

The Public-Identity AVP (AVP Code TBD) is of type OctetString, encoded in the UTF-8 [9] format. This AVP contains the public identity of a user in the IMS. The syntax of this AVP corresponds either to a SIP URL (with the format defined in RFC 2543 and RFC 2396) or a TEL URL (with the format defined in RFC 2806).


The Diameter Multimedia client uses information found in the header of the SIP messages (e.g. To: field in REGISTER messages or From: field in INVITE messages) to construct the Public-Identity AVP.

3.1.2
Number-Authentication-Items AVP

The Number-Vectors-Requested (AVP code TBD) is of type Unsigned32 and indicates the number of authentication vectors provided by the Diameter Server.

When used in a request it indicates the number of Authentication-Data-Items the Diameter client is requesting. This can be used, for instance, when the client is requesting several pre-calculated authentication vectors from a back-end server. In the answer message the Number-Authentication-Items AVP indicates the actual number of items provided by the Diameter server. 

3.1.3
Authentication-Scheme AVP

The Authentication-Scheme AVP (AVP code TBD) is of type UTF8String and indicates the authentication scheme used in the authentication of SIP messages. 

3.1.4
Authentication-Parameters AVP

The Authentication-Parameters AVP (AVP code TBD) is of type UTF8String, and contains the comma-separated list of attribute-value pairs that carry the parameters necessary for achieving authentication via a specific scheme. The contents of this format depend on the authentication scheme used.

3.1.5
Authentication-Context AVP

The Authentication-Context AVP (AVP code TBD) is of type OctectString, and contains authentication-related information relevant for performing the authentication but that is not part of the SIP authentication headers.

Some mechanisms (e.g. PGP, digest with quality of protection set to auth-int [RFC 2617], digest with predictive nonces [7] or sip access digest [8]) request that part or the whole SIP request is passed to the entity performing the authentication. In such cases the Authentication-Context AVP would be carrying such information.

This AVP can be also needed for authorisation purposes.

3.1.6
Authentication-Data-Item AVP

The Authentication-Data-Item (AVP code TDB) is of type Grouped, and contains the authentication information for the Diameter client.

Authentication-Data-Item :: = < AVP Header : TBD >




[ Item-Number ]

           [ Authentication-Scheme ]




[ Authentication-Parameters ]




*[ NAS-session-key ]




* [AVP]

The Item-Number AVP (AVP code TBD) is of type Unsigned32, and indicates the client which is the position the item occupies in a multiple occurrence of the Authentication-Data-Item AVP. The significance of the order depends on the mechanisms. It can be useful, as well, when several challenges belonging to different schemes are to be presented to the end-user. 

The Authentication-Scheme AVP is defined above. It indicates the authentication scheme to which the parameters are applicable. 

The Authentication-Parameters AVP is defined above. It contains the information the client will be using for authenticating the client (e.g. challenge to be presented to the user), according to the authentication scheme utilised. Usually, the Diameter Multimedia client will use this information in the multimedia signalling messages without modification. 

The NAS-Session-Key AVP (see definition in [3]) contains the encryption keys that may be derived from the authentication vectors. The value of this AVP takes precedence over any possible NAS-Session-Key AVP present outside the Authentication-Data-Item AVP.

3.2
Diameter Commands

3.2.1
Multimedia-Auth-Request (MAR) Command

The Multimedia-Auth-Request (MAR), indicated by the Command-Code field set to TBD and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request user authentication and authorisation. 

Message Format

< Multimedia-Auth-Request > ::= < Diameter Header: TBD, REQUEST >

< Session-Id >

{ Auth-Application-Id = TBD}

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]

[ User-Name ]

[ Public-Identity ]

[ Authentication-Scheme ]

[ Authentication-Parameters ]

[ Authentication-Context ]

[ Number-Authentication-Items ]


[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Session-Timeout ]

[ Idle-Timeout ]

[ Origin-State-Id ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

3.2.2
Multimedia-Auth-Answer (MAA) Command

The Multimedia-Auth-Answer (MAA), indicated by the Command-Code field set to TBD and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Auth-Request command.

Message Format

< Multimedia-Auth-Answer > ::= < Diameter Header: TBD, ANSWER >

< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ Error-Reporting-Host ]

[ User-Name ]

[ Public-Identity ]

[ Number-Authentication-Items ]

* [ Authentication-Data-Item ]

[ Idle-Timeout ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Re-Auth-Request-Type ]

[ Session-Timeout ]

[ Origin-State-Id ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]
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4
Particularisation for 3GPP

This chapter describes the 3GPP usage of the commands defined in the Diameter Multimedia Application. The main aspects to take into account are:

· 3GPP authentication mechanism determines that user authentication is performed in the Diameter Multimedia client, i.e. S-CSCF. The HSS acts as back-end authentication serving, providing one or more pre-calculated authentication vectors.
· 3GPP uses other operations to perform authorisation (to download authorisation information).

· 3GPP does not require diameter user sessions with periodic re-authorisation/re-authentication.

4.1 Multimedia-Auth-Request


The Multimedia-Auth-Request (MAR), indicated by the Command-Code field set to TBD and the ‘R’ bit set in the Command Flags field, is sent by a S-CSCF to an HSS in order to request security information. 

Message Format

< Multimedia-Authentication-Request > ::= < Diameter Header: TBD, REQUEST >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]

[ User-Name ]

[ Public-Identity ]


[ Authentication-Scheme ]

[ Authentication-Parameters ]

[ Number-Authentication-Items ] 

[ Auth-Session-State ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

The following table contains the values for the case where the S-CSCF request one or more authentication vectors:

AVP
Value

Public-Identity
MUST be present. It contains the public user identity (IMPU) in the form of SIP-URL or TEL-URL.

Authentication-Scheme
EAP

Authentication-Parameters
EAP-Response/Identity packet containing the IMPI, base64 encoded.

Authentication-Context-Information
Should not be present.

Auth-Session-State
MUST be present and set to the value NO_STATE_MAINTAINED

User-Name
The S-CSCF SHOULD put the IMPI here if it is available.

The following table describes the AVP’s for the case where the S-CSCF reports a synchronisation failure and requests fresh authentication vectors:
AVP
Value

Public-Identity
MUST be present. It contains the public user identity (IMPU) in the form of SIP-URL or TEL-URL.

Authentication-Scheme
EAP

Authentication-Parameters
EAP-Response packet containing AUTS and RAND, base 64 encoded.

Auth-Session-State
MUST be present and set to the value NO_STATE_MANTAINED

User-Name
MUST be present, it contains the user private identity (IMPI)


4.2 Multimedia-Auth-Answer

The HSS uses the Multimedia-Auth-Answer (MAA) command to provide with the authentication information requested by the S-CSCF.

< Multimedia-Auth-Answer > ::= < Diameter Header: TBD, ANSWER >

< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ Public-Identity ]

[ Error-Reporting-Host ]

[ Number-Authentication-Items ]

* [ Authentication-Data-Item ]
[ Auth-Session-State ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

The following table contains mandatory values for some of the AVPs:

AVP
Value

Public-Identity
MUST be present. It contains the public user identity in the form of SIP-URL or TEL-URL.

Authentication-Scheme
EAP

Number-Authentication-Items
MUST be present, it indicates the number of authentication vectors provided by the HSS.

Authentication-Data-Item
This AVP should always be present except in the case that the HSS is not able to generate the vectors

  Item-Number
   Sequence number for the vector

  Authentication-Parameters
   EAP-Request packet containing RAND, AUTN, XRES, base64 encoded 

   NAS-Session-Key
     

       NAS-Key-Direction
     BIDIRECTIONAL

       NAS-Key-Type
     CIPHER_KEY

       NAS-Key
     Confidentiality Key (CK)

       NAS-Key-Binding
     TBD

   NAS-Session-Key
     

       NAS-Key-Direction
     BIDIRECTIONAL

       NAS-Key-Type
     INTEGRITY_KEY

       NAS-Key
     Integrity Key (IK)

       NAS-Key-Binding
     TBD

Auth-Session-State
MUST be present and set to the value NO_STATE_MAINTAINED

Note that the values currently defined for NAS-Key-Binding AVP in Diameter NASREQ application are not suitable for Multimedia. At present NAS-Key-Binding is mandatory in NAS-Session-Key, although it has been proposed in the AAA WG to make it optional. 
5
Proposed 3GPP authentication scheme

This scheme contains the use of the authentication commands in 3GPP.

5.1
Option 1 – Combined LUR/LUA-MAR/MAA

This proposal includes the combination of location updating information (LUR/LUA) with the authentication request (MAR/MAA). The main advantage is the reduction of the number of messages in the flow (see figure below). Besides, the LUR/LUA operation has an slightly different meaning in this case, since it indicates a temporary S-CSCF allocation that is confirmed after the successful completion of the authentication procedure. 
To support the combination of both operations it is proposed to add the Server-Name AVP in the Multimedia-Auth-Request (MAR) command. When present in the request, the HSS MUST set the location information for the user to the value of the Server-Name AVP, taking into account that this information is temporary and not applicable to terminating procedures.
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5.2
Option 2 – LUR/LUA and MAR/MAA not combined

The figure below shows the flow where no messages are grouped. It indicates the correspondence between the stage-2 operations and the Diameter commands defined for the multimedia application.
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6
Proposal



6.1
3GPP TS 29.228

To replace content of Annex A4.1 of 29.228 either with 5.1 or with 5.2 as decided during the meeting.
To adopt the approach described in 5.1, combined LUR/LUA – MAR/MAA.
6.2
3GPP TS 29.229

To replace the content of 6.1.9 and 6.1.10 with 4.1 and 4.2, respectively.
To add the contents of chapter 3 to an informative annex in TS 29.229, until the draft with the Diameter Multimedia Application [5] is ready for submission to IETF, moment when this draft can be referenced.
To add the description of the new AVPs described in chapter 3 in a suitable subchapter inside chapter 6 of 29.229.

7
References

[1]
3GPP TS 33.203 v0.5.0 Access Security for IP-based services.

[2]
IETF RFC 2284: Extensible Authentication Protocol (EAP); March, 1998.

[3]
P. Calhoun et al. Diameter NASREQ Extensions, draft-ietf-aaa-diameter-nasreq-07.txt, IETF, July 2001, work in progress.

[4]
J. Arkko, H. Haverinen. EAP AKA Authentication. draft-arkko-pppext-eap-aka-00.txt, IETF, May 2001, work in progress.

[5]
B. Czoma et al. Diameter Multimedia Application. draft-czoma-diameter-mm-app-00.txt, work in progress.

[6] Srinivas, Chan, Sengodan, Costa-Requena. Mapping of Basic and Digest Authentication to DIAMETER AAA Messages. draft-srinivas-aaa-basic-digest-00.txt, July 2001, work in progress.
[7] Rosemberg. Request Header Integrity in SIP and HTTP Digest using Predictive Nonces. draft-rosenberg-sip-http-pnonce-00.txt, June 2001, work in progress.
[8] Undery. SIP Authentication: SIP Digest Access Authentication. draft-undery-sip-digest-00.txt, July 2001, work in progress.
_1062249959.doc


4. RAA







5. Register







Home Network







S-CSCF selection







15. RAR







10. 401 Unauthorised



      RAND||AUTN







HSS







Authentication



vector selection







13. Register



RES







11. 401 Unauthorised



      RAND||AUTN







9.  MAA



RAND||AUTN||XRES||CK||IK







14. Register



RES







P-CSCF







6. LUR







8.  MAR







Visited Network







16. RAA







1. Register







19. LUA







17. Register



RES







2. Register







3. RAR







18. LUR







S-CSCF







UA







Authentication







I-CSCF







21. UDA







20. UDR







12. 401 Unauthorised



RAND||AUTN







7. LUA











23. OK



 CK||IK







22. OK



    CK||IK















24. OK












_1062249989.doc


4. RAA







5. Register







Home Network







S-CSCF selection







13. RAR







8. 401 Unauthorised



      RAND||AUTN







HSS







Authentication



vector selection







11. Register



RES







9. 401 Unauthorised



      RAND||AUTN







7.  MAA



RAND||AUTN||XRES||CK||IK







12. Register



RES







P-CSCF







6. MAR







19. LUA







Visited Network







14. RAA







1. Register











15. Register



RES







2. Register







3. RAR











S-CSCF







UA







Authentication







I-CSCF







19. UDA







18. UDR







10. 401 Unauthorised



RAND||AUTN







18. LUR











21. OK



 CK||IK







20. OK



    CK||IK















22. OK












_1055054698.doc


4. Cx Query Resp







7. Register







Home Network







S-CSCF selection







17. Cx Query







12. 401 Unauthorised



      RAND||AUTN||IK(||CK)







HSS







Authentication



vector selection







15. Register



RES







13. 401 Unauthorised



    RAND||AUTN||IK(||CK)







11.  Cx-AuthDataResp



RAND||AUTN||XRES||IK(||CK)







16. Register



RES







P-CSCF







8. Cx Put







10.  Cx-AuthDataReq







Visited Network







18. Cx Query Resp







1. Register







6. Cx Select Pull Resp







19. Register



RES







2. Register







3. Cx Query







5. Cx Select Pull







S-CSCF







UE







Authentication







I-CSCF







23. Cx Pull Resp







22. Cx Pull







14. 401 Unauthorised



RAND||AUTN







9. Cx Put Resp











25. OK







24. OK







21. Cx Put Resp







20. Cx Put







26. OK












