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CN3 has the responsibility for choosing the protocol for the Gq interface. During the previous CN3#29 meeting a discussion document N3-030541 from Nokia comparing two possible candidate protocols DIAMETER and COPS was presented. The comparison was based on the following general criteria:

- Easy and fast protocol implementation.

- Extensibility in next releases (New messages and new parameters can be included in next releases).

- Fast real time connection.

- Possibility to exchange device capabilities.

- Support for inter-domain communication.

According to Orange, not only these general criteria should be taken into account for the choice of the protocol but also security and functional requirements for the Gq interface. Indeed, it is more accurate to define the requirements of the Gq interface in terms of messages, parameters, functionalities and then to choose the appropriate protocol.
However, requirements for the Gq interface are still under discussion in SA2 in the TR 23.917. 

Firstly, it is important to complete security requirements at the stage 2. Indeed, security requirements should be strong because the Gq interface is an open interface (the AF can be in another operator network or can belong to a third party).
In the section 7.3 "Relationship between functional entities", it is stated that "The AF and the PDF need not exist within the same operator's network and are provisioned to know about each other or one may discover the other and establish a secure relationship." 
The secure relationship as well as discovery mechanisms should be clarified especially if the AF belongs to a third party. For example, if the AF belongs to a third party, shall the AF be authenticated during the connection with the PDF? Will there be a contract or a subscription of the AF to authorize the connection to the PDFs of the operator network?
In the section 7.5 "Description of interfaces", it is stated that "Gq interface may be intra- or inter-domain. Gq shall support relevant protection mechanisms for an inter-operator or third party interface. The exact mechanism is for FFS."
The security mechanisms for this open interface should be defined prior to the choice of the appropriate protocol on the interface. 
Secondly, for future extensions of the protocol, a mechanism should be available to negotiate the protocol version between the PDF and the AF. 

Thirdly, it is important to complete function requirements at the stage 2. 
In the section 7.4 "Functions with Policy Control" identifies the individual functions provided for policy control, the following interactions between the AF and the PDF are defined:
- authorize QoS resources

- exchange information for charging correlation

- enable flow

- disable flow

- revoke authorization

- indicate bearer release/failure

- confirm bearer reservation

However the description of Gq Data exchange for these interactions are still incomplete and FFS. 
In conclusion, Orange position is that the choice of the protocol for the Gq interface in the CN3 group should be postponed until all the requirements for the Gq interface are defined in SA2, especially functional requirements and security. These are important criteria for the operator since the Gq interface is an open interface.
