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Introduction

Currently the IMS subsystem uses a separate PDP context dedicated for transporting the SIP signalling messages to start and modify the media sessions between the UE, the network and the end users. By definition this dedicated “signalling” PDP context assumes that user transport is not carried over it. The IMS mechanism must therefore be designed in a way to prevent this PDP context from being misused by sending user traffic over it (either deliberately or accidentally). 

The current general assumption is that this signalling PDP context will be a primary context (although there is nothing preventing this to actually be a secondary PDP context). An issue arises when this PDP context is used as a primary PDP context. In standard GPRS behaviour a primary PDP context does not contain any filtering criteria; it is in effect a “default” PDP context. Secondary PDP contexts have a downlink filter (the Traffic Flow Template or TFT) to enable the GGSN to distinguish the different handling of incoming packets. If the GGSN is unable to align an incoming packet with TFT filters it will send the packet over the PDP context that does not contain a TFT a so-called “default” PDP context. In the IMS case this will mean that packets which do not fulfil the filtering criteria will be sent over the “default” PDP context which will likely be the PDP context carrying the SIP signalling messages. This will have a significant effect on the dimensioning of this PDP context leading to larger delays for important signalling messages. Furthermore some operators are looking into ways to charge differently between signalling and user traffic. If both user and signalling traffic is carried over the same (default) PDP context then according to the current GPRS charging capabilities it will be impossible to differentiate between the flows in the CDRs generated in the GPRS nodes and hence impossible to charge differently. Finally it should be noted that if traffic not corresponding to the filter characteristics set up via the Go interface can now be sent over a “default” PDP context then it makes the authorisation mechanism meaningless.

This issue is partially recognised in TS29.207v 1.1.0 section 4.3.1.3 Gate Function where it states that 

IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped 

This does not satisfy the signalling issue for two reasons. 

1) The signalling PDP context currently does not pass any gating mechanism. Hence a SIP signalling session which does not set up a bearer using the authorisation mechanism would thus allow the user traffic to be sent directly over the signalling PDP context. 

2) According to this definition all signalling traffic (which cannot have a packet classifier associated with it) would be dropped by the GGSN once a user traffic bearer has been authorised !

It is proposed therefore that a filtering mechanism is introduced for the signalling PDP context. This filtering mechanism would need to be bi-directional. Whilst the up link direction can be implemented using local configuration mechanisms (i.e. signalling PDP context only permitted to particular IP addresses which correspond to the DNS, DHCP servers and the P-CSCFs for that network) the downlink direction will need more attention.

One idea is that the MS shall modify its PDP context adding a TFT which corresponds to the P-CSCF, DNS and DHCP nodes for that operator’s network, however roaming considerations may make it difficult to identify which IP addresses should be filtered. Furthermore this relies on information from the UE which considering this is related to charging may not be desirable for many operators. Another option is to have a more static filter which ensures that the GGSN filters appropriately and does not allow for user traffic to be sent down inadvertently down the signalling path. 

Proposal

It is proposed therefore that filtering is introduced in the GGSN to prevent the signalling PDP context being used for sending user traffic both in the uplink and the downlink directions. It is proposed that this filtering requirement is documented in the appropriate standards and the agreed solution described.

If accepted AWS suggest that a short drafting is carried out to develop the agreed mechanism and identify the relevant standards documentation where it should be documented. AWS would offer to provide the developed CRs to the appropriate TSs during the meeting. 













� Note it may also be necessary to modify the current text in 29.207 section 4.3.1.3 so that signalling messages are not accidentally discarded once an authorised bearer has been established.





