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First Changes

4
General

4.1
3GPP WLAN Interworking System

The 3GPP AAA server is located in the home network and it is responsible for access control. In a non-roaming scenario, the 3GPP AAA server interfaces a WLAN directly via the Wa reference point. In a roaming scenario, the 3GPP AAA server interfaces a 3GPP AAA proxy in another 3GPP network via the Wd reference point, and the 3GPP AAA proxy further communicates with the WLAN via the Wa reference point. The 3GPP AAA proxy transparently relays access control (authentication and access authorization) signalling to the home 3GPP AAA server. Within the scope of the present document, the Wa and Wd reference point are therefore identical.

The Wa and Wd reference points are defined in 3GPP TS 23.234 [2]. The WLAN-UE is equipped with an UICC (or SIM card) in order to access the WLAN interworking service.

The 3GPP AAA server procedures covered in the present document are: 

-
Authentication of the 3GPP subscriber based on the SIM/USIM credentials; and

-
Access authorization of the 3GPP subscriber based on the WLAN access authorization information retrieved from HLR/HSS.

Other functionalities of the 3GPP AAA server are covered in 3GPP TS 29.234 [3].

WLAN technologies other than those compliant with IEEE 802.11 1999 [11], such as HiperLAN or Bluetooth, are not described specifically in this version of the present document. However, they are not excluded.

4.2
WLAN UE Identities

4.2.1
General

WLAN UEs use Network Access Identifier (NAI) as identification towards the 3GPP WLAN AAA server in the EAP Response/Identity message. The NAI is structured according to RFC 2486 [8].

The NAI realm shall be in the form of a domain name as specified in RFC 1035 [7], the NAI username shall comply with draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

4.2.2
Root NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate directly to HPLMN (see draft-adrangi-eap-network-discovery [12] and 3GPP TS 23.234 [2]). Root NAI format is specified in 3GPP TS 23.003 [1A]. The usage of Root NAI is specified in clause 5.

4.2.3
Decorated NAI

This is the NAI format used by the WLAN when it attempts to authenticate to HPLMN via VPLMN (see draft-adrangi-eap-network-discovery-and-selection-00 [12]). Decorated NAI format is specified in 3GPP TS 23.003 [1A]. The usage of Decorated NAI is specified in clause 5.
4.2.4
Alternative NAI

This is the NAI format used by the WLAN UE when it attempts to obtain a list of available PLMNs during a manual selection procedure.  Alternative NAI format is specified in TS 23.003 [1A]. The usage of Alternateive NAI is specified in clause 5
4.2.5
Username

The rules for the use of NAI username in the WLAN UE and for the generation and delivery of NAI username in 3GPP AAA server are defined in clause 6.1. The format of NAI username is defined in 3GPP TS 23.003 [1A].

End of First Changes

Second Changes

6
UE to 3GPP Network protocols

6.1
UE to 3GPP AAA Server protocols

6.1.1
WLAN Access Authentication and Authorization protocols

6.1.1.1
General

WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network.

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in draft‑arkko‑pppext‑eap-aka [9] and draft-haverinen-pppext-eap-sim [10].

Other EAP authentication methods than those specified in draft-arkko-pppext-eap-aka [9] and draft‑haverinen‑pppext‑eap-sim [10] may be supported by the WLAN UE but are not part of 3GPP WLAN IW therefore are out of the scope of the present document.

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284 [6]).

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see clause 6.1.1.3.6).

6.1.1.2
UE procedures

6.1.1.2.1
Identity management

In both EAP AKA and EAP SIM based authentications, the WLAN UE shall proceed as follows.

The WLAN UE shall always use the leading digits notation when building the username part of NAI from IMSI, as specified in TS 23.003 [1A]. draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10] each define the leading digits to identify their particular authentication mechanism.

In the first EAP-Response/Identity message the WLAN UE shall include a NAI which username is derived from IMSI. The format of such username is defined in 3GPP TS 23.003 [1A].  The WLAN UE shall include the Root NAI or Decorated NAI for authentication purposes, the WLAN UE shall include the Alternative NAI for manual network selection procedure.
The WLAN UE shall support the mechanism for communicating its identity to the server using EAP/AKA and EAP/SIM messages as specified in EAP AKA and EAP SIM respectively.

If the WLAN UE receives an EAP-Request/AKA-Identity message or EAP-Request/SIM/Start message including an AT_PERMANENT_ID_REQ after sending an identity response including the pseudonym, the WLAN UE shall respond to this new identification request by including a NAI in which username is derived from IMSI. This WLAN UE behaviour is defined in draft-haverinen-pppext-eap-sim [10] and in draft-arkko-pppext-eap-aka [9].

6.1.1.2.2
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE.

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in clause 6.1.1.3.2.

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in 3GPP TS 33.234 [5]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success message), the WLAN UE shall consider the new temporary identity(ies) as valid.

The WLAN UE after successful EAP authentication takes the following actions if new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
if the temporary identity is a pseudonym, the WLAN UE shall store it in the "Pseudonym" data file in the USIM. If the "Pseudonym" data file is not available in the USIM, the WLAN UE shall store the pseudonym in the ME; and

-
if the temporary identity is a re-authentication identity, the WLAN UE shall store it in the "Re-authentication identity", data file in the USIM together with new Master Key, Transient EAP Keys and Counter value. If the "Re-authentication identity" data file is not available in the USIM, the WLAN UE shall store the re‑authentication identity in the ME together with new Master Key, Transient EAP Key and Counter value.

The WLAN UE after successful EAP authentication takes the following actions if no new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
Temporary identities are one-time identities. If the WLAN UE does not receive a new  temporary identity(ies), the WLAN UE shall delete the corresponding temporary identity(ies) from the USIM/ME (i.e. the WLAN UE shall set the username of the corresponding temporary identity(ies) field to the "deleted" value to indicate no valid temporary identity(ies) exists as specified in TS 23.003 [1A]). When the temporary identity(ies) stored in the USIM/ME indicates the "deleted" value in the username part, the WLAN UE shall consider the corresponding temporary identity(ies) as invalid and shall not send that temporary identity(ies) at the  next EAP authentication.

Upon reception of an EAP-Request/Identity message, the WLAN UE shall take one of the following actions depending on the presence of the temporary identity(ies):

-
if valid re-authentication identity is available, the WLAN UE shall use the re-authentication identity at the next EAP authentication. If not, then

-
if valid pseudonym is available, the WLAN UE shall use the pseudonym at the next EAP authentication. If not, then

-
The WLAN UE shall use the permanent IMSI-based identity at the next EAP authentication.

End of Second Changes
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