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10
Protocol for data manipulation at the Ut reference point

10.1
Introduction

10.2
Functional entities

10.2.1
User Equipment (UE)

For the purpose of SIP based conferences, the UE may implement the role of a XCAP client as described in subclause 10.3.1.

The UE shall implement HTTP digest AKA (see RFC 3310 [X]) and it shall initiate a bootstrapping procedure with the bootstrapping server function located in the home network, as described in 3GPP TS 24.109 [YY].
The UE shall acquire the subscriber's certificate from PKI portal by using a bootstrapping procedure, as described in 3GPP TS 24.109 [YY].

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [Y]). The UE shall be able to authenticate the authentication proxy based on the received certificate during TLS handshaking phase.

10.2.2
Media Resource Function Controller (MRFC)

As the function split between the MRFC and the AS is out of scope of the present document, the procedures for the MRFC are described together with those for the AS in subclause 10.2.3.

10.2.3
Application Server (AS)

The AS shall implement the role of a XCAP server as described in subclause 10.3.2. As the function split between the AS and the MRFC is out of scope of the present document, only the procedures are described for a combined AS and MRFC. The AS and MRFC may either be collocated, or interoperate using a proprietary protocol and a proprietary functional split.

For the purpose of SIP-based conferences, the AS/MRFC shall act as a XCAP Server, as described in subclause 10.3.2.

The AS/MRFC may implement the role of a privileged user as described in subclause 7.3.1.

If there is no authentication proxy in the network, then the AS/MRFC shall:

-
implement the role of a network application function, as described in 3GPP TS 24.109 [YY];

-
support HTTP digest authentication and certificate authentication; and

-
implement TLS (see RFC 2246 [Y]).

Editor's Note: It needs to be clarified what physical entities can contain the Authentication Proxy and its relationship with the IMS architecture. Documentation for the case of a separate authentication proxy may need to be provided.

10.3
Role

10.3.1
XCAP client

 The requirements for a XCAP client are not specified within this release of the specification.

10.3.2
XCAP Server

 The requirements for a XCAP server are not specified within this release of the specification.
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