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1. Introduction

USIM based VGCS ciphering is currently being specified in 44.018 and 48.008. Whilst it is clear as to how the Voice Group Channel is ciphered in both the uplink and downlink, it is not currently clear as to how the MS and BSS determine the ciphering keys when the VGCS talker is on a dedicated channel. This document shows the signalling required for both the MS and BSS to determine the ciphering keys in the following cases:

· Initial talker on dedicated channel

· Subsequent talker on dedicated channel

· Subsequent talker switched from dedicated channel to voice group channel

2. Summary of message flows

This document considers the following cases:
· Distribution of ciphering data during establishment of a voice/broadcast group call (Figure 1)
· Signalling information required for the voice group call uplink access
in the anchor MSC (normal case, subsequent talker on dedicated channel) (Figure 2)
· Signalling information required to transfer the originator or subsequent talker from a dedicated channel to a group call channel (Figure 3)
2.1. Distribution of ciphering data during establishment of a voice/broadcast group call

This signalling flows indicates the distribution of the parameters related to the USIM based VGCS ciphering mechanism during the establishment of the voice group call.  Figure 1 shows the distribution of the VSTK_RAND, VSTK, VK_Id, A5_id and Cell_Global_Count between MSC, BSC and MS.  The main points are:

· The Notification/NCH and Notification/FACCH are shown to transfer the VSTK_RAND, VK_Id and Cell_Global_Count between the BSS and the MS.

· The PREPARE_GROUP_CALL is used to transfer the VSTK, VSTK_RAND, VK_Id and A5_Id between MSC-A and MSC-B.
· The VGCS/VBS Assignment Request transfers the VSTK, VSTK_RAND, VK_Id and A5_Id between the MSC and the BSC.
2.2. Signalling information required for the voice group call uplink access
in the anchor MSC (normal case, subsequent talker on dedicated channel)

Figure 2 shows how the MS and the BSC determine the Cipher Key Sequence Number and Ciphering algorithm to use when then the VGCS talker is on a dedicated channel. The key points are:

· The MS selects the Cipher Key Sequence Number and passes the value to the BSC via the TALKER INDICATION Message

· The  Cipher Key Sequence Number is passed from the BSC to the MSC via the UPLINK REQUEST CONFIRMATION message (within Layer 3 information).

· The MS and BSC are informed of the identity of the ciphering algorithm in the CIPHER MODE COMMAND message.

2.3. Signalling information required to transfer the originator or subsequent talker from a dedicated channel to a group call channel

Figure 3 shows the MS being transferred from a dedicated channel to the group channel via the ASSIGNMENT COMMAND message. The key points are:

· The group channel is ciphered with VGCS ciphering

· The VK_Id, VSTK_RAND and Cell_Global_Count are supplied in the ASSIGNMENT COMMAND message in order for the MS to calculate the voice group ciphering keys.

3. Conclusion

The signalling diagrams have shown how the VGCS talker should be ciphered when on a dedicated channel. In order for the MS and BSS to determine the ciphering keys to use on the dedicated channel it is necessary to add some additional information to the messages between the MS and BSC, and between the BSC and the MSC. 
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NOTE 1: 
If authentication and ciphering are performed, then the dedicated channel of the originator of the voice group call is ciphered with the cipher key Kc generated during the authentication procedure. If ciphering is started without authentication, the cipher key indicated with CKSN in the Service Request message is used.

NOTE 2: 
The Group Id and the Group cipher key number (VK_Id) are included in the Descriptive group call reference.

NOTE 3:
The permitted ciphering algorithm (A5_Id) is included in the Encryption information.

NOTE 4:
MS'

= calling subscriber mobile station;
MSs
= destination subscriber mobile stations;
FNT
= fixed network user terminal;
MSC-A
= anchor MSC;
MSC-R
= relay MSC.

Figure 1: Distribution of ciphering data during establishment of a voice group call.
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NOTE 1: 
In this case the MSC decided to transfer the subsequent talker to a dedicated channel.

NOTE 2: 
Upon reception of the ASSIGNMENT CMD message which transfers the MS from the group call channel to a dedicated channel, the MS starts transmission and reception on the dedicated channel in unciphered mode.

NOTE 3: 
The dedicated channel of the subsequent talker is ciphered with the cipher key Kc indicated with CKSN in the Talker Indication message.

Figure 2: Signalling information required for the voice group call uplink access
in the anchor MSC (normal case, subsequent talker on dedicated channel)
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NOTE 1: 
In this case the BSC decided to transfer the originator or subsequent talker to a group call channel.

NOTE 2: 
Upon reception of the ASSIGNMENT CMD message, if the Group cipher key number is different from 'no ciphering', the MS derives the cipher key V_Kc and starts transmission and reception on the group call channel in ciphered mode, using V_Kc.

Figure 3: Signalling information required to transfer the originator or subsequent talker from a dedicated channel to a group call channel
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