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APPROVAL 

Introduction 

EAP SIM and EAP AKA drafts define the usage of EAP AKA and EAP SIM Notifications respectively. The usage of such notifications is mandated, in both the UE and EAP server (in 3GPP case AAA server) for the FAILURE cases and optional for the SUCCESS cases.

Currently in TS 24.234 notifications are not taken into use and therefore when the WLAN UE receives EAP Failure indicating that the procedure failed it is not aware of the reason of the failure. 

EAP NOTIFICATIONS are sent from the server to the UE before sending a FAILURE or SUCCESS message. In case of FAILURE the notification provides information about the reason of failure and the point in time (before or after challenge round). The Phase bit (P bit) indicates whether the failure happened before or after challenge. In case of SUCCESS the notification provides an explicit indication of successful authentication. EAP notifications are also used to transfer authorization related information to the UE. EAP notifications can also be used to indicate an error after successful authorization, meaning that they are not only related to an unsuccessful authentication attempt.

The usage of EAP/SIM notifications is defined in EAP SIM Authentication: draft-haverinen-pppext-eap-sim in clause 4.4. The usage of EAP/AKA notifications is defined in EAP AKA Authentication: draft-arkko-pppext-eap-aka in clause 4.3.

Proposal

This document proposes to introduce the usage of EAP/SIM notifications and EAP/AKA notifications 
***********************
FIRST CHANGE
***********************************

6.1.1.2.6
Usage of EAP AKA and EAP SIM Notifications
The WLAN UE shall be able to process and respond to both EAP AKA and EAP SIM notifications as specified in EAP AKA [9] clause 4.3 and EAP SIM [10] clause 4.4.
***********************
SECOND CHANGE
***********************************

6.1.1.3.7
Usage of EAP AKA and EAP SIM Notifications
The 3GPP AAA server shall support both EAP AKA and EAP SIM notifications as specified in EAP AKA [9] clause 4.3 and EAP SIM [10] clause 4.4.
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