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Introduction

At CN1#34 the CR in N1-040929 by Nokia, made changes in the sub-clause 6.1.1.2.5 Re-authentication, which were not well implemented in the new version of TS 24.234. This contribution aims to correct these mistakes. At the same time, other editorial corrections, which appear in TS 24.234, are also made.
Proposal

It is proposed to agree the following changes to incorporate them into TS 24.234.

/* Beginning of change 1 */
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Active scanning: Capability of a WLAN UE to actively solicit support for a specific SSID by for probing it.

Associated SSID: The SSID that the WLAN UE uses for association with a WLAN AP.
Available SSID: The SSID that the WLAN UE has found after scanning which meets certain conditions as specified in IEEE 802.11 [19].

Broadcast SSIDs:  The SSID available in the beacon signal.

EAP AKA: EAP mechanism for authentication and session key distribution using the UMTS AKA authentication mechanism. See draft-arkko-pppext-eap-aka [9].

EAP SIM: EAP mechanism for authentication and session key distribution using the GSM Subscriber Identity Module (SIM). See draft-haverinen-pppext-eap-sim [10].

Passive scanning: Capability of a WLAN UE to look for the support for a specific SSID by listening to the SSIDs broadcast in the beacon signal.
PLMN selection: Procedure for the selection of a PLMN according to TS 23.122 [1] clause 3.1, either manually or automatically.
Selected SSID: This is the SSID that has been selected according to clause 5.2.2.1, either manually or automatically.

Selected WLAN PLMN: This is the PLMN that has been selected according to clause 5.2.3.3, either manually or automatically.

Supported PLMN: A PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).
Switch on: The action of activating a WLAN UE client.

Switch off: The action of deactivating a WLAN UE client.
WLAN PLMN Selection: Usage of the supported PLMN list received in FFS message from WLAN and selection among those PLMNs.

I-WLAN selection: Procedure for the selection among the available I-WLAN APs
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [2] apply.
3GPP - WLAN Interworking (WLAN-3GPP IW) 
3GPP AAA server

3GPP AAA proxy

Interworking WLAN

W-APN
WLAN UE
WLAN Roaming

For the purposes of the present document, the following terms and definitions given in draft-adrangi-eap-network-discovery-and-selection [12] apply.
Decorated NAI

Root NAI

/* End of change 1 */

/* Beginning of change 2 */

5.2.3.1 
General

The WLAN UE identifies itself to the WLAN by inserting its NAI in EAP-Response/Identity message. In the case when the WLAN cannot derive the 3GPP AAA Server or Proxy where to route the WLAN UE's EAP authentication signaling to, it is said that the WLAN has no direct roaming relationship with the user's home network.

The WLAN uses realm part of NAI to route EAP authentication signaling to the Home 3GPP AAA server of the subscriber with whom the WLAN UE performs authentication. This procedure is out of the scope of this specification.

In the first EAP-Response/Identity message, the WLAN UE shall by default build the realm part of NAI in a way that it identifies the HPLMN (i.e. Root NAI shall be used). Optionally, the WLAN UE may use Decorated NAI in the initial EAP-Response/Identity message.

Editor’s Note: The optional use of the Decorated NAI in the initial EAP-Response/Identity message needs further clarification in this section. Such a change should remove "by default" from this section.

5.2.3.2 
Network Advertisement

5.2.3.2.1
General

If the WLAN is unable to route the WLAN UE’s EAP authentication signaling to the 3GPP AAA Server or Proxy based on the NAI sent in the initial EAP-Response/Identity message and if it supports Network Discovery procedure as described in draft-adrangi-eap-network-discovery-and-selection [12], then the WLAN sends a subsequent EAP-Request/Identity message to the WLAN UE including the Supported PLMNs list for WLAN access.

If the WLAN is unable to route the WLAN UE’s EAP authentication signaling to the 3GPP AAA Server or Proxy based on the NAI sent in the initial EAP-Response/Identity message and if it does not support Network Discovery procedure as described in draft-eap-network-discovery-and-selection [12], then the WLAN sends an EAP-Failure message to the WLAN UE.

/* End of change 2 */

/* Beginning of change 3 */

5.2.3.4.1.1
General

At any time the user can request the WLAN UE to initiate reselection onto a supported PLMN, according to the following procedures, dependent upon the WLAN PLMN selection mode (automatic or manual). In this case and in both WLAN PLMN selection modes, the WLAN UE shall:

- Disassociate with the current associated SSID by initiating disassociation procedure as specified in IEEE 802.11 1999 [11];

- Initiate association procedure as specified in IEEE 802.11 1999 [11], taking into account I-WLAN selection procedure as specified in subclause 5.2.2;

- Depending on the WLAN PLMN selection mode (automatic or manual), perform a new WLAN PLMN selection as specified in subclauses 5.2.3.4.1.2 and 5.2.3.4.1.3.Editor's note: Disassociation if the WLAN UE can find a PLMN without disassociating needs to be clarified in the future.
/* End of change 3 */

/* Beginning of change 4 */

6.1.1.2.3
EAP AKA based Authentication

The WLAN UE with USIM inserted shall support EAP AKA based authentication, and it shall attempt to authenticate using EAP AKA authentication as the first EAP method. The WLAN UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

6.1.1.2.4
EAP SIM based Authentication

If the WLAN UE supports the ME-SIM interface, and if SIM has been inserted, then the WLAN UE shall support EAP SIM based authentication. In this case, the WLAN UE shall be able to accept EAP SIM based authentication as EAP method negotiation. 

The EAP-SIM based authentication does not require the ME-SIM interface, and therefore EAP-SIM based authentication could also be performed using the 2G Authentication and Key Agreement (AKA) functions on the USIM application. However, if a UICC with USIM has been inserted, then the default EAP method policy of the WLAN UE shall not accept EAP-SIM based authentication.  

/* End of change 4 */

/* Beginning of change 5 */

6.1.1.2.5
Re-authentication

In both EAP AKA and EAP SIM based authentication, the support of re-authentication is mandatory for the WLAN UE. 

The reception of re-authentication identity in any EAP authentication indicates to the WLAN UE that fast re-authentication is enabled as described in subclause 6.1.1.3.5.

If the WLAN UE receives a re-authentication identity from the 3GPP AAA server (as specified in TS 33.234 [5]), then the WLAN UE shall process the authentication challenge information (e.g. Counter, NONCE, MAC) received together with the re-authentication identity. If the authentication challenge procedure is successful, the WLAN UE shall consider the new re-authentication identity as valid. 

The WLAN UE after successful EAP authentication shall store the new re-authentication identity and associated security parameters and overwrite any previously stored re-authentication identity and associated security parameters as described in subclause 6.1.1.2.2.

The WLAN UE shall send the re-authentication identity during the re-authentication attempt to the 3GPP AAA Server, only if re-authentication identity, whose value is not set to “deleted”, exists.

/* End of change 5 */
