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Introduction

The reception of re-authentication identity in any EAP authentication indicates to the WLAN UE that fast re-authentication is enabled. If the WLAN UE does not receive a new re-authentication identity, the WLAN UE shall delete the re-authentication identity stored in the USIM/ME (i.e. the re-authentication username field must be set to the "deleted" value to indicate no valid re-authentication identity exists. So a WLAN UE during authentication procedure shall always try to send NAI with re-authentication identity as username if it is valid. Valid indicates that the re-authentication identity is received during last authentication and its status is not set to “deleted”.
Proposal

The text in clause 6.1.1.2.5 states that, if re-authentication is enabled and fast re-authentication is initiated, the WLAN UE shall send the re-authentication identity, if available and valid. But a re-authentication procedure is considered to be enabled by a UE only if it receives a re-authentication identity during last authentication procedure. And the UE shall always initiate the fast re-authentication if a valid re-authentication identity is available with USIM/ME. So this proposal aims at clarifying the terms enabled and valid in context of re-authentication identity. 

Enabling of the usage of re-authentication identity can be done only at 3GPP AAA server. Once UE receives the re-authentication identity during a successful authentication procedure it is considered as valid. After using the re-authentication identity once, if WLAN UE does not receive the re-authentication identity again in the immediate next authentication procedure, it would be considered as invalid and the storage field in USIM/ME is set to “deleted”.
Changes

**Modified Section 1**
6.1.1.2.5
Re-authentication

In both EAP AKA and EAP SIM based authentication, the support of re-authentication is mandatory for the WLAN UE. 

The reception of re-authentication identity in any EAP authentication indicates to the WLAN UE that fast re-authentication is enabled as described in subclause 6.1.1.2.4.

If the WLAN UE receives a re-authentication identity from the 3GPP AAA server (as specified in TS 33.234 [7]), then the WLAN UE shall process the authentication challenge information (e.g. Counter, NONCE, MAC) received together with the re-authentication identity. If the authentication challenge procedure is successful, the WLAN UE shall consider the new re-authentication identity as valid. 

The WLAN UE after successful EAP authentication shall store the new re-authentication identity and associated security parameters and overwrite any previously stored re-authentication identity and associated security parameters as described in subclause 6.1.1.2.1.

If re-authentication is enabled and fast re-authentication is initiated, tThe WLAN UE shall send the re-authentication identity during the next re-authentication attempt to the 3GPP AAA server, only if a valid re-authentication identity exists., if available and valid.

**Modified Section 2**
6.1.1.3.5
Re-authentication

The 3GPP AAA server shall support re-authentication as specified in the TS 33.234 [7] 

Re-authentication should be enabled in the 3GPP AAA server. If re-authentication is enabled, the re-authentication may be full or fast, as follows:

· Full re-authentication means that a new full authentication procedure shall take place as the initial authentication procedure, where new keys are generated in both the (U)SIM and network. Full re-authentication requires that the WLAN UE sends pseudonym or permanent IMSI-based identity or temporary identifier (pseudonym).
· Fast re-authentication means that a new authentication procedure takes place in which some keys are not generated in both the (U)SIM and network, but reused from the previous authentication process. Fast re-authentication requires that the WLAN UE sends re-authentication identity.
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