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Introduction

In order to enable HTTP Digest based integrity protection for HTTP message payloads, the quality of protection (qop) parameter must be set to “auth-int”, not “auth”.

The following is proposed for TS 24.109, version 0.1.0:

===== BEGIN CHANGE =====

5.2.1.2
Integrity protection

Integrity proctection may be provided:

-
by using HTTP Digest integrity protection, i.e., quality of protection (qop) parameter is set to “auth-int”; or

-
by using server-authenticated TLS tunnel as described in IETF RFC 2818 [12].

If server-authenticated TLS tunnel is used, both UE and NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to.FQDN included in the server’s certificate.

===== END CHANGE =====




