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Introduction

The current version of 24.234 has several references to the (sub) clauses of 23.234 and other related specs, which are subject to change. In parts of the TS 24.234 references numbers of referred TS documents are not inline with that mentioned in the “References” section of the document.
Proposal

It is proposed to remove the mention of clause and sub clause numbers of the related specs like 24.234 as these are subject to change. 
It is also proposed to correct the reference document numbers of the referred specs like 23.234.

Changes

**Modified Section 1**
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting 

AKA
Authentication and Key Agreement

APN
Access Point Name

DNS
Domain Name System

EAP
Extensible Authentication Protocol

I-WLAN
Interworking WLAN

NAI 
Network Access Identifier

PDG
Packet Data Gateway
PDN
Packet Data Network

SSID
Service Set ID

W-APN
WLAN APN

WLAN
Wireless Local Area Network

**Modified Section 2**

4.2.4 
Decorated NAI

This is the NAI format when the WLAN authenticates to HPLMN via VPLMN (see draft-adrangi-eap-network-discovery-and-selection-00 [18]). Decorated NAI format is specified in TS 23.003 [1A]. The usage of Decorated NAI is specified in clause 6.1.

Upon reception of network advertisement information from the WLAN, the WLAN UE identifies that WLAN PLMN selection shall be performed as specified in subclause 5.2.3.3. In this case, the WLAN UE shall decorate the NAI using the identity of the selected PLMN as specified below in TS 23.003[1A].

**Modified Section 3**
5.2.3.3 
Network selection
5.2.3.3.1 
General

Upon successful completion of I-WLAN selection the WLAN UE may need to select a PLMN through which to authenticate, if more than one was available behind the chosen radio network. 

WLAN PLMN selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in TS 23.122 [31 ]. The signal quality shall not be used as a parameter of WLAN PLMN selection.
**Modified Section 4**
6.1.1.2.2 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. 

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.1. 

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in TS 33.234 [175]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success), the WLAN UE shall consider the new temporary identity(ies) as valid. 

**Modified Section 5**
6.1.1.2.5
Re-authentication

In both EAP AKA and EAP SIM based authentication, the support of re-authentication is mandatory for the WLAN UE. 

The reception of re-authentication identity in any EAP authentication indicates to the WLAN UE that fast re-authentication is enabled as described in subclause 6.1.1.2.4.

If the WLAN UE receives a re-authentication identity from the 3GPP AAA server (as specified in TS 33.234 [75]), then the WLAN UE shall process the authentication challenge information (e.g. Counter, NONCE, MAC) received together with the re-authentication identity. If the authentication challenge procedure is successful, the WLAN UE shall consider the new re-authentication identity as valid.

**Modified Section 6**
6.1.1.3.2 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the 3GPP AAA server. However, the usage of this feature is optional for the 3GPP AAA server. 

The user identity privacy should be enabled in the 3GPP AAA server. If user identity privacy is enabled, the 3GPP AAA server shall send new encrypted temporary identity(ies) (pseudonym and/ or re-authentication identity) to the UE in every EAP authentication procedure. The description of temporary identity management is specified in TS 33.234 [75].
**Modified Section 7**
6.1.1.3.4 
3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP RFC 2284 [6].

The EAP method policy of the 3GPP AAA server shall not accept EAP-SIM based authentication for USIM subscribers, and only accept EAP-SIM based authentication for SIM subscribers.

Editor’s note: The details and security aspects of AAA server policy configuration are for further study.

The procedure to select the EAP method to use for authentication is the following:

1) The format of the identity received in EAP-Response/Identity may contain an indication of the EAP method to be used by the 3GPP AAA server as defined in TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is “1” so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. The format of the pseudonyms and re-authentication identities are specified in TS 33.234 [75].
**Modified Section 8**
6.1.1.3.5
Re-authentication

The 3GPP AAA server shall support re-authentication as specified in the TS 33.234 [75] 

Re-authentication should be enabled in the 3GPP AAA server. If re-authentication is enabled, the re-authentication may be full or fast, as follows:

· Full re-authentication means that a new full authentication procedure shall take place as the initial authentication procedure, where new keys are generated in both the (U)SIM and network. Full re-authentication requires that the WLAN UE sends permanent IMSI-based identity or temporary identifier (pseudonym).

· Fast re-authentication means that a new authentication procedure takes place in which some keys are not generated in both the (U)SIM and network, but reused from the previous authentication process. Fast re-authentication requires that the WLAN UE sends re-authentication identity.
The decision of using fast re-authentication is taken in the 3GPP AAA server depending on operator's policies. Operator's policies regarding fast re-authentication may contain for example, a timer to control start of fast re-authentication, a counter to control the maximum number of allowed fast re-authentications before a full EAP authentication shall be initiated towards the WLAN UE or a restriction on whether fast re-authentication is allowed to visiting subscribers. 

The 3GPP AAA server indicates to the WLAN UE the decision of using fast re-authentication by means of sending the re-authentication identity in the EAP authentication procedure (i.e. in EAP-Request/AKA-Challenge or EAP-Request/AKA-re-authentication or EAP-Request/SIM/Challenge or EAP-Request/SIM/re-authentication messages). On each fast re-authentication procedure the 3GPP AAA server has the ultimate point of decision of whether to continue with the ongoing fast re-authentication procedure or to defer to a full re-authentication. 

NOTE: 
The use of fast re-authentication implies to save power consumption in the WLAN UE and processing time in both the WLAN UE and the 3GPP AAA server. However, when the fast re-authentication is used through a low trusted I-WLAN, it is strongly recommended to refresh the keys using full re-authentication. The use of fast re-authentication should be left for situations in which the user is accessing a high trusted I-WLAN. 

When mapping a re-authentication identity to a permanent identity, the 3GPP AAA server shall only examine the username portion of the re-authentication identity and ignore the realm portion of the identity.

The full and fast re-authentication signalling flows are described in TS 33.234 [75].
**Modified Section 9**
8.3.1.1
General

Editor's note: it covers the protocols requirements in the WLAN UE in order to support tunnel establishment in 3GPP WLAN IW, as specified in TS 23.234[2], clause 7.9.
**Modified Section 10**
8.3.1.2
Selection of remote tunnel endpoint

Editor's note: WLAN UE functionality to support W-APN resolution as specified in TS 23.234[2]., clause 7.9
**Modified Section 11**
8.3.1.3
UE initiated tunnel establishment

Editor's note: it covers tunnel establishment to PDG in VPLMN and tunnel establishment to PDG in HPLMN, as specified in TS 23.234[2], clause 7.9.

8.3.1.4
Subsequent tunnel establishment

Editor's note: From TS 23.234[2]: 'In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.'
8.3.1.5
Redirection

Editor's note: WLAN UE functionality to support redirection procedure as specified in TS 23.234[2], clause 7.9.1. 

8.3.2
PDG procedures

8.3.2.1
General

Editor's note: it covers the protocols requirements in the PDG in order to support tunnel establishment in 3GPP WLAN IW, as specified in TS 23.234[2], clause 7.9.
**Modified Section 13**

8.3.1.3
Redirection

Editor's note: PDG functionality to support redirection procedure as specified in TS 23.234[2], clause 7.9.1.

8.4
Tunnel disconnection procedures

8.4.1
UE procedures

Editor's note: WLAN UE functionality to support tunnel disconnection procedure as specified in TS 23.234[2], clause 7.10.

8.4.2
PDG procedures

Editor's note: PDG functionality to support tunnel disconnection procedure as specified in TS 23.234[2], clause 7.10.
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