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Introduction

So far security for MBMS has not been discussed in CN1. This contribution aims to provide some high level information on the MBMS security architecture and what requirements there are currently. It is envisaged that stage 3 work on some of this new functionality are in the remit of CN1, e.g. key management and key distribution, as well as MBMS authentication and authorization of the user.

It is here proposed that stage 3 basics for MBMS user authentication should be included in the CN1 specification TS 24.109 on ‘Bootstrapping interface (Ub) and Network application function interface (Ua); Protocol details’. This since MBMS in our view should use GBA and Ua as a framework for user authentication. Then, the specific usage by MBMS of GBA and Ua, as well as stage 3 for MBMS user authorization, key management and key distribution could be specified in a separate MBMS Security TS. Further on, it is proposed that SA4 defines the needed protocols for integrity and confidentiality protection protocols for MBMS multicast data.

The text following below is proposed to go into TR 29.846.

Proposal

	First proposed change
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	Next proposed change


9. MBMS Security
9.1
Security overview

Editor’s Note: Security for MBMS is mainly specified in TS 33.246 [X]. However, there might also be impact on specifications within the CN1 responsibility area. The intention with this section is to give a high level description of the security for MBMS, as well as pointing out possible changes needed in CN1 specifications. The changes will be described in enough detail to allow CR’s to be written to the appropriate specifications, e.g. TS 24.109 [X]. 
MBMS introduces the concept of a point-to-multipoint service into a 3G network. A requirement of a multicast service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a multicast service. The point-to-point services in a 3G-network use the AKA protocol to both authenticate a user and agree on keys to be used between that user and the radio network. These keys are subsequently used to provide protection of traffic between the network and the UE. 
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Figure x: MBMS security architecture

Figure x gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the security functionality for MBMS (beyond the normal network bearer security) resides in either the BM-SC or the UE.

The Broadcast Multicast – Service Centre (BM-SC) is a source for MBMS data. It could also be responsible for scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for transmission. It is responsible for generating and distributing the keys necessary for multicast security to the UEs and for applying the appropriate protection to data that is transmitted as part of a multicast service. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish multicast bearer.

The UE is responsible for receiving or fetching keys for the multicast service from the BM-SC and also using those keys to decrypt the MBMS data that is received.

9.2
Security requirements

Security requirements have been identified in TS 33.246 [X] for MBMS multicast traffic on:

· Secure service access

· Secure service provision

· MBMS signalling protection

· Privacy

· MBMS key management
· Integrity protection of MBMS multicast data

· Confidentiality protection of MBMS multicast data

Editor’s Note: Most of these requirements lead to functionality on an end-to-end application level. Among this new MBMS security functionality, stage 3 for MBMS key management and key distribution, as well as MBMS authentication and authorization of the user is envisioned to be in the remit of CN1. These new functions may be based on GBA, MIKEY and HTTP digest, some of which CN1 are already involved in [FFS]. 
	End of change
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