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Background

Presence updates (i.e. “Modify” operations) from PUAs may be generated without human intervention, and the rate at which PUAs can send these is limited only by processing and bandwidth resources available to the UEs.

An example application could be: “My GPS supported "where am I" application sends PUBLISH Modifies for every X meters I move. This application was designed for people walking around so X=20. Now, this is fine as long as I am a pedestrian, but will be a problem once I get into a car which travels at 20-30 m/s...”

Since PUA PUBLISH transactions will compete for IMS core and PS resources, there is a risk that other IMS services will be degraded under high load conditions. Therefore we believe that there is a need for the IMS core and PS to be able to rate limit PUBLISH requests from IMS PUAs.

draft-ietf-sip-publish-03 states that event packages may define recommendation on absolute maximum rates for publications, however section 10.5 also states that: “There is no rate limit recommendation for presence publication”.

Available mechanisms
There are some general SIP mechanisms available that may be used to protect the network, and some of them are described in section 9 of draft-ietf-sip-publish-03, however we do not see these as sufficient:

1. The usage of 423 (Interval to brief), whereby the PA MAY extend the refresh period from the PUA.

Why this is not sufficient 

This may affect the rate of “Refresh“ operations, but it does not prohibit a PUA from generating “Modify” operations at a (much) higher rate than what is indicated by the Expires timer.

2. The usage of 503 (Service Unavailable) with a Retry-After header.

Why this is not sufficient

When the PUA receives the 503, it should hold is publication activity back for some time, but this has passed it may continue the high rate of sending PUBLISH requests until yet another 503 is received. 

3. Holding back the 200 OK, since a PUA may not issue a new request before it receives a response the PS could somehow limit the intensity of requests.

Why this is not sufficient

Holding back 200 OKs introduces the risk of provoking PUAs to retransmit, hence increasing the traffic load further.

Mechanisms used for similar problems

The draft-niemi-sipping-event-throttle-00 describes a mechanism for subscribers to rate limit NOTIFYs from the network, and may be used as a base for a PUBLISH rating mechanism.

Proposal

A section is added to chapter 8 in TR 24.841:

8.5
State publication throttling

Editor’s Note: There is a need for a mechanism to let the IMS network rate limit PUBLISH requests from PUAs. The way to do this is FFS.

