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	The error handling for TFT operations is defined in such a way that any kind of inconsistency between the TFT configuration stored in the network and the MS will result in an error when the MS requests a creation, deletion,  or change of the TFT. 

Two major reasons could cause problems: 

1) The first one is the re-transmission scheme defined in the SM protocol. 

One example would be that the MS creates a new TFT for an activated PDP context with a PDP Context Modification procedure. The network receives the PDP Context Modification message, stores the TFT configuration and answers with a PDP Modification Accept. If this PDP Modification Accept message gets lost, the SM will trigger a re-transmission of the message containing the same TFT data again. Now the network will, according to 24.008, sec. 6.1.3.3.3, detect a “Semantic error in TFT operations” bullet point “a) I”, and will answer with a PDP context Modification Reject.

The result is that the modification procedure is terminated, with different TFT configurations in the MS and in the SGSN.

2) The other reason is that the MS or network may deactivate PDP contexts locally, e.g. in an out of coverage situation. Here both for the Secondary PDP Context Activation procedure and the MS initiated PDP Context Modification procedure, the current TFT error handling definitions can cause the failure of the procedure. 

In both cases the TFT error handling is in contradiction to the overall principle for the handling of any kind of collision and error situations in the SM protocol, where the old configuration is always superseded by the new requested one. This principle follows the assumption that the signalling link could be disturbed and thus certain message could be lost. 

The current TFT error handling, however, will make any re-synchronisation de facto impossible once an asynchrony has occurred. Especially the re-transmission case is considered to be quite critical.
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6.1.3.2.3
Abnormal cases

The following abnormal cases can be identified:

a)
Expiry of timers


On the first expiry of the timer T3380, the MS shall resent the ACTIVATE SECONDARY PDP CONTEXT REQUEST and shall reset and restart timer T3380. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3380, the MS shall release all resources possibly allocated for this invocation and shall abort the procedure; no automatic PDP context activation re-attempt shall be performed. 

b)
MS initiated secondary PDP context activation procedure for an already activated PDP context (On the network side) 


If the NSAPI matches that of an already activated PDP context, the network shall deactivate the existing PDP context locally without notification to the MS and proceed with the requested PDP context activation. The case of a TI match is described in sub-clause 8.3.2. [Format changed to B1]

c)
no PDP context with linked TI activated

 
The network shall thencheck whether there is an activated PDP context for the TI given in the Linked TI IE in the ACTIVATE SECONDARY PDP CONTEXT REQUEST message. If there is no active PDP context for the specified TI, the network shall reply with an ACTIVATE SECONDARY PDP CONTEXT REJECT message, cause code indicating "unknown PDP context". [Format changed to B1]
If there exists a PDP context for the TI given in the Linked TI IE, then the TFT in the request message is checked for different types of TFT IE errors as follows: [Format changed to Normal]
a)
Semantic errors in TFT operations:

1)
When the TFT operation is an operation other than "Create a new TFT".[Format changed to B2]
 
The network shall reject the activation request with cause "semantic error in the TFT operation".[Format changed to B1]
b)
Syntactical errors in TFT operations:

1)
When the TFT operation = "Create a new TFT" and the packet filter list in the TFT IE is empty.

2)
When there are other types of syntactical errors in the coding of the TFT IE, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list.

 
The network shall reject the activation request with cause "syntactical error in the TFT operation".[Format changed to B1]
c)
Semantic errors in packet filters:

1)
When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e., no IP packet will ever fit this packet filter. How the network determines a semantic error in a packet filter is outside the scope of the present document.

 
The network shall reject the activation request with cause "semantic errors in packet filter(s)". [Format changed to B1]
d)
Syntactical errors in packet filters:

1)
When the TFT operation = "Create a new TFT" and two or more packet filters in the resultant TFT would have identical packet filter identifiers.

2)
When the TFT operation = "Create a new TFT" and two or more packet filters in all TFTs associated with this PDP address would have identical packet filter precedence values.

3)
When there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier.

 
In case 2) the network shall delete the existing packet filters which have identical filter precedence values and accept the new received ones. The network may deactivate the PDP context(s) for which it has deleted the packet filters.

Otherwise the network shall reject the activation request with cause "syntactical errors in packet filter(s)". [Format changed to B1]
Otherwise, the network shall accept the activation request by replying to the MS with an ACTIVATE SECONDARY PDP CONTEXT ACCEPT message.
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Figure 6.5/3GPP TS 24.008: MS initiated secondary PDP context activation procedure

6.1.3.3.3
MS initiated PDP Context Modification not accepted by the network

Upon receipt of a MODIFY PDP CONTEXT REQUEST message, the network may reject the MS initiated PDP context modification request by sending a MODIFY PDP CONTEXT REJECT message to the MS. The message shall contain a cause code that typically indicates one of the following:

# 26:
insufficient resources;

# 32:
Service option not supported;
# 41:
semantic error in the TFT operation;

# 42:
syntactical error in the TFT operation;

# 44:
semantic errors in packet filter(s);

# 45:
syntactical errors in packet filter(s);

# 95 - 111:
protocol errors.

If upon the reception of a MODIFY PDP CONTEXT REQUEST message the network fails to re-establish the radio access bearer for a PDP context whose maximum bit rate in uplink and downlink is set to 0kbit/s, the network shall reply with MODIFY PDP CONTEXT REJECT with cause "insufficient resources".

The TFT in the request message is checked for different types of TFT IE errors as follows:

a)
Semantic errors in TFT operations:

1)
TFT operation = "Create a new TFT" when there is already an existing TFT for the PDP context.

2)
When the TFT operation is an operation other than "Create a new TFT" and there is no TFT for the PDP context.

3)
TFT operation = "Delete existing TFT" when there is already another PDP context without a TFT.

4)
TFT operation = "Delete packet filters from existing TFT" when it would render the TFT empty.


In case 1) the network shall delete the existing TFT and replace it with the new received one.

 
In case 2) the network shall :

· accept the TFT operations "Delete existing TFT" and "Delete packet filters from existing TFT"; 

· accept the TFT operations "Add packet filters in existing TFT" and TFT operations "Replace packet filters in existing TFT" by creating a TFT including the packet filters received.

 
In case 3) the network shall deactivate the old PDP context without a TFT and subsequently delete the TFT for the requested PDP context.

 
In case 4) the network shall delete the TFT for the requested PDP context. If there is already another PDP context without a TFT, it shall deactivate the old PDP context without a TFT.

b)
Syntactical errors in TFT operations:

1)
When the TFT operation is an operation other than "Delete existing TFT" and the packet filter list in the TFT IE is empty.

2)
TFT operation = "Delete existing TFT" with a non-empty packet filter list in the TFT IE.

3)
TFT operation = "Replace packet filters in existing TFT" when a to be replaced packet filter does not exist in the original TFT.

4)
TFT operation = "Delete packet filters from existing TFT" when a to be deleted packet filter does not exist in the original TFT.

5)
TFT operation = "Delete packet filters from existing TFT" with a packet filter list also including packet filters in addition to the packet filter identifiers.

6)
When there are other types of syntactical errors in the coding of the TFT IE, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list.


In case 3) the network shall accept the TFT operation by including the packet filters received to the existing TFT.

 
In case 4) the network shall accept the TFT operation.
 
Otherwise the network shall reject the modification request with cause "syntactical error in the TFT operation".[Format changed to B1]
c)
Semantic errors in packet filters:


When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e., no IP packet will ever fit this packet filter. How the network determines a semantic error in a packet filter is outside the scope of the present document.

 
The network shall reject the modification request with cause "semantic errors in packet filter(s)". [Format changed to B1]
d)
Syntactical errors in packet filters:

1)
When the TFT operation = "Create a new TFT" or "Add packet filters to existing TFT" and two or more packet filters in the resultant TFT would have identical packet filter identifiers.

2)
When the TFT operation = "Create a new TFT" or "Add packet filters to existing TFT" or "Replace packet filters in existing TFT" and two or more packet filters in all TFTs associated with this PDP address would have identical packet filter precedence values.

3)
When there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier.


In case 1) the network shall delete the existing packet filters and replace them with the new received ones. 


In case 2) the network shall delete the existing packet filters which have identical filter precedence values and accept the new received ones. The network may deactivate the PDP context(s) for which it has deleted the packet filters.
 
Otherwise the network shall reject the modification request with cause "syntactical errors in packet filter(s)". [Format changed to B1]
Upon receipt of a MODIFY PDP CONTEXT REJECT message, the MS shall stop timer T3381 and enter the state PDP-ACTIVE.

*** next section for information only ***

8.3.2
Session Management

The mobile station and network shall ignore a session management message with TI EXT bit = 0. Otherwise, the following procedures shall apply: 

a)
Whenever any session management message except ACTIVATE PDP CONTEXT REQUEST, ACTIVATE SECONDARY PDP CONTEXT REQUEST, or SM-STATUS is received by the network specifying a transaction identifier which is not recognized as relating to an active context or to a context that is in the process of activation or deactivation, the network shall send a SM-STATUS message with cause #81 "invalid transaction identifier value" using the received transaction identifier value including the extension octet and remain in the PDP-INACTIVE state.

b)
Whenever any session management message except REQUEST PDP CONTEXT ACTIVATION or SM-STATUS is received by the MS specifying a transaction identifier which is not recognized as relating to an active context or to a context that is in the process of activation or deactivation, the MS shall send a SM-STATUS message with cause #81 "invalid transaction identifier value" using the received transaction identifier value including the extension octet and remain in the PDP-INACTIVE state.

c)
When a REQUEST PDP CONTEXT ACTIVATION message is received by the MS with a transaction identifier flag set to "1", this message shall be ignored.

d)
When an ACTIVATE PDP CONTEXT REQUEST message is received by the network specifying a transaction identifier which is not recognized as relating to a context that is in the process of activation, and with a transaction identifier flag set to "1", this message shall be ignored.

e)
Whenever an ACTIVATE PDP CONTEXT REQUEST or ACTIVATE SECONDARY PDP CONTEXT REQUEST message is received by the network specifying a transaction identifier relating to a PDP context not in state PDP-INACTIVE, the network shall deactivate the old PDP context relating to the received transaction identifier without notifying the MS. Furthermore, the network shall continue with the activation procedure of a new PDP context as indicated in the received message.

f)
Whenever a REQUEST PDP CONTEXT ACTIVATION message is received by the MS specifying a transaction identifier relating to a PDP context not in state PDP-INACTIVE, the MS shall locally deactivate the old PDP context relating to the received transaction identifier. Furthermore, the MS shall continue with the activation procedure of a new PDP context as indicated in the received message.

g)
When an ACTIVATE SECONDARY PDP CONTEXT REQUEST message is received by the network with a transaction identifier flag set to "1", this message shall be ignored.
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