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Introduction

During the CN1#26bis meeting in Munich, CN1 approved tdoc (N1-022225). This document treats the verification of the identity of non-IMS watchers that try to subscribe to the presence of an IMS presentity.

During the discussion in the meeting, some companies felt that the verification of the identity could be done at the edge of the network (e.g., I-CSCF) rather than at the Presence Server. CN1 didn't get an agreement, and asked for guidance to the 3GPP SA3 working group in a form of an LS (N1-022226).

Discussion

CN1 is receiving a reply LS from SA3 (S3-020697) with some recommendations in terms of security aspects of the presence service. One of this aspects pertains to the verification of the identity of external watchers, and SA3 indicates that there are negative effects in placing such verification at the edge of the network.

It is believed that verifying the identity of  an external watcher at the edge of the network introduces additional problems:

1. The I-CSCF will need to decide when to request verification of the identity an external watcher and when that verification is not needed. For instance, if the presentity allows anonymous access to his/her presence, then there is not need to verify the identity of the watcher. The I-CSCF does not have that information when the SUBSCRIBE request is received.

2. There may be quite a few different SUBSCRIBEs traversing an I-CSCF. Some of then are subscriptions to presence events, where others not (e.g., subscription to a registration state). Others may be possible in the future as well. If the I-CSCF has to verify the identity of the watcher for certain events, but not for others, it introduces an additional logic complication to the I-CSCF. When the number of subscription events in a network grows, then the management of I-CSCF will become more a more complicated.

Verifying the identity of external watchers in the presence server lacks all the above mentioned disadvantages. The Presence Server contains the presentity subscription authorisation policy. This may includes rules to allow anonymous watchers, and therefore, verification of the identity of the external wathcher is not needed.

In case the verfication is needed, the subscription authorization policy should contain a username/password whereby the PS can request (e.g., by using HTTP Digest or any other suitable mechanism) verify the identity of the watcher or verify that he/she is authorized to see the presence of the presentity.

Last, but not least, unlike an I-CSCF, the presence server does not need to distinguish between different events, SIP requests, etc. As the Presence Server is a User Agent from the SIP point of view, it contains all the required information (local policy, subscription authorization policy, etc) to decide when the watcher identity verification is required.

This document, therefore, proposes that, in case such verification is needed, the Presence Server shall perfom it.
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7.2.2.1.1
Watcher identify verification at the PS
The procedures at the PS to accomplish watcher identity verification are described with the help of figure 7.2.2.1.1-1.
When the PS receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, the PSshall attempt to verify the identity of the watcher prior to authorise the subscription according to the procedures described in section 7.2.2.1.2.

When the PS receives a SUBSCRIBE request that does not contain credentials the PS shall:
Editor's Note: it is not clear what are the mechanisms available to transport the credentials. These mechanisms can include, among others, P-Asserted-Identity, Authorization header, digital signatures, S/MIME body, etc.
a) 
if a Privacy header is present in the SUBSCRIBE request and the Privacy header value is set to "id" or "user", then the watcher and the subscription are considered as anonymous, and no further actions are required. The PS shall continue with the subscription authorization procedures described in clause 7.2.2.1.2.;
b)
if there is no Privacy header present in the SUBSCRIBE request, or if the Privacy header contains a value other than "id" or "user", then the PS shall check for the presence of a P-Asserted-Identity header in the SUBSCRIBE request. Two cases exists:
b1)
the SUBSCRIBE request contains a P-Asserted-Identity header. This is typically the case when the watcher is located inside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS is aware of the identity of the watcher and no extra actions are needed. The PS shall continue with the subscription authorization procedures described in clause 7.2.2.1.2.
b2)
the SUBSCRIBE request does not contain a P-Asserted-Identity header. This is typically the case when the watcher is located outside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS does not have a verified identity of the watcher. The PS shall check the From header of the SUBSCRIBE request. If the From header value in the SUBSCRIBE request is set to "Anonymous", then the watcher and the subscription are considered as anonymous and no further actions are required. If the From header value does not indicate anonimity, then the PS shall challenge the watcher by issuing a 401 (Unauthorized) response including a challenge as per procedures described in RFC 3261 [7.26]. 
When the PS receives a SUBSCRIBE request that contains credentials but it does not contain a P-Asserted-Identity the PS shall check the correctness of the credentials. If  the credentials are correct, then the PS shall consider the identity of the watcher verified, and the PS shall continue with the subscription authorization procedures described in clause 7.2.2.1.2. If the credentials are not correct, the PS may either rechallenge the watcher (up to a predetermined maximum number of times predefined in the PS configuration data), or consider the watcher as anonymous. If the watcher is considered anonymous, the PS shall continue with the subscription authorization procedures described in clause 7.2.2.1.2.
Editor's Note: It needs to be investigated whether the maximum number of times predefined in the PS configuration data creates a potential denial of service attack, as it requires the PS to keep states between different different authentications trials.
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Figure 7.2.2.1.1-1: Watcher identity verification flow at the PS
7.2.2.1.2
Subscription authorization
Once the PS have tried to verify the identity of the watcher, the PS either has a verified identity of the watcher or it considers the watcher as anonymous.

If the watcher is considered anonymous, the PS shall check if the subscription authorization policy of the presentity allows anonymous subscriptions. If anonymous subscriptions are allowed, then the PS shall install the subscription, otherwise, the PS shall not install the subscription.

If the watcher is identified by an identity, the PS shall apply the subscription authorization policy of the presentity to detect whether the particular watcher is allowed to subscribe to the presentity's presence information. The subscription authorization policy can include the verified identity as a possible watcher. In this case the PS shall install the subscription.

If according to the subscription authorization policy the watcher is not in the list of authorized wathcers, the PS shall inform the presentity about the watcher subscription attempt.

Editor's Note: For instance, if the presentity is online and subscribe to its own watcher info, the PS needs to inform the presentity using the watcherinfo template package to query the presentity on the authorization decision. 
If the subscription is installed, the the PS shall return a 200 (OK) final response as per procedures described in RFC 3265 [7.29]. 

If the subscription is not installed, the PS shall either:
-
reject the subscription according to the procedures of  RFC 3261 [7.26] and RFC 3265 [7.28] e.g., by issuing a 403 (Forbidden) response.
-
if the subscription authorization policy dictates it, do a polite blocking (as defined in 3GPP TS 22.141 [7.53]) by sending a 200 (OK) response.
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