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1. Introduction 

This document reviews the latest changes in SIP Security Agreement draft before it was accepted as RFC 3329. The document introduces two remaining open issues that are related to the use of the mechanism in IMS. 3GPP-IETF interoperability, and backwards compatibility within 3GPP context are promoted. Recommendations for CN1 actions are given. 

2. SIP Security Agreement 

SIP Security Agreement (RFC 3329) was modified several times until it satisfied the IETF requirements. Even though the general principle of the mechanism was not changed, the syntax and SIP specific functionality had to be modified several times. Furthermore, not all 3GPP specific details has been included in the RFC. 

The final mechanism is capable of negotiating security mechanisms between UAC and its next hop SIP entity. It also fulfils the security requirements of SA3 and IESG. The following sections review some details of RFC 3329 from 3GPP perspective. 

2.1 Stateless principle 

All SIP extensions are supposed to be usable with stateless proxies. The SIP Security Agreement is not different in this aspect. 

The proxies need not to remember the security capabilities of the clients if the so-called “self-describing” security mechanisms are used (e.g. IPsec-IKE, TLS or HTTP Digest). However, the option tags in Require and Proxy-Require header fields, and the Security-Verify header are assumed to be repeated with every protected message. The previous may not seem necessary in 3GPP context because a “non-self-describing” security mechanism is used (i.e. IPsec-3gpp). This mechanism requires state from the P-CSCF because the security negotiation is done within SIP messages. Unfortunately, any UE and P-CSCF may have RFC 3329 implementation that requires stateless mode of operations, and consequently may assume an attack if the stateless principle is not followed. For this reason, CN1 should be very careful when designing the final protocol details related to the stateless principle of RFC 3329. 

Even in 3GPP context, all REGISTER requests coming from the clients must include either Security-Client or Security-Verify headers. The reason is not the stateless principle, but instead the fact that in IMS the security agreement is tightly linked to authentication. For this reason, every initial REGISTER request must include Security-Client header. Even in the case in which the initial REGISTER message was sent using an existing security association, the Security-Client header must be included. The client cannot predict whether the home network is going to challenge it or not. In the case of authentication challenge, the P-CSCF needs the new security association parameters (spi, port, etc) before it forwards the 401 message to the client. This is not possible, if the Security-Client header was not included in the request. If the REGISTER message is challenged by the S-CSCF with 401 response, the subsequent REGISTER message must naturally include a Security-Verify header. If the REGISTER is not challenged, the parameters in the Security-Client header are not used. 

Note that some updates are provided in other documents (N1-030120, N1-030121, N1-030122). Some other updates may be missing.

2.3 IPsec algorithms 

In IETF context, RFC 3329 is not used for negotiating algorithm capabilities, and consequently this kind of functionality is not clearly described in the RFC. In 3GPP context, this functionality is needed. On the other hand, SA3 is not planning to define any further protocol details related to RFC 3329. This work has been left for CN1 on purpose.

SA3 has assumed that the client must tell all acceptable security capabilities it supports, including all supported IPsec algorithms, and that P-CSCF must choose among the algorithms based on its own local security policy. The rationale for this rule lies behind the assumption that one of the algorithms may be found insecure in the future, and should not be used anymore. On the other hand, it is assumed that the network should be responsible for choosing the most secure algorithm, and that the security configurations in the UE are static. Finally, the system must be secured against bidding-down attack in which a potential attacker removes some algorithms from the Security-Client header. 

There is some degree of flexibility in the syntax of ‘ipsec-3gpp’ parameters in the Security-Client header. The following two examples demonstrate how the header can be encoded with two integrity protection algorithms SHA1 and MD5. Both header encoding are equivalent. The first example (example 'A') interprets the two algorithms as different security agreement mechanisms. The latter example (example 'B') assumes that the algorithm field is able to have several instances within a security mechanisms, and that the semantics of the repetition is ‘or’. RFC 3329 does not state anything on the case in which a parameter is repeated within the mechanism. 

Example 'A':

Security-Client: ipsec-3gpp; alg=HMAC-SHA-1-96; SPI =12345678; Port1 =1357, ipsec-3gpp; alg=HMAC-MD5-96; SPI =12345678; Port1 =1357

Example 'B':

Security-Client: ipsec-3gpp; alg=HMAC-SHA-1-96; alg=HMAC-MD5-96; SPI =12345678; Port1 =1357

The Security-Server header is much more simple because P-CSCF need not to tell all the security capabilities it is able to perform. Instead, P-CSCF may have a local policy saying that, for example, SHA1 will be used for integrity protection as long as it is perceived as safe. The following example demonstrates a potential Security-Server header. 

Example 'C':

Security-Server: q=0.1; alg=HMAC-SHA-1-96; SPI =12345678; Port1 =1357

Future network scenarios may bring some complexity to the issue. For example, Release 6 may include encryption capability. In this scenario, R6 UE or Proxy cannot know the version number of the other, and they must offer security capabilities that are suitable for both R5 and R6. The following two examples demonstrates potential R6 headers using the syntax in the Security-Client header that allows several instances of algorithm parameters. 

Example 'D':

Security-Client: ipsec-3gpp; alg=HMAC-SHA-1-96; alg=HMAC-MD5-96; e-alg= des-ede3-cbc; SPI =12345678; Port1 =1357

Example 'E':

Security-Server: ipsec-3gpp; q=0.2; alg=HMAC-SHA-1-96; e-alg= des-ede3-cbc; SPI =12345678; Port1 =1357, ipsec-3gpp; q=0.1; alg=HMAC-SHA-1-96; SPI =12345678; Port1 =1357

3. Proposal

Ericsson proposes that CN1 should make decisions on some final protocol details related to SIP Security Agreement, RFC 3329. The open issues are as follows: 

1) The operations related to the “stateless principle” are not clear. According to RFC 3329, all SIP requests should have some Security Agreement header (typically the Security-Verify, unless a Security-Client is present). 

2) Ericsson recommends to adopt the extended encoding of the Security-Verify header, as proposed in examples B above. The UE shall always signal its support for both HMAC-SHA-1-96 and HMAC-MD5-96 IPsec algorithms. The P-CSCF shall signal (Security-Server) only one othe algorithms.
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