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1. Introduction

At previous meetings, proposals were presented to handle the SigComp resynchronisation problem in case of decompression failures (N1-021403 from Nokia, N1-021700 from Dynamicsoft and N1-021988 from Siemens). 

2. Discussion

Nokia's RESET solution was rejected because of possible incompatibility problems with future SigComp releases.

Siemens provided a solution where  the state memory size is reduced to 0 to indicate decompression failure. The solution is easy to implement and needs no standardisation in IETF, but in our opinion it has some drawbacks:

1. It uses the piggybacked SigComp announcement mechanism, which means that error indications are not sent until the other end sends a SigComp message. In case of SIP requests this may not happen during the 64*T1 long retransmission period.

2. Setting the state memory size to zero may prevent the user from re-uploading the states until the endpoint re-announces its capabilities with a non-zero state memory size (which takes another roundtrip). If the re-announcement is lost the user may never re-upload states. It is also not defined whether the states are actually deleted or not.

3. Not extendable with other error codes

Dynamicsoft defined an explicit NACK message with various error codes. The solution is straightforward, but in its current form it introduces implementation problems in the 3GPP environment.

1. UE (and P-CSCF) has to store SHA-1 hash and - in case of reliable transport - the uncompressed version of ALL messages sent out. This is hardly acceptable from the memory point of view on low-end terminals or even P-CSCFs. Moreover the draft does not define when to release this data, since we have no ACK.

2. According to the draft NACKs are sent to the port the message came from, where maybe no one is listening. 3GPP of course could refine this.

Nokia's solution: Send Signals Using State Announcement

SigComp defines a state announcement mechanism that allows a SigComp endpoint to announce its locally available states to any remote endpoints. Basically, the announcing endpoint can encode a list of partial state identifiers for those locally available states as part of the returned SigComp parameters. A state identifier is the (SHA-1) cryptographic hash calculated over the state. When a remote endpoint receives such an announcement, it can use those locally available states to compress messages sent to the announcing endpoint.

We can use the above mechanism to send signals as follows.

1. For each signal, define a locally available state that maps to it. Details will be given below.

2. To send a signal, a SigComp endpoint simply announces the corresponding state following the state announcement procedure.

3. When receiving a state announcement, the receiving SigComp endpoint will check the (partial) state identifier received against those of known states that are defined for signalling purpose. If a match is found, the endpoint will translate the state announcement back to the signal semantics it carries.

The definition of a state for signalling purpose can be quite arbitrary. However, one key requirement is that it must be globally unique and cannot be easily generated by accident. This is to guarantee the interoperability with those SigComp endpoints that are unaware of this indication. Namely, they simply discard the received state announcement since they cannot find the corresponding state.

Note: a SigComp endpoint does not need to store the states themselves defined for signalling purpose. That is because only state identifier is of significance to derive the corresponding signal.

The advantages of this approach:

1. It does not require any changes to current SigComp specification.

2. There are no interoperability issues. Of course, if a SigComp endpoint is not aware of a particular state, the signals embedded in the state announcement will be discarded.

3. The signal can be either piggybacked on a compressed application message or sent in a standalone SigComp message (i.e. without application message). The former is required under the generic security model of SigComp. The latter is allowed if the receiving endpoint has means to authenticate the standalone message, e.g. when SigComp runs over IPsec as in the case of 3GPP.

4. Extensibility. New signals can be easily added by defining new states.

Disadvantages:

1. Slight overhead at SigComp endpoints. An endpoint needs to store 20 bytes state identifier for each signal.

2. Overhead on the wire. This depends on how state announcement is implemented. A simple implementation that sends the (partial) state identifiers explicitly in a SigComp message will cost 6-20 bytes per signal. However, a smarter implementation may upload a byte code that can parse some bit flags in a SigComp message and generate the state announcement locally according to the big flags. In that case, the overhead on the wire is 1 bit per signal plus the one time cost of uploading the byte code. Either way, the signals are only sent for abnormal situations that should not occur frequently. Therefore, the overhead on the wire is not a big concern.

This (and more) information is available in the following Internet Draft: http://www.ietf.org/internet-drafts/draft-liu-sigcomp-recovery-01.txt 

Currently only the RESET state is defined, but a reasonable set of states could be created easily.

3GPP specific implementation issues:

1. Error responses should be sent to the user whose identity was derived from lower layers (IPsec)

2. For standalone messages SigComp must be able to retrieve compartment identifier without a valid SIP message

Standardisation situation

On IETF mailing lists two Internet Drafts were presented, one by Dynamicsoft and one by Nokia - described in this document. The discussion is ongoing and the Atlanta meeting (17th-21st November) has the issue on the agenda, but final decision is not expected until next year. According to their current view most error messages serve only debugging purposes, only missing states are of greater importance in real-life situations.

3. Proposal

To meet Release 5 deadlines 3GPP should accept a working solution that is compliant to SigComp, and modify 24.229 accordingly. This could also influence the IETF work.
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8.1.3
Decompression of SIP requests and responses received from the P-CSCF

The UE shall decompress the compressed requests and responses received from the P-CSCF according to clause 8.1.1.
Decompression failures shall be handled as defined in draft-liu-sigcomp-recovery-01, with the following additions:

1. Error responses should be sent to the user whose identity was derived from the security association

2. For standalone messages SigComp must be able to retrieve the compartment identifier without a valid SIP message
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8.2.3
Decompression of SIP requests and responses received from the UE

The P-CSCF shall decompress the compressed requests and responses received from the UE according to clause 8.2.1.

Decompression failures shall be handled as defined in draft-liu-sigcomp-recovery-01, with the following additions:

1. Error responses should be sent to the user whose identity was derived from the security association

2. For standalone messages SigComp must be able to retrieve the compartment identifier without a valid SIP message

-----------------------------------------------------------------------------------------------------------------------------------------------
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