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Introduction

This contribution analyses the requirements of the Warning header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 11.2 (Querying for capabilities - Processing of OPTIONS request) 5th paragraph specifies:

Allow, Accept, Accept-Encoding, Accept-Language, and Supported header fields SHOULD be present in a 200 (OK) response to an OPTIONS request.  If the response is generated by a proxy, the Allow header field SHOULD be omitted as it is ambiguous since a proxy is method agnostic.  Contact header fields MAY be present in a 200 (OK) response and have the same semantics as in a 3xx response.  That is, they may list a set of alternative names and methods of reaching the user.  A Warning header field MAY be present.

Clause 13.3.1.3 (Initiating a Session - UAS Processing - Processing of the INVITE - The INVITE is Rejected)

A UAS rejecting an offer contained in an INVITE SHOULD return a 488 (Not Acceptable Here) response.  Such a response SHOULD include a Warning header field value explaining why the offer was rejected.

Clause 14.2 (Modifying an Existing Session - UAS behaviour) 5th paragraph:

If the new session description is not acceptable, the UAS can reject it by returning a 488 (Not Acceptable Here) response for the re-INVITE.  This response SHOULD include a Warning header field.

Clause 20 (Header fields) table 3 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Warning                     r                -   o   o   o   o   o

Clause 20.43 specifies:

20.43 Warning

The Warning header field is used to carry additional information about the status of a response.  Warning header field values are sent with responses and contain a three-digit warning code, host name, and warning text.

The "warn-text" should be in a natural language that is most likely to be intelligible to the human user receiving the response.  This decision can be based on any available knowledge, such as the location of the user, the Accept-Language field in a request, or the Content-Language field in a response.  The default language is i-default [21].

The currently-defined "warn-code"s are listed below, with a recommended warn-text in English and a description of their meaning. These warnings describe failures induced by the session description. The first digit of warning codes beginning with "3" indicates warnings specific to SIP.  Warnings 300 through 329 are reserved for indicating problems with keywords in the session description, 330 through 339 are warnings related to basic network services requested in the session description, 370 through 379 are warnings related to quantitative QoS parameters requested in the session description, and 390 through 399 are miscellaneous warnings that do not fall into one of the above categories.

300 Incompatible network protocol: One or more network protocols contained in the session description are not available.

301 Incompatible network address formats: One or more network address formats contained in the session description are not available.

302 Incompatible transport protocol: One or more transport protocols described in the session description are not available.

303 Incompatible bandwidth units: One or more bandwidth measurement units contained in the session description were not understood.

304 Media type not available: One or more media types contained in the session description are not available.

305 Incompatible media format: One or more media formats contained in the session description are not available.

306 Attribute not understood: One or more of the media attributes in the session description are not supported.

307 Session description parameter not understood: A parameter other than those listed above was not understood.

330 Multicast not available: The site where the user is located does not support multicast.

331 Unicast not available: The site where the user is located does not support unicast communication (usually due to the presence of a firewall).

370 Insufficient bandwidth: The bandwidth specified in the session description or defined by the media exceeds that known to be available.

399 Miscellaneous warning: The warning text can include arbitrary information to be presented to a human user or logged.  A system receiving this warning MUST NOT take any automated action.

1xx and 2xx have been taken by HTTP/1.1.

Additional "warn-code"s can be defined through IANA, as defined in Section 27.2.

Examples:

Warning: 307 isi.edu "Session parameter 'foo' not understood"

Warning: 301 isi.edu "Incompatible network address type 'E.164'"

Clause 21.6.4 specifies:

21.6.4 606 Not Acceptable

The user's agent was contacted successfully but some aspects of the session description such as the requested media, bandwidth, or addressing style were not acceptable.

A 606 (Not Acceptable) response means that the user wishes to communicate, but cannot adequately support the session described. The 606 (Not Acceptable) response MAY contain a list of reasons in a Warning header field describing why the session described cannot be supported.  Warning reason codes are listed in Section 20.43. A message body containing a description of media capabilities MAY be present in the response, which is formatted according to the Accept header field in the INVITE (or application/sdp if not present), the same as a message body in a 200 (OK) response to an OPTIONS request.

It is hoped that negotiation will not frequently be needed, and when a new user is being invited to join an already existing conference, negotiation may not be possible.  It is up to the invitation initiator to decide whether or not to act on a 606 (Not Acceptable) response.

This status response is returned only if the client knows that no other end point will answer the request.

Clause 23.4.1.2 (S/MIME - SIP Header Privacy and Integrity using S/MIME: Tunneling SIP - Integrity and Confidentiality Properties of SIP Headers - Confidentiality) 4th paragraph specifies:

Primarily, a user agent will want to encrypt header fields that have an end-to-end semantic, including: Subject, Reply-To, Organization, Accept, Accept-Encoding, Accept-Language, Alert-Info, Error-Info, Authentication-Info, Expires, In-Reply-To, Require, Supported, Unsupported, Retry-After, User-Agent, Server, and Warning.  If any of these header fields are present in an encrypted body, they should be used instead of any "outer" header fields, whether this entails displaying the header field values to users or setting internal states in the UA.  They SHOULD NOT however be used in the "outer" headers of any future messages.

Clause 25 specifies "Warning" as a message header with the following syntax:

Warning        =  "Warning" HCOLON warning-value *(COMMA warning-value)

warning-value  =  warn-code SP warn-agent SP warn-text

warn-code      =  3DIGIT

warn-agent     =  hostport / pseudonym ;  the name or pseudonym of the server adding the Warning header, for use in debugging

warn-text      =  quoted-string

pseudonym      =  token

Requirements from RFC 2976 (The SIP INFO Method)

Clause 2.1 (Header Field Support for INFO Method) Table 1 specifies:

          Header                    Where    INFO

          ------                    -----    ----

          Warning                     r       o

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Warning               r          o

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

Clause 7.1 (New Methods) specifies:

   Header                    Where    SUB NOT

   ------                    -----    --- ---

   Warning                     R       -   o

   Warning                     r       o   o

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 5.2 (UPDATE handling - Receiving an UPDATE) last paragraph specifies:

If a UA receives an UPDATE for an existing dialog, it MUST check any version identifiers in the session description or, if there are no version identifiers, the content of the session description to see if it has changed. If the session description has changed, the UAS MUST adjust the session parameters accordingly and generate an answer in the 2xx response. However, unlike a re-INVITE, the UPDATE MUST be responded to promptly, and therefore the user cannot generally be prompted to approve the session changes. If the UAS cannot change the session parameters without prompting the user, it SHOULD reject the request with a 504 response. If the new session description is not acceptable, the UAS can reject it by returning a 488 (Not Acceptable Here) response for the UPDATE. This response SHOULD include a Warning header field.

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Warning               r                o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Warning                     r       o

Clause 2.4.5 (The REFER Method - Behavior of SIP User Agents - The Body of the NOTIFY) 5th paragraph specifies:

An implementation MAY include more of a SIP message in that body to convey more information.  Warning header field values received in responses to the referred action are good candidates.  In fact, if the reference was to a SIP URI, the entire response to the referenced action could be returned (perhaps to assist with debugging). However, doing so could have grave security repercussions (see Section 5).  Implementers must carefully consider what they choose to include.

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Warning              r                o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Warning              r                o

Summary of IETF requirements

It is optional for the UA to be able to send the header in any response. A 488 response increases this optionality to SHOULD. As no requirements are defined for interpretation of this header, the receive capability is assumed to be optional.

Proxies pass the header on transparently.

As the header applies to all responses, it is appropriate to move the header from the individual response header tables to that of the generic response header table.

Summary of 3GPP usage

No additional 3GPP requirements.

24.228 shows examples of the use of the header in a 403 response to a REGISTER request. 24.229 specifies the optional usage with a 403 response to a REGISTER request.

