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Introduction

This contribution analyses the requirements of the Proxy-Authenticate header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 16.7 (Proxy behaviour - Response processing) item 7 specifies:

7.  Aggregate Authorization Header Field Values

If the selected response is a 401 (Unauthorized) or 407 (Proxy Authentication Required), the proxy MUST collect any WWW-Authenticate and Proxy-Authenticate header field values from all other 401 (Unauthorized) and 407 (Proxy Authentication Required) responses received so far in this response context and add them to this response without modification before forwarding.  The resulting 401 (Unauthorized) or 407 (Proxy Authentication Required) response could have several WWW-Authenticate AND Proxy-Authenticate header field values.

This is necessary because any or all of the destinations the request was forwarded to may have requested credentials.  The client needs to receive all of those challenges and supply credentials for each of them when it retries the request. Motivation for this behavior is provided in Section 26.

Clause 20 (Header fields) table 3 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Proxy-Authenticate         407         ar    -   m   -   m   m   m

   Proxy-Authenticate         401         ar    -   o   o   o   o   o

Clause 20.27 specifies:

20.27 Proxy-Authenticate

A Proxy-Authenticate header field value contains an authentication challenge.

The use of this header field is defined in [H14.33].  See Section 22.3 for further details on its usage.

Example:

Proxy-Authenticate: Digest realm="atlanta.com",

domain="sip:ss1.carrier.com", qop="auth",

nonce="f84f1cec41e6cbe5aea9c8e88d359",

opaque="", stale=FALSE, algorithm=MD5

Clause 22.1 (Usage of HTTP Authentication - Framework) 1st paragraph specifies:

The framework for SIP authentication closely parallels that of HTTP (RFC 2617 [17]).  In particular, the BNF for auth-scheme, auth-param, challenge, realm, realm-value, and credentials is identical (although the usage of "Basic" as a scheme is not permitted).  In SIP, a UAS uses the 401 (Unauthorized) response to challenge the identity of a UAC.  Additionally, registrars and redirect servers MAY make use of 401 (Unauthorized) responses for authentication, but proxies MUST NOT, and instead MAY use the 407 (Proxy Authentication Required) response.  The requirements for inclusion of the Proxy-Authenticate, Proxy-Authorization, WWW-Authenticate, and Authorization in the various messages are identical to those described in RFC 2617 [17].

Clause 22.1 (Usage of HTTP Authentication - Framework) 8th paragraph specifies:

When a UAC receives a challenge, it SHOULD render to the user the contents of the "realm" parameter in the challenge (which appears in either a WWW-Authenticate header field or Proxy-Authenticate header field) if the UAC device does not already know of a credential for the realm in question.  A service provider that pre-configures UAs with credentials for its realm should be aware that users will not have the opportunity to present their own credentials for this realm when challenged at a pre-configured device.

Clause 22.3 (Usage of HTTP Authentication - Proxy-to-User Authentication) 2nd paragraph specifies:

The use of Proxy-Authenticate and Proxy-Authorization parallel that described in [17], with one difference.  Proxies MUST NOT add values to the Proxy-Authorization header field.  All 407 (Proxy Authentication Required) responses MUST be forwarded upstream toward the UAC following the procedures for any other response.  It is the UAC's responsibility to add the Proxy-Authorization header field value containing credentials for the realm of the proxy that has asked for authentication.

Clause 22.3 (Usage of HTTP Authentication - Proxy-to-User Authentication) 7th paragraph specifies:

If a UA receives a Proxy-Authenticate header field value in a 401/407 response to a request with a particular Call-ID, it should incorporate credentials for that realm in all subsequent requests that contain the same Call-ID.  These credentials MUST NOT be cached across dialogs; however, if a UA is configured with the realm of its local outbound proxy, when one exists, then the UA MAY cache credentials for that realm across dialogs.  Note that this does mean a future request in a dialog could contain credentials that are not needed by any proxy along the Route header path.

Clause 22.3 (Usage of HTTP Authentication - Proxy-to-User Authentication) 9th paragraph specifies:

A Proxy-Authorization header field value applies only to the proxy whose realm is identified in the "realm" parameter (this proxy may previously have demanded authentication using the Proxy-Authenticate field).  When multiple proxies are used in a chain, a Proxy-Authorization header field value MUST NOT be consumed by any proxy whose realm does not match the "realm" parameter specified in that value.

Clause 22.3 (Usage of HTTP Authentication - Proxy-to-User Authentication) 11th paragraph specifies:

If a request is forked (as described in Section 16.7), various proxy servers and/or UAs may wish to challenge the UAC.  In this case, the forking proxy server is responsible for aggregating these challenges into a single response.  Each WWW-Authenticate and Proxy-Authenticate value received in responses to the forked request MUST be placed into the single response that is sent by the forking proxy to the UA; the ordering of these header field values is not significant.

When a proxy server issues a challenge in response to a request, it will not proxy the request until the UAC has retried the request with valid credentials.  A forking proxy may forward a request simultaneously to multiple proxy servers that require authentication, each of which in turn will not forward the request until the originating UAC has authenticated itself in their respective realm.  If the UAC does not provide credentials for each challenge, the proxy servers that issued the challenges will not forward requests to the UA where the destination user might be located, and therefore, the virtues of forking are largely lost.

Clause 22.4 (Usage of HTTP Authentication - The Digest Authentication Scheme) 3rd paragraph, item 8 specifies:

The rules for Digest authentication follow those defined in [17], with "HTTP/1.1" replaced by "SIP/2.0" in addition to the following differences:

8.
RFC 2617 notes that a cnonce value MUST NOT be sent in an Authorization (and by extension Proxy-Authorization) header field if no qop directive has been sent.  Therefore, any algorithms that have a dependency on the cnonce (including "MD5-Sess") require that the qop directive be sent.  Use of the "qop" parameter is optional in RFC 2617 for the purposes of backwards compatibility with RFC 2069; since RFC 2543 was based on RFC 2069, the "qop" parameter must unfortunately remain optional for clients and servers to receive.  However, servers MUST always send a "qop" parameter in WWW-Authenticate and Proxy-Authenticate header field values.  If a client receives a "qop" parameter in a challenge header field, it MUST send the "qop" parameter in any resulting authorization header field.

Clause 25 specifies "Proxy-Authenticate" as a message header with the following syntax:

Proxy-Authenticate  =  "Proxy-Authenticate" HCOLON challenge

challenge           =  ("Digest" LWS digest-cln *(COMMA digest-cln)) / other-challenge

other-challenge     =  auth-scheme LWS auth-param *(COMMA auth-param)

digest-cln          =  realm / domain / nonce / opaque / stale / algorithm / qop-options / auth-param

Requirements from RFC 2976 (The SIP INFO Method)

Clause 2.1 (Header Field Support for INFO Method) Table 1 specifies:

          Header                    Where    INFO

          ------                    -----    ----

          Proxy-Authenticate         407      o

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Proxy-Authenticate    407         m

               Proxy-Authenticate    401         o

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

Clause 7.1 (New Methods) specifies:

   Header                    Where    SUB NOT

   ------                    -----    --- ---

   Proxy-Authenticate         407      m   m

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Proxy-Authenticate    407      ar      m

               Proxy-Authenticate    401      ar      o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Proxy-Authenticate         401      o

            Proxy-Authenticate         407      m

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Proxy-Authenticate  407    ar         m

                   Proxy-Authenticate  401    ar         o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Proxy-Authenticate  407    ar         m

                      Proxy-Authenticate  401    ar         o

Summary of IETF requirements

The usage of this header is for http digest authentication. As this is an optional capability, it requires a major capability for it in the UE. This already exists and is A.5/7 for methods other than REGISTER and A.5/8 for the REGISTER method.

The header is only applicable to 401 and 407 responses. Although the 407 response is not listed for INFO, SUBSCRIBE and NOTIFY, it is assumed to be valid for those methods as well. Note that this requires the addition of tables for 407 responses in the cases of INFO.

It is not valid for ACK and CANCEL methods. Note that although the table in RFC 3261 lists it as valid for CANCEL, this is not possible as there cannot be a subsequent authentication. A fault report has been identified on the sip list.

It is mandatory for proxies to understand this header for the 401 and 407 responses in the relevant methods (so that they can meet the aggregation requirements).

Summary of 3GPP usage

No additional 3GPP requirements.

