3GPP TSG-CN1 Meeting #27 
Tdoc N1-022331

Bangkok, Thailand,   11 – 15 November 2002
Source:
Lucent Technologies

Title:
An analysis of the requirements for the Contact header

Agenda item:
7.07

Document for:
DISCUSSION

Introduction

This contribution analyses the requirements of the Contact header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 6 (Definitions) specifies:

Recursion: A client recurses on a 3xx response when it generates a new request to one or more of the URIs in the Contact header field in the response.

Clause 7.3 (SIP Messages - Header Fields) 2nd paragraph specifies:

[H4.2] also specifies that multiple header fields of the same field name whose value is a comma-separated list can be combined into one header field.  That applies to SIP as well, but the specific rule is different because of the different grammars.  Specifically, any SIP header whose grammar is of the form


header  =  "header-name" HCOLON header-value *(COMMA header-value)

allows for combining header fields of the same name into a comma-separated list.  The Contact header field allows a comma-separated list unless the header field value is "*".

Clause 8.1.1.8 specifies:

8.1.1.8 Contact

The Contact header field provides a SIP or SIPS URI that can be used to contact that specific instance of the UA for subsequent requests. The Contact header field MUST be present and contain exactly one SIP or SIPS URI in any request that can result in the establishment of a dialog.  For the methods defined in this specification, that includes only the INVITE request.  For these requests, the scope of the Contact is global.  That is, the Contact header field value contains the URI at which the UA would like to receive requests, and this URI MUST be valid even if used in subsequent requests outside of any dialogs.

If the Request-URI or top Route header field value contains a SIPS URI, the Contact header field MUST contain a SIPS URI as well.

For further information on the Contact header field, see Section 20.10.

Clause 8.1.3.4 (General User Agent Behavior - UAC Behavior - Processing Responses - Processing 3xx Responses) 1st and 2nd paragraphs specify:

Upon receipt of a redirection response (for example, a 301 response status code), clients SHOULD use the URI(s) in the Contact header field to formulate one or more new requests based on the redirected request.  This process is similar to that of a proxy recursing on a 3xx class response as detailed in Sections 16.5 and 16.6.  A client starts with an initial target set containing exactly one URI, the Request-URI of the original request.  If a client wishes to formulate new requests based on a 3xx class response to that request, it places the URIs to try into the target set.  Subject to the restrictions in this specification, a client can choose which Contact URIs it places into the target set.  As with proxy recursion, a client processing 3xx class responses MUST NOT add any given URI to the target set more than once.  If the original request had a SIPS URI in the Request-URI, the client MAY choose to recurse to a non-SIPS URI, but SHOULD inform the user of the redirection to an insecure URI.

Any new request may receive 3xx responses themselves containing the original URI as a contact.  Two locations can be configured to redirect to each other.  Placing any given URI in the target set only once prevents infinite redirection loops.

As the target set grows, the client MAY generate new requests to the URIs in any order.  A common mechanism is to order the set by the "q" parameter value from the Contact header field value.  Requests to the URIs MAY be generated serially or in parallel.  One approach is to process groups of decreasing q-values serially and process the URIs in each q-value group in parallel.  Another is to perform only serial processing in decreasing q-value order, arbitrarily choosing between contacts of equal q-value.

Clause 8.1.3.4 (General User Agent Behavior - UAC Behavior - Processing Responses - Processing 3xx Responses) 12th paragraph specifies:

In some instances, Contact header field values may be cached at UAC temporarily or permanently depending on the status code received and the presence of an expiration interval; see Sections 21.3.2 and 21.3.3.

Clause 8.2.2.1 (General User Agent Behavior - UAS Behavior - Header Inspection - To and Request-URI) 2nd paragraph specifies:

However, the Request-URI identifies the UAS that is to process the request.  If the Request-URI uses a scheme not supported by the UAS, it SHOULD reject the request with a 416 (Unsupported URI Scheme) response.  If the Request-URI does not identify an address that the UAS is willing to accept requests for, it SHOULD reject the request with a 404 (Not Found) response.  Typically, a UA that uses the REGISTER method to bind its address-of-record to a specific contact address will see requests whose Request-URI equals that contact address.  Other potential sources of received Request-URIs include the Contact header fields of requests and responses sent by the UA that establish or refresh dialogs.

Clause 8.3 (General User Agent Behavior - Redirect Servers) 5th through 10th paragraph specifies:

When a redirect server returns a 3xx response to a request, it populates the list of (one or more) alternative locations into the Contact header field.  An "expires" parameter to the Contact header field values may also be supplied to indicate the lifetime of the Contact data.

The Contact header field contains URIs giving the new locations or user names to try, or may simply specify additional transport parameters.  A 301 (Moved Permanently) or 302 (Moved Temporarily) response may also give the same location and username that was targeted by the initial request but specify additional transport parameters such as a different server or multicast address to try, or a change of SIP transport from UDP to TCP or vice versa.

However, redirect servers MUST NOT redirect a request to a URI equal to the one in the Request-URI; instead, provided that the URI does not point to itself, the server MAY proxy the request to the destination URI, or MAY reject it with a 404.

If a client is using an outbound proxy, and that proxy actually redirects requests, a potential arises for infinite redirection loops.

Note that a Contact header field value MAY also refer to a different resource than the one originally called.  For example, a SIP call connected to PSTN gateway may need to deliver a special informational announcement such as "The number you have dialed has been changed."

A Contact response header field can contain any suitable URI indicating where the called party can be reached, not limited to SIP URIs.  For example, it could contain URIs for phones, fax, or irc (if they were defined) or a mailto:  (RFC 2368 [32]) URL.  Section 26.4.4 discusses implications and limitations of redirecting a SIPS URI to a non-SIPS URI.

The "expires" parameter of a Contact header field value indicates how long the URI is valid.  The value of the parameter is a number indicating seconds.  If this parameter is not provided, the value of the Expires header field determines how long the URI is valid. Malformed values SHOULD be treated as equivalent to 3600.

This provides a modest level of backwards compatibility with RFC 2543, which allowed absolute times in this header field.  If an absolute time is received, it will be treated as malformed, and then default to 3600.

Clause 10.2 (Registrations - Constructing the REGISTER Request) 4th paragraph 6th item specifies:

Contact: REGISTER requests MAY contain a Contact header field with zero or more values containing address bindings.

Clause 10.2 (Registrations - Constructing the REGISTER Request) 5th paragraph specifies:

UAs MUST NOT send a new registration (that is, containing new Contact header field values, as opposed to a retransmission) until they have received a final response from the registrar for the previous one or the previous REGISTER request has timed out.

Clause 10.2 (Registrations - Constructing the REGISTER Request) 6th paragraph specifies:

The following Contact header parameters have a special meaning in REGISTER requests:

action: The "action" parameter from RFC 2543 has been deprecated. UACs SHOULD NOT use the "action" parameter.

expires: The "expires" parameter indicates how long the UA would like the binding to be valid.  The value is a number indicating seconds.  If this parameter is not provided, the value of the Expires header field is used instead. Implementations MAY treat values larger than 2**32-1 (4294967295 seconds or 136 years) as equivalent to 2**32-1. Malformed values SHOULD be treated as equivalent to 3600.

Clause 10.2.1 (Registrations - Constructing the REGISTER Request - Adding Bindings) 2nd paragraph specifies:

The Contact header field values of the request typically consist of SIP or SIPS URIs that identify particular SIP endpoints (for example, "sip:carol@cube2214a.chicago.com"), but they MAY use any URI scheme. A SIP UA can choose to register telephone numbers (with the tel URL, RFC 2806 [9]) or email addresses (with a mailto URL, RFC 2368 [32]) as Contacts for an address-of-record, for example.

Clause 10.2.1 (Registrations - Constructing the REGISTER Request - Adding Bindings) 4th and 5th  paragraphs specify:

Once a client has established bindings at a registrar, it MAY send subsequent registrations containing new bindings or modifications to existing bindings as necessary.  The 2xx response to the REGISTER request will contain, in a Contact header field, a complete list of bindings that have been registered for this address-of-record at this registrar.

If the address-of-record in the To header field of a REGISTER request is a SIPS URI, then any Contact header field values in the request SHOULD also be SIPS URIs.  Clients should only register non-SIPS URIs under a SIPS address-of-record when the security of the resource represented by the contact address is guaranteed by other means. This may be applicable to URIs that invoke protocols other than SIP, or SIP devices secured by protocols other than TLS.

Clause 10.2.1.1 (Registrations - Constructing the REGISTER Request - Adding Bindings - Setting the Expiration Interval of Contact Addresses) 2nd paragraph specifies:

There are two ways in which a client can suggest an expiration interval for a binding: through an Expires header field or an "expires" Contact header parameter.  The latter allows expiration intervals to be suggested on a per-binding basis when more than one binding is given in a single REGISTER request, whereas the former suggests an expiration interval for all Contact header field values that do not contain the "expires" parameter.

Clause 10.2.1.2 specifies:

10.2.1.2 Preferences among Contact Addresses

If more than one Contact is sent in a REGISTER request, the registering UA intends to associate all of the URIs in these Contact header field values with the address-of-record present in the To field.  This list can be prioritized with the "q" parameter in the Contact header field.  The "q" parameter indicates a relative preference for the particular Contact header field value compared to other bindings for this address-of-record.  Section 16.6 describes how a proxy server uses this preference indication.

Clause 10.2.2 (Registrations - Constructing the REGISTER Request - Removing Bindings) 2nd paragraph specifies:

The REGISTER-specific Contact header field value of "*" applies to all registrations, but it MUST NOT be used unless the Expires header field is present with a value of "0".

Use of the "*" Contact header field value allows a registering UA to remove all bindings associated with an address-of-record without knowing their precise values.

Clause 10.2.3 specifies:

10.2.3 Fetching Bindings

A success response to any REGISTER request contains the complete list of existing bindings, regardless of whether the request contained a Contact header field.  If no Contact header field is present in a REGISTER request, the list of bindings is left unchanged.

Clause 10.2.4 (Registrations - Constructing the REGISTER Request - Refreshing Bindings) 2nd paragraph specifies:

The 200 (OK) response from the registrar contains a list of Contact fields enumerating all current bindings.  The UA compares each contact address to see if it created the contact address, using comparison rules in Section 19.1.4.  If so, it updates the expiration time interval according to the expires parameter or, if absent, the Expires field value.  The UA then issues a REGISTER request for each of its bindings before the expiration interval has elapsed.  It MAY combine several updates into one REGISTER request.

Clause 10.3 (Registrations - Processing REGISTER Requests) 5th paragraph 6th, 7th and 8th items specify:

6. 
The registrar checks whether the request contains the Contact header field.  If not, it skips to the last step.  If the Contact header field is present, the registrar checks if there is one Contact field value that contains the special value "*" and an Expires field.  If the request has additional Contact fields or an expiration time other than zero, the request is invalid, and the server MUST return a 400 (Invalid Request) and skip the remaining steps.  If not, the registrar checks whether the Call-ID agrees with the value stored for each binding.  If not, it MUST remove the binding.  If it does agree, it MUST remove the binding only if the CSeq in the request is higher than the value stored for that binding.  Otherwise, the update MUST be aborted and the request fails.

7.
The registrar now processes each contact address in the Contact header field in turn.  For each address, it determines the expiration interval as follows:

-
If the field value has an "expires" parameter, that value MUST be taken as the requested expiration.

-
If there is no such parameter, but the request has an Expires header field, that value MUST be taken as the requested expiration.

-
If there is neither, a locally-configured default value MUST be taken as the requested expiration.

The registrar MAY choose an expiration less than the requested expiration interval.  If and only if the requested expiration interval is greater than zero AND smaller than one hour AND less than a registrar-configured minimum, the registrar MAY reject the registration with a response of 423 (Interval Too Brief).  This response MUST contain a Min-Expires header field that states the minimum expiration interval the registrar is willing to honor.  It then skips the remaining steps.

Allowing the registrar to set the registration interval protects it against excessively frequent registration refreshes while limiting the state that it needs to maintain and decreasing the likelihood of registrations going stale.  The expiration interval of a registration is frequently used in the creation of services.  An example is a follow-me service, where the user may only be available at a terminal for a brief period.  Therefore, registrars should accept brief registrations; a request should only be rejected if the interval is so short that the refreshes would degrade registrar performance.

For each address, the registrar then searches the list of current bindings using the URI comparison rules.  If the binding does not exist, it is tentatively added.  If the binding does exist, the registrar checks the Call-ID value.  If the Call-ID value in the existing binding differs from the Call-ID value in the request, the binding MUST be removed if the expiration time is zero and updated otherwise.  If they are the same, the registrar compares the CSeq value.  If the value is higher than that of the existing binding, it MUST update or remove the binding as above.  If not, the update MUST be aborted and the request fails.

This algorithm ensures that out-of-order requests from the same UA are ignored.

Each binding record records the Call-ID and CSeq values from the request.

The binding updates MUST be committed (that is, made visible to the proxy or redirect server) if and only if all binding updates and additions succeed.  If any one of them fails (for example, because the back-end database commit failed), the request MUST fail with a 500 (Server Error) response and all tentative binding updates MUST be removed.

8.
The registrar returns a 200 (OK) response.  The response MUST contain Contact header field values enumerating all current bindings.  Each Contact value MUST feature an "expires" parameter indicating its expiration interval chosen by the registrar.  The response SHOULD include a Date header field.

Clause 11.1 (Querying for Capabilities - Construction of OPTIONS Request) 2nd paragraph specifies:

A Contact header field MAY be present in an OPTIONS.

Clause 11.2 (Querying for Capabilities - Processing of OPTIONS Request) 5th paragraph specifies:

Allow, Accept, Accept-Encoding, Accept-Language, and Supported header fields SHOULD be present in a 200 (OK) response to an OPTIONS request.  If the response is generated by a proxy, the Allow header field SHOULD be omitted as it is ambiguous since a proxy is method agnostic.  Contact header fields MAY be present in a 200 (OK) response and have the same semantics as in a 3xx response.  That is, they may list a set of alternative names and methods of reaching the user.  A Warning header field MAY be present.

Clause 12.1.1 (Dialogs - Creation of a Dialog - UAS behavior) 1st paragraph specifies:

When a UAS responds to a request with a response that establishes a dialog (such as a 2xx to INVITE), the UAS MUST copy all Record-Route header field values from the request into the response (including the URIs, URI parameters, and any Record-Route header field parameters, whether they are known or unknown to the UAS) and MUST maintain the order of those values.  The UAS MUST add a Contact header field to the response.  The Contact header field contains an address where the UAS would like to be contacted for subsequent requests in the dialog (which includes the ACK for a 2xx response in the case of an INVITE). Generally, the host portion of this URI is the IP address or FQDN of the host.  The URI provided in the Contact header field MUST be a SIP or SIPS URI.  If the request that initiated the dialog contained a SIPS URI in the Request-URI or in the top Record-Route header field value, if there was any, or the Contact header field if there was no Record-Route header field, the Contact header field in the response MUST be a SIPS URI.  The URI SHOULD have global scope (that is, the same URI can be used in messages outside this dialog).  The same way, the scope of the URI in the Contact header field of the INVITE is not limited to this dialog either.  It can therefore be used in messages to the UAC even outside this dialog.

Clause 12.1.1 (Dialogs - Creation of a Dialog - UAS behavior) 4th paragraph specifies:

The route set MUST be set to the list of URIs in the Record-Route header field from the request, taken in order and preserving all URI parameters.  If no Record-Route header field is present in the request, the route set MUST be set to the empty set.  This route set, even if empty, overrides any pre-existing route set for future requests in this dialog.  The remote target MUST be set to the URI from the Contact header field of the request.

Clause 12.1.2 (Dialogs - Creation of a Dialog - UAC Behavior) 1st paragraph specifies:

When a UAC sends a request that can establish a dialog (such as an INVITE) it MUST provide a SIP or SIPS URI with global scope (i.e., the same SIP URI can be used in messages outside this dialog) in the Contact header field of the request.  If the request has a Request-URI or a topmost Route header field value with a SIPS URI, the Contact header field MUST contain a SIPS URI.

Clause 12.1.2 (Dialogs - Creation of a Dialog - UAC Behavior) 4th paragraph specifies:

The route set MUST be set to the list of URIs in the Record-Route header field from the response, taken in reverse order and preserving all URI parameters.  If no Record-Route header field is present in the response, the route set MUST be set to the empty set.  This route set, even if empty, overrides any pre-existing route set for future requests in this dialog.  The remote target MUST be set to the URI from the Contact header field of the response.

Clause 12.2 (Dialogs - Requests within a Dialog) 2nd paragraph specifies:

Requests within a dialog MAY contain Record-Route and Contact header fields.  However, these requests do not cause the dialog's route set to be modified, although they may modify the remote target URI. Specifically, requests that are not target refresh requests do not modify the dialog's remote target URI, and requests that are target refresh requests do.  For dialogs that have been established with an INVITE, the only target refresh request defined is re-INVITE (see Section 14).  Other extensions may define different target refresh requests for dialogs established in other ways.

Note that an ACK is NOT a target refresh request.

Clause 12.2.1.1 (Dialogs - Requests within a Dialog - UAC Behavior - Generating the Request) 10th paragraph specifies:

A UAC SHOULD include a Contact header field in any target refresh requests within a dialog, and unless there is a need to change it, the URI SHOULD be the same as used in previous requests within the dialog.  If the "secure" flag is true, that URI MUST be a SIPS URI. As discussed in Section 12.2.2, a Contact header field in a target refresh request updates the remote target URI.  This allows a UA to provide a new contact address, should its address change during the duration of the dialog.

Clause 12.2.1.2 (Dialogs - Requests within a Dialog - UAC Behavior - Processing the Responses) 3rd paragraph specifies:

When a UAC receives a 2xx response to a target refresh request, it MUST replace the dialog's remote target URI with the URI from the Contact header field in that response, if present.

Clause 12.2.2 (Dialogs - Requests within a Dialog - UAS Behavior) 7th paragraph specifies:

When a UAS receives a target refresh request, it MUST replace the dialog's remote target URI with the URI from the Contact header field in that request, if present.

Clause 13.2.2.2 specifies:

13.2.2.2 3xx Responses

A 3xx response may contain one or more Contact header field values providing new addresses where the callee might be reachable. Depending on the status code of the 3xx response (see Section 21.3), the UAC MAY choose to try those new addresses.

Clause 13.2.2.3 specifies:

13.2.2.3 4xx, 5xx and 6xx Responses

A single non-2xx final response may be received for the INVITE.  4xx, 5xx and 6xx responses may contain a Contact header field value indicating the location where additional information about the error can be found.  Subsequent final responses (which would only arrive under error conditions) MUST be ignored.

All early dialogs are considered terminated upon reception of the non-2xx final response.

After having received the non-2xx final response the UAC core considers the INVITE transaction completed.  The INVITE client transaction handles the generation of ACKs for the response (see Section 17).

Clause 13.3.1.2 specifies:

13.3.1.2 The INVITE is Redirected

If the UAS decides to redirect the call, a 3xx response is sent.  A 300 (Multiple Choices), 301 (Moved Permanently) or 302 (Moved Temporarily) response SHOULD contain a Contact header field containing one or more URIs of new addresses to be tried.  The response is passed to the INVITE server transaction, which will deal with its retransmissions.

Clause 16.5 (Proxy Behavior - Determining Request Targets) 5th paragraph specifies:

If the Request-URI does not provide sufficient information for the proxy to determine the target set, it SHOULD return a 485 (Ambiguous) response.  This response SHOULD contain a Contact header field containing URIs of new addresses to be tried.  For example, an INVITE to sip:John.Smith@company.com may be ambiguous at a proxy whose location service has multiple John Smiths listed.  See Section 21.4.23 for details.

Clause 16.6 (Proxy Behavior - Request Forwarding) 2nd paragraph specifies:

A common ordering mechanism is to use the qvalue parameter of targets obtained from Contact header fields (see Section 20.10).  Targets are processed from highest qvalue to lowest.  Targets with equal qvalues may be processed in parallel.

Clause 18.2.1 (Transport - Servers - Receiving Requests) 1st paragraph specifies:

A server SHOULD be prepared to receive requests on any IP address, port and transport combination that can be the result of a DNS lookup on a SIP or SIPS URI [4] that is handed out for the purposes of communicating with that server.  In this context, "handing out" includes placing a URI in a Contact header field in a REGISTER request or a redirect response, or in a Record-Route header field in a request or response.  A URI can also be "handed out" by placing it on a web page or business card.  It is also RECOMMENDED that a server listen for requests on the default SIP ports (5060 for TCP and UDP, 5061 for TLS over TCP) on all public interfaces.  The typical exception would be private networks, or when multiple server instances are running on the same host.  For any port and interface that a server listens on for UDP, it MUST listen on that same port and interface for TCP.  This is because a message may need to be sent using TCP, rather than UDP, if it is too large.  As a result, the converse is not true.  A server need not listen for UDP on a particular address and port just because it is listening on that same address and port for TCP.  There may, of course, be other reasons why a server needs to listen for UDP on a particular address and port.

Clause 19.1.1 (Common Message Components - SIP and SIPS Uniform Resource Indicators - SIP and SIPS URI Components) 4th paragraph specifies:

URIs in Contact header fields have different restrictions depending on the context in which the header field appears.  One set applies to messages that establish and maintain dialogs (INVITE and its 200 (OK) response).  The other applies to registration and redirection messages (REGISTER, its 200 (OK) response, and 3xx class responses to any method).

Clause 19.1.5 (Common Message Components - SIP and SIPS Uniform Resource Indicators - Forming Requests from a URI) 6th paragraph specifies:

An implementation SHOULD NOT honor requests to include header fields that may cause it to falsely advertise its location or capabilities. These include: Accept, Accept-Encoding, Accept-Language, Allow, Contact (in its dialog usage), Organization, Supported, and User-Agent.

Clause 20 (Header fields) 9th paragraph specifies:

The Contact, From, and To header fields contain a URI.  If the URI contains a comma, question mark or semicolon, the URI MUST be enclosed in angle brackets (< and >).  Any URI parameters are contained within these brackets.  If the URI is not enclosed in angle brackets, any semicolon-delimited parameters are header-parameters, not URI parameters.

Clause 20 (Header fields) table 2 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Contact                         R            o   -   -   m   o   o

   Contact                        1xx           -   -   -   o   -   -

   Contact                        2xx           -   -   -   m   o   o

   Contact                        3xx      d    -   o   -   o   o   o

   Contact                        485           -   o   -   o   o   o

Clause 20.10 specifies:

20.10 Contact

A Contact header field value provides a URI whose meaning depends on the type of request or response it is in.

A Contact header field value can contain a display name, a URI with URI parameters, and header parameters.

This document defines the Contact parameters "q" and "expires". These parameters are only used when the Contact is present in a REGISTER request or response, or in a 3xx response.  Additional parameters may be defined in other specifications.

When the header field value contains a display name, the URI including all URI parameters is enclosed in "<" and ">".  If no "<" and ">" are present, all parameters after the URI are header parameters, not URI parameters.  The display name can be tokens, or a quoted string, if a larger character set is desired.

Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, semicolon, or question mark.  There may or may not be LWS between the display-name and the "<".

These rules for parsing a display name, URI and URI parameters, and header parameters also apply for the header fields To and From.

The Contact header field has a role similar to the Location header field in HTTP.  However, the HTTP header field only allows one address, unquoted.  Since URIs can contain commas and semicolons as reserved characters, they can be mistaken for header or parameter delimiters, respectively.

The compact form of the Contact header field is m (for "moved").

Examples:

Contact: "Mr. Watson" <sip:watson@worcester.bell-telephone.com>;q=0.7; expires=3600, "Mr. Watson" <mailto:watson@bell-telephone.com> ;q=0.1

m: <sips:bob@192.0.2.4>;expires=60

Clause 21.3.1 (300 Multiple Choices) 3rd paragraph specifies:

The choices SHOULD also be listed as Contact fields (Section 20.10). Unlike HTTP, the SIP response MAY contain several Contact fields or a list of addresses in a Contact field.  UAs MAY use the Contact header field value for automatic redirection or MAY ask the user to confirm a choice.  However, this specification does not define any standard for such automatic selection.

Clause 21.3.2 specifies:

21.3.2 301 Moved Permanently

The user can no longer be found at the address in the Request-URI, and the requesting client SHOULD retry at the new address given by the Contact header field (Section 20.10).  The requestor SHOULD update any local directories, address books, and user location caches with this new value and redirect future requests to the address(es) listed.

Clause 21.3.3 specifies:

21.3.3 302 Moved Temporarily

The requesting client SHOULD retry the request at the new address(es) given by the Contact header field (Section 20.10).  The Request-URI of the new request uses the value of the Contact header field in the response.

The duration of the validity of the Contact URI can be indicated through an Expires (Section 20.19) header field or an expires parameter in the Contact header field.  Both proxies and UAs MAY cache this URI for the duration of the expiration time.  If there is no explicit expiration time, the address is only valid once for recursing, and MUST NOT be cached for future transactions.

If the URI cached from the Contact header field fails, the Request-URI from the redirected request MAY be tried again a single time.

The temporary URI may have become out-of-date sooner than the expiration time, and a new temporary URI may be available.

Clause 21.3.4 specifies:

21.3.4 305 Use Proxy

The requested resource MUST be accessed through the proxy given by the Contact field.  The Contact field gives the URI of the proxy. The recipient is expected to repeat this single request via the proxy.  305 (Use Proxy) responses MUST only be generated by UASs.

Clause 21.4.17 specifies:

21.4.17 423 Interval Too Brief

The server is rejecting the request because the expiration time of the resource refreshed by the request is too short.  This response can be used by a registrar to reject a registration whose Contact header field expiration time was too small.  The use of this response and the related Min-Expires header field are described in Sections 10.2.8, 10.3, and 20.23.

Clause 21.4.23 specifies:

21.4.23 485 Ambiguous

The Request-URI was ambiguous.  The response MAY contain a listing of possible unambiguous addresses in Contact header fields.  Revealing alternatives can infringe on privacy of the user or the organization. It MUST be possible to configure a server to respond with status 404 (Not Found) or to suppress the listing of possible choices for ambiguous Request-URIs.

Example response to a request with the Request-URI

sip:lee@example.com:

SIP/2.0 485 Ambiguous

Contact: Carol Lee <sip:carol.lee@example.com>

Contact: Ping Lee <sip:p.lee@example.com>

Contact: Lee M. Foote <sips:lee.foote@example.com>

Some email and voice mail systems provide this functionality.  A status code separate from 3xx is used since the semantics are different: for 300, it is assumed that the same person or service will be reached by the choices provided.  While an automated choice or sequential search makes sense for a 3xx response, user intervention is required for a 485 (Ambiguous) response.

Clause 23.4.1.2 (S/MIME - SIP Header Privacy and Integrity using S/MIME: Tunneling SIP - Integrity and Confidentiality Properties of SIP Headers - Confidentiality) 3rd paragraph specifies:

To, From, Call-ID, CSeq, Contact.  While it is probably not useful to provide an encrypted alternative for the Call-ID, CSeq, or Contact, providing an alternative to the information in the "outer" To or From is permitted.  Note that the values in an encrypted body are not used for the purposes of identifying transactions or dialogs - they are merely informational.  If the From header field in an encrypted body differs from the value in the "outer" message, the value within the encrypted body SHOULD be displayed to the user, but MUST NOT be used in the "outer" header fields of any future messages.

Clause 25 specifies "Contact" as a message header with the following syntax:

Contact        =  ("Contact" / "m" ) HCOLON ( STAR / (contact-param *(COMMA contact-param)))

contact-param  =  (name-addr / addr-spec) *(SEMI contact-params)

name-addr      =  [ display-name ] LAQUOT addr-spec RAQUOT

addr-spec      =  SIP-URI / SIPS-URI / absoluteURI

display-name   =  *(token LWS)/ quoted-string

contact-params     =  c-p-q / c-p-expires / contact-extension

c-p-q              =  "q" EQUAL qvalue

c-p-expires        =  "expires" EQUAL delta-seconds

contact-extension  =  generic-param

delta-seconds      =  1*DIGIT

Requirements from RFC 2976 (The SIP INFO Method)

Clause 2.1 (Header Field Support for INFO Method) Table 1 specifies:

          Header                    Where    INFO

          ------                    -----    ----

          Contact                     R       o

          Contact                    1xx      -

          Contact                    2xx      -

          Contact                    3xx      -

          Contact                    485      -

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Contact                 R       -

               Contact                1xx      -

               Contact                2xx      -

               Contact                3xx      o

               Contact                485      o

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

Clause 3.1.1 (Node Behavior - Description of SUBSCRIBE Behavior - Subscription Duration) 4th paragraph specifies:

An "expires" parameter on the "Contact" header has no semantics for SUBSCRIBE and is explicitly not equivalent to an "Expires" header in a SUBSCRIBE request or response.

Clause 3.3.1 (Node Behavior - General - Detecting support for SUBSCRIBE and NOTIFY) 2nd paragraph specifies:

The presence of the "Allow-Events" header in a message is sufficient to indicate support for SUBSCRIBE and NOTIFY.

The "methods" parameter for Contact may also be used to specifically announce support for SUBSCRIBE and NOTIFY messages when registering. (See reference [8] for details on the "methods" parameter).

Clause 5.5 (Security Considerations - Man-in-the middle attacks) 1st paragraph specifies:

Even with authentication, man-in-the-middle attacks using SUBSCRIBE may be used to install arbitrary subscriptions, hijack existing subscriptions, terminate outstanding subscriptions, or modify the resource to which a subscription is being made.  To prevent such attacks, implementations SHOULD provide integrity protection across "Contact", "Route", "Expires", "Event", and "To" headers of SUBSCRIBE messages, at a minimum.  If SUBSCRIBE bodies are used to define further information about the state of the call, they SHOULD be included in the integrity protection scheme.

Clause 7.1 (New Methods) specifies:

   Header                    Where    SUB NOT

   ------                    -----    --- ---

   Contact                     R       m   m

   Contact                    1xx      o   o

   Contact                    2xx      m   o

   Contact                    3xx      m   m

   Contact                    485      o   o

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Contact                 R              m

               Contact                1xx             o

               Contact                2xx             m

               Contact                3xx      d      o

               Contact                485             o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2 (The REFER Method) 4th paragraph specifies:

A REFER request MAY be placed outside the scope of a dialog created with an INVITE.  REFER creates a dialog, and MAY be Record-Routed, hence MUST contain a single Contact header field value.  REFERs occurring inside an existing dialog MUST follow the Route/Record-Route logic of that dialog.

Clause 2.1 (The REFER Method - The Refer-To Header Field) final note specifies:

The Contact header field is an important part of the Route/Record-Route mechanism and is not available to be used to indicate the target of the reference.

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Contact                     R       m

            Contact                    1xx      -

            Contact                    2xx      m

            Contact                   3-6xx     o

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 4 (UAC Processing) 3rd paragraph specifies:

MESSAGE requests do not initiate dialogs.  User Agents MUST not insert Contact header fields into MESSAGE requests.

Clause 7 (UAS Processing) 3rd paragraph specifies:

A 2XX class response to a MESSAGE request MUST NOT contain a body.  A UAS MUST NOT insert a Contact header field into a 2XX class response.

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Contact              R              -

                   Contact             1xx             -

                   Contact             2xx             -

                   Contact             3xx             o

                   Contact             485             o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Contact              R              -

                      Contact             1xx             -

                      Contact             2xx             -

                      Contact             3xx             o

                      Contact             485             o

Summary of IETF requirements

The handling of this header is individual to each specific method.

· ACK: optional to send in request. 

· BYE: optional to send in 3xx and 485 responses, otherwise not used.

· CANCEL: the header is not used in this method at all.

· INFO: optional to send in requests, the header is not included in responses.

· INVITE: mandatory to send in request, mandatory to send in 2xx response, optional to send in other responses.

· MESSAGE: not included in requests or 2xx responses, optional to send in 3xx and 485 responses.

· PRACK: not included in requests or 2xx responses, optional to send in 3xx and 485 responses.

· PUBLISH: not included in requests or 2xx responses, optional to send in 3xx and 485 responses.

· REFER: mandatory to send in request, mandatory to send in 2xx response, optional to send in other responses.

· REGISTER: optional to send in request and responses.

· SUBSCRIBE: mandatory to send in requests, mandatory to send in 2xx response, mandatory to send in 3xx responses

· UPDATE: mandatory to send in request, mandatory to send in 2xx response, optional to send in other responses.

For 485 responses, the send strength is SHOULD. The receive capability has therefore been taken as mandatory. Otherwise, for those cases where it is optional to send, it has been taken as optional to receive; for those cases where it is mandatory to send, it has been taken as mandatory to receive

Proxies may read and may delete 3xx responses. Otherwise the header is passed on transparently. A major capability will need to be defined to reflect this.

Summary of 3GPP usage

No additional 3GPP requirements.

