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Introduction

This contribution analyses the requirements of the Call-Info header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 20 (Header fields) table 2 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Call-Info                              ar    -   -   -   o   o   o

Clause 20.9 specifies:

20.9 Call-Info

The Call-Info header field provides additional information about the caller or callee, depending on whether it is found in a request or response.  The purpose of the URI is described by the "purpose" parameter.  The "icon" parameter designates an image suitable as an iconic representation of the caller or callee.  The "info" parameter describes the caller or callee in general, for example, through a web page.  The "card" parameter provides a business card, for example, in vCard [36] or LDIF [37] formats.  Additional tokens can be registered using IANA and the procedures in Section 27.

Use of the Call-Info header field can pose a security risk.  If a callee fetches the URIs provided by a malicious caller, the callee may be at risk for displaying inappropriate or offensive content, dangerous or illegal content, and so on.  Therefore, it is RECOMMENDED that a UA only render the information in the Call-Info header field if it can verify the authenticity of the element that originated the header field and trusts that element.  This need not be the peer UA; a proxy can insert this header field into requests.

Example:

Call-Info: <http://wwww.example.com/alice/photo.jpg> ;purpose=icon, <http://www.example.com/alice/> ;purpose=info

Clause 25 specifies "Contact" as a message header with the following syntax:

Call-Info   =  "Call-Info" HCOLON info *(COMMA info)

info        =  LAQUOT absoluteURI RAQUOT *( SEMI info-param)

info-param  =  ( "purpose" EQUAL ( "icon" / "info" / "card" / token ) ) / generic-param

Requirements from RFC 2976 (The SIP INFO Method)

This header is not included in this RFC as it was developed after publication of this RFC.

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Call-Info                       -

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

This header is not included in this RFC.

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Call-Info                      ar      o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Call-Info                           -

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Call-Info                  ar       o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Call-Info                  ar       o

Summary of IETF requirements

The header is defined as optional for a UA to send for requests and responses of INVITE, MESSAGE, OPTIONS, PUBLISH, REGISTER, and UPDATE.

The header can be ignored by a receiving UA, and therefore is optional to receive for requests and responses of INVITE, MESSAGE, OPTIONS, PUBLISH, REGISTER, and UPDATE.

As the header applies to all responses, it is appropriate to move the header from the individual response header tables to that of the generic response header table.
A proxy can add or concatenate the header field if not present; a proxy must be able to read the header field, and thus this header field cannot be encrypted. This therefore needs a new major capabilities to be defined for the proxy treatment of this header. If this major capability does not apply, then the header will be passed on transparently. The new major capabilities are as follows:

· reading the contents of the Call-Info header before proxying the request or response?

· adding or concatenating the Call-Info header before proxying the request or response?

Summary of 3GPP usage

No additional 3GPP requirements.

