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Introduction

IETF had indicated XML message bodies as the appropriate mechanism for specifying 3GPP specific data within SIP messages.  As such, XML definitions have been created for several things, including original-dialog-id and charging-vector.  More recently, IETF has decided that the P-header mechanism is more appropriate for data that it interpreted by any SIP entity other than the UA endpoints.  This paper describes a proposal for two internet drafts for the P-headers needed for original-dialog-id and charging-vector.  Based on comments received, the drafts will be updated prior to submitting to IETF as informational drafts.  Separate contributions will be written later to suggest the specific changes to 3GPP TS 24.229 to align with the P-header internet drafts.

Discussion

XML Format

The original-dialog-id and charging-vector elements that need to be extracted from the XML definition and transferred to the P-headers are shown in red.

<?xml version="1.0" ?>

<!-- Draft DTD for the 3GPP IMS XML body. -->

<!DOCTYPE ims-3gpp [


<!-- ims-3gpp element: root element -->


<!ELEMENT ims-3gpp (vnid?, cell-id?, 



original-dialog-id?, destination-public-user-id?,



access?, charging-vector?)>


<!ATTLIST ims-3gpp version CDATA #REQUIRED>


<!-- vnid element: Visited network identity -->


<!ELEMENT vnid 



(#PCDATA)>


<!-- cell-id element: The Cell-Global-ID -->


<!ELEMENT cell-id 



(mcc, mnc, lac, ci)>


<!ELEMENT mcc




(#PCDATA)>


<!ELEMENT mnc




(#PCDATA)>


<!ELEMENT lac




(#PCDATA)>


<!ELEMENT ci




(#PCDATA)>


<!ATTLIST cell-id rat (utran | geran)
#REQUIRED>


<!-- original-dialog-id: original dialog ID -->


<!ELEMENT original-dialog-id (od-from-tag, od-to-tag, od-call-id)>


<!ELEMENT od-from-tag


(#PCDATA)>


<!ELEMENT od-to-tag 


(#PCDATA)>


<!ELEMENT od-call-id 


(#PCDATA)>


<!-- public-user-id: public user ID -->


<!ELEMENT destination-public-user-id 
(#PCDATA)>


<!-- access: the type of access network (

<!ELEMENT access


(access-type, technology?)>


<!ELEMENT access-type
(gprs | wlan | fixed | (#PCDATA))>


<!ELEMENT technology
(utran| geran | 802.11a | 





802.11b | sat | adsl | (#PCDATA))>


<!-- charging-vector element: Charging Vector -->


<!ELEMENT charging-vector 

(icid, charging-functions?, access-network-info?, ioi?)>


<!-- icid element: IMS charging identifier -->


<!ELEMENT icid




(#PCDATA)>


<!-- charging-functions element: offline and online charging function identifiers --> 


<!ELEMENT charging-functions
(ccf*, ecf*)>


<!-- ccf element: offline charging collection function identifier --> 


<!ELEMENT ccf




(#PCDATA)>


<!-- ecf element: online event charging function identifier --> 


<!ELEMENT ecf




(#PCDATA)>


<!-- access-network-info element: access network identifiers --> 


<!ELEMENT access-network-info
(gprs-charging-info?, other-access-info?)>


<!-- gprs-charging-info element: GPRS access network charging information -->


<!ELEMENT gprs-charging-info
(ggsn, gcid+)>


<!ELEMENT ggsn




(#PCDATA)>


<!ELEMENT gcid




(pdp-index, pdp-id)>


<!ELEMENT pdp-index



(#PCDATA)>


<!ELEMENT pdp-id



(#PCDATA)>


<!-- other-access-info element: other, non-GPRS, access network charging information -->


<!ELEMENT other-access-info

(#PCDATA)>

<!-- ioi element: inter operator identifier --> 


<!ELEMENT ioi




(#PCDATA)>

]>
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Status of this Memo

   This document is an Internet-Draft and is in full conformance with

   all provisions of Section 10 of RFC2026.

   Internet-Drafts are working documents of the Internet Engineering

   Task Force (IETF), its areas, and its working groups.  Note that

   other groups may also distribute working documents as Internet-

   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months

   and may be updated, replaced, or obsoleted by other documents at any

   time.  It is inappropriate to use Internet-Drafts as reference

   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at http://

   www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at

   http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on October 1, 2002.

Copyright Notice

   Copyright (C) The Internet Society (2002).  All Rights Reserved.

Abstract

   This document proposes a private SIP extension header used in

   conjunction with INVITE messages to provide a mechanism by which a

   SIP proxy may associate an INVITE request processed earlier with the

   INVITE request that is being currently processed.  The association

   is needed by the Serving Call Session Control Function (S-CSCF) from 

   the Third Generation Partnership Project (3GPP) architecture to 

   ensure proper routing of the INVITE request to the next destination,

   which may be a 3GPP Application Server identified within the 3GPP  

   subscriber profile.  The same mechanism applies for any SIP method 

   used to initiate a dialog.
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1. Background

   3GPP has defined a mechanism for the S-CSCF (a SIP proxy with

   additional functionality) to contact multiple Application Servers

   (AS) when certain SIP events occur, e.g. receiving an INVITE request.

   These events are also known as Service Points of Interest (SPI).

   The HSS (database entity) provides the S-CSCF with the list of

   events and relative priorities of the Application Servers to contact

   per event (and other information).  The data from the HSS is also

   known as Filter Criteria.  

   When an event occurs that matches an SPI from the Filter Criteria, 

   the S-CSCF needs to contact each AS that is matched before sending 

   the message on towards the final destination.  Each AS may alter 

   the message in some way before returning the message to the S-CSCF.

   Since the message may have been changed by the AS, including the 

   components of the dialog identifier, the S-CSCF needs some way to

   determine that the received message is related to the original

   message that it sent to the AS.  This will always be needed when

   an AS is acting as a B2BUA, which starts a new dialog.

   The solution proposed by 3GPP is to include the original dialog id

   in the message sent to the AS and to have the AS return the same 

   original dialog id in the message sent back to the S-CSCF.  Then the

   S-CSCF can make the association between the two messages and know 

   that the incoming message is related to the previous outgoing

   message, which is part of the sequence to contact each AS that 

   matched the Filter Criteria.

   The current solution documented in 3GPP utilizes an XML message body

   to deliver the original dialog id.  Since it has been deemed more

   appropriate to use a header for use by a proxy, this draft has been

   written to propose using a P-header to carry the original dialog id.
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2. Discussion of Mechanism

   The proposed mechanism uses a private header "P-OrigDialogID" in the

   INVITE request sent between the S-CSCF and Application Server (AS).

   The same mechanism applies to other methods that initiate dialogs.

   When the S-CSCF initially inserts the "P-OrigDialogID" header into a

   message, it will populate the contents with the dialog identification

   fields from the received request: Call-ID, From tag and To tag.

   The Application Server will include the same "P-OrigDialogID" header

   in the INVITE that is returned to the S-CSCF.  If the S-CSCF sends

   this INVITE to another AS, then the same "P-OrigDialogID" header will

   be included again.  Otherwise, when the next destination is not an

   AS the S-CSCF will remove the "P-OrigDialogID" header from the INVITE

   request before sending it.

3. Applicability Statement

   The P-OrigDialogID mechanism is applicable when:

   1.  The UA initiates a dialog with an INVITE request or other method.

   2.  The S-CSCF finds a match with one or more Filter Criteria and

       needs to contact one or more Application Servers before sending

       the message on to the final destination.

   3.  The Application Servers receive and modify the INVITE request,

       or other method, before sending it back to the S-CSCF.

4. Syntax

   The syntax for the P-OrigDialogID header is:

   p-OrigDialogID = "P-OrigDialogID" HCOLON 1#(

                       "od-from-tag" "=" field-value

                       SEMI "od-to-tag" "=" field-value

                       SEMI "od-call-id" "=" field-value )
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5. Usage

5.1 Procedures at the UA

   The UA behaves as usual.  It will not see the P-OrigDialogID header.

5.2 Procedures at the Proxy

   The P-OrigDialogID header is treated like any other unknown header by

   intermediate proxies.  They simply forward it on towards the

   destination.

   If the proxy understands the P-OrigDialogID header, it may retrieve

   the information from the header.  In the 3GPP architecture, the

   S-CSCF is the entity that will initially insert the P-OrigDialogID

   header into the INVITE request, or other method.  The S-CSCF is also

   the entity that will remove the P-OrigDialogID header prior to

   the INVITE beyond the interface between the S-CSCF and Application

   Servers.

5.3 Procedures at the Application Server

   The P-OrigDialogID header is treated like any other unknown header by

   Application Server.  They simply forward it on towards the

   destination.  If the Application Server is a B2BUA, then the

   P-OrigDialogID is copied from the receiving side UA to the sending

   side UA.
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5.4 Example of Usage

   This example shows the message sequence for an INVITE transaction

   originating from UA1 eventually ariving at UA2 using outbound

   services, where P2 (S-CSCF) has Filter Criteria that will match for

   two Application Servers.  AS1 does not alter the INVITE.  AS2

   provides a "speed dial" service, where the user's private speed

   dial code "Joe" is expanded to "sip:Joe@UA2".

   Message sequence for INVITE using P-OrigDialogID:

    F1 INVITE UA1 -> P1

      INVITE sip:joe  SIP/2.0

      Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

      To: Joe <sip:joe>

      From: UA@HOMEDOMAIN <UA@HOMEDOMAIN>;tag=456248

      Call-ID: 843817637684230@998sdasdh09

      CSeq: 18 INVITE

      Contact: <sip:UA@192.0.2.4>

        . . .

      (note: P1 is equivalent to P-CSCF in 3GPP)

    F2 INVITE P1 -> P2

      INVITE sip:joe  SIP/2.0

      Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

      Via: SIP/2.0/UDP P1:5060;branch=34ghi7ab04

      To: Joe <sip:joe>

      From: UA@HOMEDOMAIN <UA@HOMEDOMAIN>;tag=456248

      Call-ID: 843817637684230@998sdasdh09

      CSeq: 18 INVITE

      Contact: <sip:UA@192.0.2.4>

       . . .

      (note: P2 is equivalent to S-CSCF in 3GPP)

    F3 INVITE P2 -> AS1

      INVITE sip:joe  SIP/2.0

      Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

      Via: SIP/2.0/UDP P1:5060;branch=34ghi7ab04

      Via: SIP/2.0/UDP P2:5060;branch=iokioukju908

      To: Joe <sip:joe>

      From: UA@HOMEDOMAIN <UA@HOMEDOMAIN>;tag=456248

      Call-ID: 843817637684230@998sdasdh09

      CSeq: 18 INVITE

      Contact: <sip:UA@192.0.2.4>

      P-OrigDialogID: <od-from-tag=456248; od-to-tag=123987; 

                      od-call-id=843817637684230@998sdasdh09>

      . . .

      (note: AS1 is selected by S-CSCF based on HSS filter criteria)
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    F4 AS1 executes service

      AS1 is a B2BUA.  Destination is not changed, but new call-id

      is included when request is sent back to P2 (S-CSCF).

    F5 INVITE AS1->P2

      INVITE sip:joe  SIP/2.0

      Via: SIP/2.0/USP AS1:5060;branch=AS197532466

      To: Joe <sip:joe>;tag=888432

      From: AS1@HOMEDOMAIN <AS1@HOMEDOMAIN>;tag=765345

      Call-ID: 28900947361@448902baa

      CSeq: 23 INVITE

      Contact: <sip:AS1@192.0.52.13>

      Record-Route <sip:AS1;lr>

      P-OrigDialogID: <od-from-tag=456248; od-to-tag=123987; 

                      od-call-id=843817637684230@998sdasdh09>

       . . .

       (note: P2 selected by outbound proxy rule on AS1)

    F6 INVITE P2 -> AS2

      INVITE sip:joe  SIP/2.0

      Via: SIP/2.0/USP AS1:5060;branch=AS197532466

      Via: SIP/2.0/UDP P2:5060;branch=76ea3249dd29

      To: Joe <sip:joe>;tag=888432

      From: AS1@HOMEDOMAIN <AS1@HOMEDOMAIN>;tag=765345

      Call-ID: 28900947361@448902baa

      CSeq: 23 INVITE

      Contact: <sip:AS1@192.0.52.13>

      Record-Route <sip:AS1;lr>

      P-OrigDialogID: <od-from-tag=456248; od-to-tag=123987; 

                      od-call-id=843817637684230@998sdasdh09>

       . . .

      (note: AS2 is selected by S-CSCF based on HSS filter criteria)

    F7 AS2 executes service

      looks up name "sip:joe" in UA1's profile, returns "sip:joe@UA2"

      This will be request-URI of next-hop INVITE.

      AS2 is not B2BUA.

    F8 INVITE AS2->P2

      INVITE sip:joe@UA2

      Via: SIP/2.0/USP AS1:5060;branch=AS197532466

      Via: SIP/2.0/UDP P2:5060;branch=76ea3249dd29

      Via: SIP/2.0/USP AS2:5060;branch=AS210120323

      From: AS1@HOMEDOMAIN <AS1@HOMEDOMAIN>;tag=765345

      Call-ID: 28900947361@448902baa

      CSeq: 23 INVITE

      To: Joe <sip:joe@UA2>;tag=888432

      Contact: <sip:AS1@192.0.52.13>

       . . .

      (note: P2 selected by outbound proxy rule on AS2)

   INVITE propagates toward UA2 as usual, with no P-OrigDialogID header.
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6. Security Considerations

   It is possible for proxies between the UA and the S-CSCF during

   the INVITE transaction to modify the value of P-OrigDialogID

   or to insert a P-OrigDialogID.  It is also possible for

   proxies on the INVITE path to execute many different attacks.  It is

   therefore desirable to apply transitive mutual authentication using

   sips: or other available mechanisms in order to prevent such attacks.

7. IANA Considerations

   This document defines the SIP extension header "P-OrigDialogID" which

   should be included in the registry of SIP headers defined in SIP [2].

   As required by the SIP change process draft-tsvarea-sipchange [4] the

   SIP extension header name "OrigDialogID" should also be registered in

   association with this extension.
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   Internet-Drafts are working documents of the Internet Engineering

   Task Force (IETF), its areas, and its working groups.  Note that

   other groups may also distribute working documents as Internet-

   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months

   and may be updated, replaced, or obsoleted by other documents at any

   time.  It is inappropriate to use Internet-Drafts as reference

   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at http://

   www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at

   http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on October 1, 2002.

Copyright Notice

   Copyright (C) The Internet Society (2002).  All Rights Reserved.

Abstract

   This document proposes a private SIP extension header used in

   conjunction with SIP messages to provide a mechanism by which

   information for a charging vector may be exchanged.  The

   information needs to be shared among network entities in the

   Third Generation Partnership Project (3GPP) architecture to 

   ensure that charging activities may be coordinated.  The mechanism 

   applies for any SIP method used to initiate a dialog, standalone

   messages and some response messages.
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1. Background

   3GPP has defined a distributed architecture that results in multiple

   network entities becoming involved in providing access and service.

   Operators need the ability and flexibility to charge for the access

   and services as they see fit.  This requires coordination among the

   network entities, which includes using a common identifier to

   correlate charging records generated from different entities that are

   related to the same session.  There is also a need to inform each

   network entity involved about a common charging entity to receive the

   generated records.

   The solution proposed by 3GPP is to define a charging vector that may

   be filled in during the establishment of a dialog or standalone

   transaction.  The information inside the charging vector may be

   filled in by multiple network entities and retrieved by multiple

   network entities.  The details are specified in the 3GPP documents.

   The current solution documented in 3GPP utilizes an XML message body

   to deliver the charging vector.  Since it has been deemed more

   appropriate to use a header for use by a proxy, this draft has been

   written to propose using a P-header to carry the charging vector.

2. Discussion of Mechanism

   The proposed mechanism uses a private header "P-ChargingVector" in 

   the request used that initiate a dialog or standalone transaction.

   The originating or terminating UA does not send or receive this

   information.  Rather, it is only included within the SIP signalling

   of the network elements.

   The mechanism by which an entity constructs the header value is

   specific to the local implementation and outside the scope of this

   document.
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3. Applicability Statement

   The P-ChargingVector mechanism is applicable within the network when:

   1.  The UA initiates a dialog with an INVITE request or other method.

   2.  The UA initiates a standalone transaction.

   3.  The network is responding to a dialog request or a standalone 

       transaction.

4. Syntax

   The syntax for the P-ChargingVector header is:

   p-ChargingVector = "P-ChargingVector" HCOLON 1#(

                       "icid" "=" field-value

                       SEMI "charging-functions" "=" field-value

                       SEMI "access-network-info" "=" field-value

                       SEMI "ioi" "=" field-value )

5. Usage

5.1 Procedures at the UA

   The UA behaves as usual.  It will not see the P-ChargingVector

   header.

5.2 Procedures at the Proxy

   The P-ChargingVector header is treated like any other unknown header

   by intermediate proxies.  They simply forward it on towards the

   destination.

   If the proxy understands the P-ChargingVector header, it may retrieve

   the information from the header.  In the 3GPP architecture, the

   a network entity will initially insert the P-ChargingVector

   header into the INVITE request, or other method. 
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6. Security Considerations

   It is possible for proxies between the UA and the S-CSCF during

   the INVITE transaction to modify the value of P-ChargingVector

   or to insert a P-ChargingVector.  It is also possible for

   proxies on the INVITE path to execute many different attacks.  It is

   therefore desirable to apply transitive mutual authentication using

   sips: or other available mechanisms in order to prevent such attacks.

7. IANA Considerations

   This document defines the SIP extension header "P-ChargingVector" 

   which should be included in the registry of SIP headers defined in 

   SIP [2].  As required by the SIP change process 

   draft-tsvarea-sipchange [4] the SIP extension header name 

   "ChargingVector" should also be registered in association with this 

   extension.
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Proposal

Agree to the concepts described in this paper and use as a reference when considering the CRs for specific changes to 3GPP TS 23.218, 24.228 and 24.229. Also, get agreement on the two proposed internet drafts for the P-headers that are included within this discussion paper.

