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Introduction

The current specifications TS24.229 and TS24.229 does not contain procedures and example flows describing how IMS AKA session keys (CK,IK) are delivered from S-CSCF to the P-CSCF. This discussion paper represents issues concerning three different choices for key delivery:

· 3GPP defines proprietary authentication parameter used in WWW-Authenticate header.

· 3GPP defines proprietary P-header as defined in I-D draft-ietf-tsvarea-sipchange-01.txt
· 3GPP defines additional XML body 

All three choices use 401 Unauthorized response to the REGISTER request to carry IMS AKA session keys from S- to P-CSCF.

1. Define new 3GPP proprietary authentication parameter for WWW-authenticate header:

+ 
consume less bytes when compared to the XML body.

+
carries protocol related information in header and not in the body

+
is more in line with sip

+
easiest way to  specify 3GPP proprietary solution, does not need IETF related work

The definition taken from RFC2617 describes WWW-Authenticate response header, which can be extended in 3GPP: 

3.2.1 The WWW-Authenticate Response Header

   If a server receives a request for an access-protected object, and an

   acceptable Authorization header is not sent, the server responds with

   a "401 Unauthorized" status code, and a WWW-Authenticate header as

   per the framework defined above, which for the digest scheme is

   utilized as follows:

      challenge        =  "Digest" digest-challenge

      digest-challenge  = 1#( realm | [ domain ] | nonce |

                          [ opaque ] |[ stale ] | [ algorithm ] |

                          [ qop-options ] | [auth-param] )

      domain            = "domain" "=" <"> URI ( 1*SP URI ) <">

      URI               = absoluteURI | abs_path

      nonce             = "nonce" "=" nonce-value

      nonce-value       = quoted-string

      opaque            = "opaque" "=" quoted-string

      stale             = "stale" "=" ( "true" | "false" )

      algorithm         = "algorithm" "=" ( "MD5" | "MD5-sess" |

                           token )

      qop-options       = "qop" "=" <"> 1#qop-value <">

      qop-value         = "auth" | "auth-int" | token

There is optional auth-param which can contain any proprietary token. The definition or new parameter can be defined the same way like in P-header (look at second solution):

auth-param

= 1#( integrity-key / [ cipher-key] ) 


integrity-key

= "ik" EQUAL key-value


cipher-key

= "ck" EQUAL key-value


key-value

= LDQUOT *(HEXDIG) RDQUOT

¨The 401 Unauthorized message will look like:

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: Digest realm="user1_private1@home1.net", nonce="base64(RAND|AUTN|data)", algorithm=AKAv1-MD5, opaque="hhf33kl", ik="00112233445566778899aabbccddeeff", ck="00112233445566778899aabbccddeeff"

CSeq: 1 REGISTER

Content-Length: 0
NOTE: CK is an optional element and WWW-Authenticate header is updated, because EAP is not anymore used.
2. Define New P-Security-Parameters header

+ 
consumes less bytes when compared to the XML body.

+
carries protocol related information in header and not in the body

+
is more in line with sip

-      requires IETF work (Informational RFC, registration with IANA)

-
probably will not be allowed in IETF because changes SIP security behaviour and that is not allowed in P-header      definition in draft-ietf-tsvarea-sipchange-01.txt. Also this issue falls to the key management category and can take long time to finish in IETF.

In the table below it is represented how proprietary header will look like when using it in 401 Unauthorized response. A SIP message sent from S-CSCF to the P-CSCF:
SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN)

P-Security-Parameters:ik=00112233445566778899aabbccddeeff,ck=00112233445566778899aabbccddeeff

CSeq: 1 REGISTER

Content-Length: 0

NOTE: CK is an optional element

3. Define New XML body element 

+ 
is totally 3GPP proprietary solution and does not require IANA reqistration or IETF work

-
using body  and XML consumes too much space, not very efficient

-
requires proxies to look also body content (additionally, decoding of XML)

In the table below it is represented how additional XML body will look like when using it in 401 Unauthorized response. A SIP message sent from S-CSCF to the P-CSCF:

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

WWW-Authenticate: eap eap-p=base64(user1_private1@home1.net, RAND, AUTN)

CSeq: 1 REGISTER

Content-Type: application/3gpp-ims+xml
Content-Length: (…)

<?xml version="1.0" ?>

<!DOCTYPE ims-3gpp SYSTEM “ims-3gpp.dtd”>

<ims-3gpp version=”1.0”>



<security-parameters>




<ck>





001122334455667788990aabbfccddeeff




</ck>




<ik>





001122334455667788990aabbfccddeeff




</ik>



</security-parameters>

</ims-3gpp


NOTE: CK is an optional element

Proposal

It is proposed that CN1 endorses working assumption that new 3GPP proprietary auth-param will be defined to carry IMS AKA session keys IK and optional CK. This parameter shall be used in authorization header in 401 Unauthorized message.

