	
	


3GPP TSG-CN1 Meeting #23
Tdoc N1-020745

Fort Lauderdale, Florida, USA  08. - 12. April 2002

Agenda Item:
6

WI / Topic:

IMS
Source:
Nokia

Title:
Temporary IMPI for IMS
Effected Specifications / Releases:  24.229

Document for:
Discussion 

Date:
2002-04-01

___________________________________________________________________________

1. Introduction

In 3GPP CN1 the working assumption currently is, that IMPI is included in all REGISTER requests initiated by the UE. Other SIP messages than REGISTER requests do not contain the users IMPI. In order the user to be identifiable by the network, the UE has to include one of its IMPUs into the From: header field or, if that is not possible for some reasons, then include a RPI header field containing the IMPU in all the SIP initial request messages.

The drawbacks of the current solution:

· When the user successfully registers, the P-CSCF has to subscribe to the S-CSCF to get all the implicitely registered IMPUs from there. Otherwise the P-CSCF would not be able to check the originator of the message. This may lead to scalability problems as there will be as many SUBSCRIBE initiated dialogs as many users are currently registered.

· In all initial requests the IMPU has to be included. The P-CSCF has to verify the integrity protection of a message against the IMPU, while the key used for integrity protection is derived from the IMPI.

· If the initial request is sent to an external AS, the external AS can track the activity of the user.

· The subsequent requests do not contain neither the IMPU nor the IMPI. One registered user may send in its valid SA a subsequent request to a dialog set up by another user. Sending a BYE to another user’s dialog would result in tearing down that user’s call, which is clearly not a desired behaviour. 

The above drawbacks can be eliminated by simply including the IMPI in all outgoing SIP messages. The IPSec in P-CSCF would verify the integrity protection of the message against IK, the SIP layer in P-CSCF would then verify if IK is associated with the IMPI included in the message. This is the solution proposed by SA3 to CN1 in their LS N1-020597
The drawbacks of including IMPI in all outgoing messages:

· By listening on the air interface, one can simply track the activity of the subscribers.

· If the initial request is sent to an external AS, the external AS can track the activity of the user.

The above drawbacks can be eliminated by introducing the temporary IMPI concept, similar to the temporary IMSI (TMSI) in GSM. The following diagram describes how a temporary identifier can be generated and communicated with the user:



When user is successfully authenticated (before step 20), then the S-CSCF will pick up a random string and assign it to the user as temporary identifier. This temporary identifier will then be inserted in the 200OK response to the REGISTER request.

When the user sends a REGISTER request while already having a temporary identifier, it can include either the temporary identifier or the IMPI into the REGISTER request.

Proposal

If the principles above are agreed, then the CRs implementing the changes to 24.228 and 24.229 will need to be agreed.
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