Page 1



3GPP TSG-CN1 Meeting #23
Tdoc N1-020743

Fort Lauderdale, Florida, USA  08. - 12. April 2002

	CR-Form-v5

	CHANGE REQUEST

	

	(

	24.229
	CR
	005
	(

rev
	-
	(

Current version:
	5.0.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	

	Proposed change affects:
(

	(U)SIM
	
	ME/UE
	X
	Radio Access Network
	
	Core Network
	

	

	Title:
(

	Disallow Parallel Registrations

	
	

	Source:
(

	Hutchison 3G

	
	

	Work item code:
(

	IMS-CCR
	
	Date: (

	29-03-2002

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	REL-5

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)

	
	

	Reason for change:
(

	There is a need to restrict the possibility of a UE to perform multiple registrations to ensure that the number of security associations stored in P-CSCF is restricted. 

	
	

	Summary of change:
(

	P-CSCF and S-CSCF bahaviour are clarified when receiving multiple parallel registrations (e.g. due to an attacker) and the UE is restricted to a single REGISTER.

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	

	
	

	Other specs
(

	
	 Other core specifications
(

	

	affected:
	
	 Test specifications
	

	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

5.1
Procedures at the UE

5.1.1
Registration and authentication

5.1.1.1
General

The UE shall register public user identities (see Table A.3/1 and dependencies on that major capability).

In case a UE registers several public user identities at different points in time, the procedures to re-register, deregister and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

5.1.1.2
Initial registration

The UE can register a public user identity at any time that a valid PDP context exists. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out 
A REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [14], received in an earlier registration. 

The public user identity to be registered can be extracted either from the USIM or may be input from the end user. On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, shall contain 600 000 seconds as the value desired for the duration of the registration.

NOTE 1:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 response.

The use of the Path header shall not be supported by the UE. 
On receiving the 200 OK response to the REGISTER request, the UE shall store the expiration time of the registration.

When a 401 Unauthorized response to a REGISTER is received the UE shall behave as described in clause 5.1.1.5.1
On receiving a 423 Registration too brief response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 response.
5.1.1.3
Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the users registration-state event package for the public user identity registered as described in clause 5.1.1.2 at the users registrar (S-CSCF). Therefore the UE shall generate a SUBSCRIBE request with the following elements:

-
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URL that contains the public user identity that was previously registered;

-
a From header set to a SIP URL that contains the public user identity that was previously registered;

-
a To header, set to a SIP URL that contains the public user identity that was previously registered;

-
an Event header set to the “registration-state” event package;

-
an Expires header set to a value higher than the Expires header of the before sent REGISTER request;

Afterwards it shall send out the so generated SUBSCRIBE request.

Upon receipt of a 2xx response to the SUBSCRIBE message, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the registration-state event package for a previously registered public user identity if the expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE message, has run out and the public user identity is still registered.

5.1.1.4
User-initiated re-registration

The UE can reregister a previously registered public user identity at any time. 

The UE shall reregister the public user identity 600 seconds before the expiration time of a previous registration, unless either the user or the application within the UE has determined that a continued registration is not required. If the registration period indicated from the S-CSCF is less than 600 seconds, the UE shall reregister when half of the registration period has expired.

The REGISTER request may be integrity protected using IK, see 3GPP TS 33.203 [14], received in an earlier registration.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain the public user identity to be registered;

c)
the To header shall contain the public user identity to be registered;

d)
the Expires header, or the expires parameter within the Contact header, should contain the same expiration timer as the expiration timer returned in the 200 OK response to the initial.

NOTE 1:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 response.

On receiving the 200 OK response to the REGISTER request, the UE shall store the new expiration time of the registration for this public user identity.

The use of the Path header shall not be supported by the UE. 
When a 401 Unauthorized response to a REGISTER is received the UE shall behave as described in clause 5.1.1.5.1.

On receiving a 423 Registration Too Brief response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 response.
5.2  Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support use of the Path header. 

NOTE: The Path header is only applicable to the REGISTER request and its 200 OK response. 

5.2.2 
Registration

The P-CSCF shall forward all protected REGISTER requests to the S-CSCF. The P-CSCF may discard an unprotected REGISTER if it is already involved in a registration for that Private User Identity. 

When the P-CSCF forwards a REGISTER request from the UE that pertains to a given public user identity, the P-CSCF shall:

-
insert a Path header in the request. The P-CSCF shall include in the Path header an entry containing the SIP URL identifying the P-CSCF;

-
insert a Require header and a Proxy-Require header both containing the option tag "path"; 

-
if the REGISTER request was received with a valid integrity check, add information to the REGISTER request to indicate that the REGISTER request was received with a valid integrity check; and

Editor’s Note : The exact mechanism for this is FFS.

-
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 200 OK response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
remove its SIP URL from the list of Path headers, reverses the order of the list and save the resulting list of Path headers. This list shall be stored during the entire registration period of the respective public user identity. This list shall be used to preload the routeing information into the initial requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing Path headers with the new list;

2)
associate the Path header information with the registered public user identity.

3)
remove the list of Path headers and "path" option-tags from the 200 OK response before forwarding the response to the UE. 

When the P-CSCF receives a 401 Unauthorized response to an unprotected REGISTER request, if the P-CSCF is already involved in a protected registration for that Private User ID the P-CSCF may discard the response, else the P-CSCF shall remove and store the CK and IK values contained in the 401 Unauthorized response before forwarding the response to the UE.  It shall not overwrite any information relating to a protected registration.
When the P-CSCF receives a 401 Unauthorized response to a protected REGISTER request the P-CSCF  shall remove and store the CK and IK values contained in the 401 Unauthorized response before forwarding the response to the UE.  The P-CSCF shall also delete all other registration attempt information relating to that Private User ID.
The 401 Unauthorized response shall be forwarded to the UE if and only if the CK and IK have been removed.
Editor’s Note: The P-CSCF behaviour when 3xx or 4xx responses other than 401 Unauthorized are received is FFS.

Editor’s Note: The text above assumes that public user identities are registered one by one. Public user identity might need to be changed to Service Profile in the case when public user identities can be implicitly registered. 

NOTE:
The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure - is used only to pre-load the routeing information into the initial INVITE request that originated at the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

When the P-CSCF receives a 420 Bad Extension response to the above REGISTER request, the P-CSCF shall check the value of the Unsupported header field. When the value of the Unsupported header field is path, the P-CSCF shall take OA&M actions to indicate an error, in addition to passing on the 420 response to the UE. In all other cases, the P-CSCF shall proxy the 420 Bad Extension response.

5.4  Procedures at the S-CSCF

Editor's note: The text on routeing needs to be enhanced to ensure interworking with RFC 2543 and RFC 2543bis networks.

5.4.1
Registration and authentication

5.4.1.1
Introduction

The S-CSCF shall act as the SIP registrar for all UAs of the IM CN subsystem with public user identities, (see Table A.150/2 and other capabilities in Annex A dependent on that major capability).

The S-CSCF shall support the use of the Path header. The S-CSCF must also support the Require and Proxy-Require headers. The Path header is only applicable to the REGISTER request and its 200-OK response.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in clause 5.4.2.1.2
5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Normal procedures

When the S-CSCF receives a REGISTER request, the S-CSCF shall verify that the “path” option-tag is contained in the Proxy-Require header. If the “path” option-tag is present, the S-CSCF shall store the information contained in the Path header so that it can be used for mobile terminated requests. 

Editor’s Note: If the S-CSCF receives a Path header without the “path” option tag in the Proxy-Require header, we have an error condition in the I-CSCF. The I-CSCF behavior for this scenario is FFS.

The S-CSCF shall:

-
check the existence of a Path header in the request;

Editor's note: The action S-CSCF has to take when a Path header is not present in the request is FFS.

-
when a Path header exists in the request, insert its own FQDN, or IP address, in the form of SIP URL at the top of the list found in the Path header saved from the REGISTER request; 

- 
save the Contact header value for the entire duration of the registration;

-
construct a list of preloaded Route headers from the list of entries in the Path header. The order in the lists is preserved; 

-
include an expiration time in the 200 OK response, using one value provided within the S-CSCF, according to the local policy of the network, if this expiration time is shorter than the requested expiry time received from the UE;

-
save the list of preloaded Route headers for the entire duration of the registration; 

NOTE 1: 
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

-
bind to each individual public user identity all contact information under which the public user identity has been registered (either manually by means of a REGISTER message or automatically upon the registration of another public user identity);

NOTE 2:
There might be more then one contact information available for one public user identity. 

-
bind to each contact information the respective Path header entries, that were received in the same REGISTER message as that contact information;

-
add its Path header on the top of the received list of Path headers, and returns this list in the 200 OK response;

-
check whether the message contains information indicating that it was received with a valid integrity check by the P-CSCF; and,

Editor’s Note: The method by which the P-CSCF indicates this is FFS.

-
send a third-party REGISTER request, as described in clause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event. 

The S-CSCF may not respond to an unprotected REGISTER request for an IMPI that already has at least one registration in process e.g. if the S-CSCF is not able to store the information about the new registration attempt. The S-CSCF shall respond to a protected REGISTER request. After responding to the protected REGISTER request, it shall delete all other registration attempt information relating to that IMPI. 

On receiving a failure response to one of the third-party REGISTER requests, the S-CSCF may initiate network-initiated deregistration procedure based on the information in the Filter Criteria. If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the Application Server, the S-CSCF shall not initiate network-initiated deregistration procedure.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for initial registration. The information that a REGISTER has a valid integrity check may be used as part of the decision to authenticate the registration. The S-CSCF shall request authentication by responding to the REGISTER request with a 401 Unauthorized with:

-
the Authorization header containing the authentication parameters (RAND, AUTN, CK and IK).
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