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Introduction

This contribution proposes text for section 11.3.3 of 24.229, which describes the complete THIG functionality in the IMS. 

One of the advantages of the proposed text is, that it can be applied to any entity that needs to perform the THIG functionality, i.e. if in later releases also entities other then the I-CSCF need to act as a THIG, this text will also apply to these entities.

Additional to the proposed changes for 24.228 a liaison to S3 is needed, asking which information needs to be part of the tokenized-by tag. This liaison will be provided in an extra contribution.

It would be helpful if the editor’s notes given in the proposed text could be resolved in a revised version of this CR, i.e. if they do not need to become part of the next version of 24.229.

The editors of this contribution are willing to support the editor of 24.229 if the proposed changes are regarded as too time consuming to be implemented.

Proposal

Add the following abbreviations to section 3.3:

THIG
Topology Hiding Inter-network Gateway

I-CSCF(THIG)
I-CSCF performing THIG functionality

Change section 11.3.3 and 11.3.4 in the following way:

11.3.3
THIG functionality in the I-CSCF(THIG)
The following procedures shall only be applied if topology hiding is required by the network. The network requiring topology hiding is called the hiding network. 
Note: Requests and responses are handled independently therefore no state information is needed for that purpose within an I-CSCF(THIG).
All headers, such as Via, Route, Record-Route, Path, which reveal topology information of the hiding network shall be subject to topology hiding.

Upon receiving an outgoing request/response from the hiding network the I-CSFC(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG):
1. shall use the whole header value which was added by one or more specific entities of the hiding network as input to encryption, besides the UE entry;

Editor’s Note: How can the UE entry be found out? Is it ok to assume that it will always be the first entry?

2. shall not change the order of the headers subject to encryption when performing encryption;
3. shall add after the encrypted string a “tokenized-by=” tag, indicating the encrypting network as a parameter;

4. shall form a valid entry for the specific header out of the resulting string, e.g. add “SIP/2.0/UDP” for Via headers and “sip:” for Route and Record-Route headers.
If the I-CSCF(THIG) performs encryption on any information within an initial or subseqent request then it shall record-route within that request, if that request implies any sort of association or session on its own (i.e. not for initial requests such as OPTIONS, MESSAGE, etc).
Note: Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP icscf1_s.home1.net, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net, 








SIP/2.0/UDP pcscf1.home1.net);tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]
Note: If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example

Route:
sip:icscf1_s.home1.net, 





sip:Token(sip:scscf1.home1.net);tokenized-by=home1.net,





sip:as1.foreign.net, 





sip:Token(sip:scscf1.home1.net, 







  sip:pcscf1.home1.net);tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]
Upon receiving and incoming requests/response to the hiding network the I-CSCF(THIG) shall perform the decryption for topology hiding purposes, i.e. it:

1. shall identify encrpyted strings within all headers of the incoming message; 

2. shall use all those encrypted strings that carry the identification of the hiding network within the value of the tokenized-by tag as input to decryption;

3. shall use as encrypted string the data between the sent-protocol (for Via Headers, e.g. “SIP/2.0/UDP”) or the URI scheme (for Route and Record-Route Headers, e.g. “sip:”) and the tokenized-by tag; 
4. shall replace all content of the received header which carries encrypted information with the entries resulting from decryption.
Example: An encrypted entry to a Via header which looks like
 
Via: SIP/2.0/UDP Token(SIP/1.0/UDP scscf1.home1.net, 
  



 SIP/1.0/UDP pcscf1.home1.net);tokenized-by=home1.net
will be replace with the following entries:

 

Via: SIP/1.0/UDP scscf1.home1.net, SIP/1.0/UDP pcscf1.home1.net
Note: Motivations for these decryption procedures are e.g. to allow the correct routing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header. 






