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Introduction

During IOT between the MS and the SGSN some question arises with regard to the point in time of setting the default IOV value in the LLC entity.

We would like to ask all companies to study these issues and to check their implementations. Furthermore we would like to raise the question whether other companies share our concerns, that the current definitions are ambiguous and needs to be clarified in order to avoid potential interoperability problems.

Current status

Regarding the IOV-UI value the behaviour is described by 04.64 as follows:

· the IOV-UI value will be negotiated by the SGSN in ADM mode only

· the IOV-UI value may be negotiated explicitly by an XID exchange

· the IOV-UI value will be set implicitly if a Kc change takes place. In that case the default value applies

The behaviour with regard to the IOV-I value is requested as follows:

· The IOV-I value shall be negotiated during the ABM establishment phase by usage of SAMB and UA frames only.

· The IOV-I value shall be set implicitly if a Kc change takes place. In that case the default values applies.

GSM 04.64 sec. 8.9.2:

8.9.2
Input Offset Value (IOV)

The Input Offset Value (IOV) is an LLC layer parameter used for ciphering. IOV is a random 32 bit value, generated by the SGSN. See also annex A.

The value for IOV can be different for I frames and UI frames. IOV‑UI is IOV for UI frames. IOV‑I is IOV for I frames.

The default values of IOV are given in Table9. The following rules apply to default IOV values:

-
After a change of Kc, negotiation of IOV‑I may be omitted and the default value applied. If ABM is re-established for an LLE, and Kc is not changed since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.

-
After a change of Kc, negotiation of IOV‑UI may be omitted and the default value applied. If the unconfirmed send state variable V(U) is reset for an LLE, and Kc is not changed since V(U) was last reset for this LLE, then a random IOV‑UI value shall be negotiated.

Reuse of authentication triplets

This case may occur if the security triplet reuse is permitted by the operator and it is not possible to get new security triplets from the HLR.

If the authentication triplets are use twice by the network, e.g. the RAND value is the same as given in the previous authentication procedure and in consequence the assigned Kc is the same as the one which is currently used, it is the question whether the condition given in 04.64 sec. 8.9.2 is fulfilled or not e.g. the IOV value need to be set to it's default value by the two peer entities or not. 

If this question is interpreted different by the two peer entities, any ciphered data exchange will not be decipher correctly until the network start an explicit IOV re-assignment via a XID negotiation.

IOV-I reset during ABM

There seems to be an contradiction between the allowed time to negotiate the IOV values and the time the implicit negotiation could take place. Because it is allowed to carry out the authentication and ciphering procedure at an arbitrary time the LLC may be in the ABM mode where normally the IOV change is not permitted (whether IOV-I nor IOV-UI). But the standard says that the IOV value shall be set to the default value if no explicit negotiation takes place. 

Proposal: 

(a) Even if the authentication triplets are re-used in two subsequent authentication procedures, the IOV should be (re-)set to its default value by the two peer entities. This would allow a simple implementation. 

(b) if a new Kc is assigned while ABM links are established the reset of the IOV-I to its default value shall be performed without leaving ABM.
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