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Introduction

Material from the bis draft concerning Record-Route

Section 12.2 3rd paragraph states (this gives the definition of refresh that is used later in the extracted text:

A refresh request sent within a dialog is defined as a request that can modify the route set of the dialog. For dialogs that have been established with an INVITE, the only refresh request defined is re-INVITE (see Section 14). Other extensions may define different refresh requests for dialogs established in other ways.

Note that an ACK is NOT a refresh request.

Section 16.5 Request Processing (for Proxy behaviour) states the following.

For each destination, the proxy forwards the request following these steps:

1.
Make a copy of the received request

2.
Update the Request-URI

3.
Add a Via header field value

4.
Update the Max-Forwards field if present

5.
Update the Route header field if present

6.
Optionally add a Record-route header field value

7.
Optionally add additional headers

8.
send the new request

And later in the same section the detailed proxy handling description.

6.   Record-Route

If this proxy wishes to request to remain on the path of future requests in this dialog, it MUST insert a Record-Route header value (Section refsec:record-route) into the copy before any existing Record-Route header values.  See Section 12 for details on whether this request will be honored. Each proxy in the path of a request makes this request independently the presence of a Record-Route header does not obligate this proxy to add a value.

If the request is honored, the information the proxy places in the Record-Route header value will be used at the endpoints to construct Route headers. As shown in the processing steps above, Route headers determine forwarding destinations much like strict IP source routing.

The URL placed in the Record-Route header value MUST be a SIP URL. This URL MAY be different for each destination the request is forwarded to. The URL SHOULD NOT contain the transport parameter unless the proxy has knowledge (such as in a private network) that the next downstream element that will be in the path of subsequent requests supports that transport.

The URL this proxy provides will be used by some other element to make a routing decision. This proxy, in general, has no way to know what the capabilities of that element are, so it must restrict itself to the mandatory elements of a SIP implementation: SIP URLs and UDP transports.

The URL placed in the Record-Route header value MUST resolve to this element when the server location procedures of Section 24 are applied to it. This ensures subsequent requests are routed back to this element.

The URL placed in the Record-Route header value SHOULD be such that if a subsequent request is received with this URL in the Request-URI, the proxy's normal request processing will cause it to be forwarded to one of the previous elements, including the originating client, traversed by the original request.  This improves robustness, ensuring that the Request-URI contains enough information to forward subsequent requests to a reasonable destination even in the absence of Route headers.

The URL placed in the Record-Route header value MUST vary with the Request-URI in the received request.  A request may legitimately pass through this proxy more than once on the way to its final destination (this is called a spiraling request). The Request-URI will be different each time the request passes through. If this proxy places the same URL in the Record-Route header field each time, subsequent requests will be rejected as looped requests. It is insufficient to simply copy the Request-URI from each request into the Record-Route header. Some modification, such as adding an maddr parameter, is necessary.

URLs satisfying the above paragraphs can be constructed in many ways.  One way is to use a URL that is nearly the same as the Contact header in the initial request (if present, else the From field), but with the maddr and port set to resolve to the proxy, and with a transaction identifier added to the user part of the request-URI (in order to meet the requirement that the URL in the Record-Route be different for each distinct Request-URI). A call stateful proxy could use a URL of the form sip:proxy.example.com and use information from the stored call state to meet the requirements.

The proxy MAY include Record-Route header parameters in the value it provides. These will be returned in some responses to the request (200 responses to INVITE for example) and may be useful for pushing state into the message.

The Record-Route process is designed to work for any SIP request that initiates a dialog. The only such request in this specification is INVITE. Extensions to the protocol MAY define others, and the mechanisms described here will apply.  The request that initiates a dialog and all refreshes (re-INVITE for example) MUST have Record-Route header values added to them if the proxy wishes to remain in the request path. This means a proxy will often need to record-route requests that contain Route headers.  Section 12 describes how this will affect a dialog.

Including Record-Route even when Route headers already exist in a request improves robustness in the presence of a preloaded Route header field and recovery from endpoint failure.

If a proxy needs to be in the path of any type of dialog (such as one straddling a firewall), it SHOULD add a Record-Route header value to every request with a method it doesn't understand.

Generally, the choice about whether to record-route or not is a tradeoff of features vs. performance.  Faster request processing and higher scalability is achieved when proxies do not record route. However, provision of certain services may require a proxy to observe all messages in a dialog. It is RECOMMENDED that proxies do not automatically record route. They should do so only if specifically required.

From section 16.6 (response processing):

7.   Record-Route

If the selected response contains a Record-Route header field value originally provided by this proxy, the proxy MAY chose to rewrite the value before forwarding the response.  This allows the proxy to provide different URLs

for itself to the next upstream and downstream elements. A proxy may choose to use this mechanism for any reason. For instance, it is useful for multi-homed hosts.

The new URL provided by the proxy MUST satisfy the same constraints on URLs placed in Record-Route header fields in requests (see Section 6) with the following modifications:

The URL SHOULD NOT contain the transport parameter unless the proxy has knowledge that the next upstream (as opposed to downstream) element that will be in the path of subsequent requests supports that transport.

The URL placed in the Record-Route header value SHOULD be such that if a subsequent request is received with this URL in the Request-URI, the proxy's normal request processing will cause it to be forwarded to the same next-hop element (as opposed to some previous element) as the originally forwarded request.

When a proxy does decide to modify the Record-Route header in the response, one of the operations it must perform is to locate the Record-Route that it had inserted. If the request spiraled, and the proxy inserted a Record-Route in each iteration of the spiral, locating the correct header in the response (which must be the proper iteration in the reverse direction) is tricky. Note that the rules above dictate that a proxy insert a different URI into the Record-Route for each distinct Request-URI received. The two issues can be solved jointly. A RECOMMENDED mechanism is for the proxy to append a piece of data to the user portion of the URL. This piece of data is a hash of the transaction key for the incoming request, concatenated with a unique identifier for the proxy instance. Since the transaction key includes the Request-URI, this key will be unique for each distinct Request-URI. When the response arrives, the proxy modifies the first Record-Route whose identifier matches the proxy instance. The modification results in a URI without this piece of data appended to the user portion of the URI. Upon the next iteration, the same algorithm (find the topmost Record-Route header with the parameter) will correctly extract the next Record-Route header inserted by that proxy.

Table 3 defines the Record-Route header as optional for all requests. It is a header that all proxies can read, modify and add the header. Table 3 also defines the header as optional for 2xx, 401 and 484 responses. Proxies are expected to propagate the header in responses according to this entry.

The header itself is defined in section 22.29:

22.29 Record-Route

The Record-Route is inserted by proxies in a request to force future requests in the session to route through the proxy.

Details of its use with the Route header field are described in Section 16.4.

Example:

Record-Route: <sip:bob@biloxi.com;maddr=10.1.1.1>,

<sip:bob@biloxi.com;maddr=10.2.1.1>

Interpretation

The procedures from the bis draft are designed to operate when the header is used in the first request of a dialog; currently only INVITE fulfils these criteria.

Table 3 of the bis draft is not consistent with the procedures as they currently stand.

3GPP handling

The bis draft is clear that Record-Route is not used for Registration, so no text is required in this area.

P-CSCFs, and S-CSCFs shall Record-Route on an initial INVITE. Any INVITE sent due to timeout on no response will also Record-Route according to procedures in the bis draft.

I-CSCFs and BGCFs performing configuration hiding shall Record-Route on an initial INVITE. Any INVITE sent due to timeout on no response will also Record-Route according to procedures in the bis draft.

MGCFs are UAs, and therefore do not figure in this discussion. They will handle Record-Route entirely in accordance with the bis draft.

Entities shall Record-Route on refresh requests, i.e. reINVITE. Any received Record-Route shall be processed in accordance with the procedures in the bis draft (which would appear at the moment to be the same as for a normal INVITE).

No entities shall Record-Route on other transactions within a dialog. Any received Record-Route shall be processed in accordance with the procedures in the bis draft (which would appear at the moment to be the same as for a normal INVITE).

No entities shall Record-Route on other transactions. Any received Record-Route shall be processed in accordance with the procedures in the bis draft (which would appear at the moment to be the same as for a normal INVITE).

We have not been clear so far about what should occur in the P-CSCF receives a Record-Route from some complex UE, that in itself consists of a UA and one or more proxies. This is discussed in a related contribution, and no proposals are made in this contribution to deal with this case.

Proposal

It is proposed that the following text is inserted at appropriate points in clause 9 of 24.229, in accordance with the 3GPP handling specified above.

1st P-CSCF change

9.2.4.2
Mobile-originating case

The P-CSCF uses the public identity of the caller and it: 

· selects the list of Route headers that was created during the registration of the respective public identity utilizing the Path mechanism. 

· uses the URI in the Request-URI header (i.e., destination) in the initial INVITE request to construct a Route header, and appends it to the bottom of the list of Route headers from the previous step. The appended URI may be a SIP URL or a tel-URL. 

· pre-loads the list of Route headers from the previous steps to the initial INVITE request. 

· create a new list of Record-Route header by putting its SIP URL as the first entry of the list, and forwards the INVITE request. 

The Contact header received in the initial INVITE request is left intact by the P-CSCF.

Upon receiving a response (e.g. 183 Session Progress, 200 OK) to the initial INVITE request, the P-CSCF:

 
constructs a new list of Route headers from the received list of Record-Route headers. The Contact header received in the response is left intact and it is not appended to the bottom of the list of Route headers.

 
removes the entire list of Record-Route headers from the received list of Record-Route headers..

2nd P-CSCF change

<NO CHANGE NOW PROPOSED>
9.2.5.1
P-CSCF-initiated call release

9.2.5.2
Call release initiated by any other entity 

3rd P-CSCF change

9.2.6
Call-related requests

Editor’s Note: PRACK, COMET, Re-INVITE, INFO, REFER etc. shall be handled here in a generic way.

<CHANGE NO LONGER PROPOSED>
Whenever the P-CSCF receives refresh requests (i.e. reINVITEs) from the UE that pertains to an existing dialog, it shall:

-
select the list of Route headers that was created during the exchange of the initial INVITE request and associated response for this call;

-
use the URI in the Request-URI header in the request to construct a Route header, and appends it to the bottom of the list of Route headers;

-
append the list of Route headers to the request, and forwards the request utilizing the list of Route headers; and

· create a new list of Record-Route header by putting its SIP URL as the first entry of the list, and forwards the INVITE request. 

Whenever the P-CSCF receives subsequent requests from the UE that pertains to an existing call, buth which are not refresh requests, it:

-
selects the list of Route headers that was created during the exchange of the initial INVITE request and associated response for this call.

-
uses the URI in the Request-URI header in the request to construct a Route header, and appends it to the bottom of the list of Route headers, 

-
appends the list of Route headers to the request, and forwards the request utilizing the list of Route headers.

If the request contains the Contact header, it is left intact by the P-CSCF.

If the request contains the Contact header, it is left intact by the P-CSCF. 

The P-CSCF shall not Record-Route requests in a dialog other than the initial INVITE and refresh requests (i.e. reINVITE). If a Record-Route header is received in a subsequent request within a dialog, the P-CSCF shall remove the contents and store them for use in any response received to the subsequent request. On receiving any response to the subsequent request that is permitted to contain the Record-Route header, the P-CSCF shall place the stored Record-Route headers in the response.

Whenever the P-CSCF receives subsequent requests destined for the UE that pertains to an existing call, it will contain the SIP URL of the P-CSCF in the Request-URI, and a single Route header. The P-CSCF utilizes the Route header to forward the request to the UE. 

Prior to forwarding the request to the UE, the P-CSCF removes the Via and Record Route headers if present. If the request contains the Contact header, it is left intact by the P-CSCF. 

If the response received from the UE contains the Contact header, it is left intact by the P-CSCF.

4th P-CSCF change

<CHANGE NO LONGER MADE>
9.2.7
Further initial requests

Editor’s Note: Generic handling of e.g. OPTIONS should be described here

The P-CSCF shall Record-Route requests that are initial requests of a dialogother than the initial INVITE and refresh requests (i.e. reINVITE). If a Record-Route header is received in such an initial request, the P-CSCF shall remove the contents and store them for use in any response received to the initial request. On receiving any response to the initial request that is permitted to contain the Record-Route header, the P-CSCF shall place the stored Record-Route headers in the response.

I-CSCF change

NOTE:
Appropriate procedures already exist for the initial INVITE.

9.3.2
Transactions for sessions initiated by the UE

Editor's note: INVITE requires 3GPP specific handling (HSS query)

Editor's note: Responses follow standard SIP routing (Via) 

When providing configuration hiding, the I-CSCF (THIG) shall Record-Route the initial INVITE of a dialog, and refresh requests (i.e. reINVITE). The I-CSCF shall not Record-Route requests other than the initial INVITE and refresh requests (i.e. reINVITE).
1st S-CSCF change

<CHANGE NO LONGER MADE>
2nd S-CSCF change

<CHANGE NO LONGER MADE>
3rd S-CSCF change

<CHANGE NO LONGER MADE>
4th S-CSCF change

9.4.6
Further initial requests

Editor’s Note: Generic handling of e.g. OPTIONS should be described here

The S-CSCF shall not Record-Route requests that are the initial request of a dialog. other than the initial INVITE and refresh requests (i.e. reINVITE).
BGCF changes

<CHANGE NO LONGER MADE>
