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Introduction

This contribution addresses the issue of tokenizing and hiding of certain headers in SIP messages when the operator has setup his network to do so.  An example is presented to clarify the process of encrypting and decrypting of SIP headers to realise THIG functionality.

This is a companion contribution to N1-xxx-24229-token

Discussion

The following are some of the issues addressed in this contribution:

1. How does tokenising work?

2. How is a tokenised URI represented in a SIP header?

3. How does a node parsing a header in a SIP message determine if a header is already tokenised?

4. Within a header that has tokenised elements, how does a receiving node determine which parts of the header are tokenised?

5. What are some of the issues that have to be considered to allow for detection of loops and spirals when a header is to be tokenised?

1. How does tokenising work?

The following tokenisation algorithm is used in this contribution for the purpose of illustration:

Tokenising:  

· Transpose every letter to the next letter in the alphabet

· increment every number.  Transpose 9 to 0

· Leave other characters untouched

· Tokenising is not applied to the following key word/phrases in SIP 

· SIP/2.0/UDP, 

· sip: 
· Max-Forwards: and its numeric value
· Terminate the tokenised part of the header with the parameter ‘; tokenised’
· Tokenised and non-tokenised headers should appear on separate lines of the SIP message
De-Tokenising:

· Apply de-tokenising to the entire header line if the parameter ‘; tokenised’ appears at the end of the header line.

· Transpose every letter to the previous letter in the alphabet

· decrement every number. Transpose 0 to 9

· leave other characters untouched.

· Tokenising is not applied to the following key word/phrases in SIP 

· SIP/2.0/UDP, 

· sip: 
· Max-Forwards: and its numeric value
2. How is a tokenised URI represented in a SIP header?

The structure of a tokenised URI should be SIP compliant.  The tokenising algorithm is applied to the header and the new header generated used the token.  This new header after tokenisation should be a valid SIP header in all respects.  Therefore, the following would be the result of tokenisation of different types of headers:

Non-tokenised form [1]
Tokenised representation
Tokenised form

Via: SIP/2.0/UDP scscf2.home2.net; branch=23411513a6, SIP/2.0/UDP scscf1.home1.net
Via: Token(SIP/2.0/UDP scscf2.home2.net; branch=23411513a6, SIP/2.0/UDP scscf1.home1.net); tokenised
Via: SIP/2.0/UDP tdtde3.ipnf3.mfu; csbmdi=34522624b7, SIP/2.0/UDP tdtde2.ipnf2.mfu; tokenised

Route: sip:pcscf2.visited2.net, sip:[5555::eee:fff:aaa:bbb]
Route: Token(sip: pcscf2.visited2.net, sip: [5555::eee:fff:aaa:bbb]); tokenized
Route: sip:qdtde3.wjtjufe3.mfu, sip:[6666::fff:ggg:bbb:ccc]; tokenized

Record-Route: sip:pcscf2.visited2.net, sip:icscf2_2.home1.net, sip:scscf2.home2.net
Record-Route: Token(sip:pcscf2.visited2.net, sip:icscf2_2.home1.net, scscf2.home2.net); tokenized
Record-Route: sip:qdtde3.wjtjufe3.mfu, sip:icscf2_2.home1.net, sip:tdtde3.ipnf3.mfu; tokenized



3. How does a node parsing a header in a SIP message determine if a header is already tokenised?

The presence of the parameter ‘; tokenised’ in the header signifies that the header has tokenised URIs.

4. Within a header that has tokenised elements, how does a receiving node determine which parts of the header are tokenised?

Tokenised and non-tokenised headers do not appear on the same line.  For any header that may carry multiple URIs, if the pattern ‘; tokenised’ is present, that header line is tokenised.

5. What are some of the issues that have to be considered to allow for detection of loops and spirals when a header is to be tokenised?

To avoid looping of messages, it is important for proxies to have access to the information in headers.  When headers are tokenised, this information cannot be accessed unless the de-tokenising algorithm is made public, which defeats the purpose of tokenising.  

Loop detection:

A loop occurs when the message revisits all the nodes in the looping path.  

If the THIG is a part of the loop, it will be able to detect a loop if it does not tokenise its own header.  Therefore, to allow for this, a THIG should not tokenise its own header.

If the THIG is not a part of the loop and the looping occurs between two non-THIG nodes, loop detection may be addressed by using the Max-Forwards header in the request. In the worst case, the number of hops the request makes before it reaches its destination prevents a loop. Therefore, the Max-Forwards header should not be tokenised.
Proposal

The following changes are recommended in 24.228 v1.6-v6

Script:

{16.}
{}
{sip:token(scscf1.home1.net)}
{Token(sip:scscf1.home1.net); tokenised}

{16.}
{}
{sip:Token(scscf1.home1.net)}
{Token(sip:scscf1.home1.net); tokenised}

{16.}
{}
{sip:token(user1_public1@scscf1.home1.net)}
{Token(sip:user1_public1@scscf1.home1.net);tokenised}

{16.}
{}
{SIP/2.0/UDP token(scscf1.home1.net)}
{Token(SIP/2.0/UDP scscf1.home1.net)}

{16.}
{}
{sip:Token(scscf2.home1.net, scscf1.home1.net)}
{Token(sip: scscf2.home1.net, sip: scscf1.home1.net); tokenised}

{16.}
{}
{sip:Token(scscf1.home1.net, scscf2.home1.net)}
{Token(sip:scscf1.home1.net, sip:scscf2.home1.net); tokenised}

{17.}
{}
{SIP/2.0/UDP token(scscf1.home1.net)}
{Token(SIP/2.0/UDP scscf1.home1.net)}

{17.}
{}
{sip:Token(scscf1.home1.net, scscf2.home1.net)}
{Token(sip:scscf1.home1.net, sip:scscf2.home1.net); tokenised}

{17.}
{}
{sip:Token(scscf2.home1.net, scscf1.home1.net)}
{Token(sip: scscf2.home1.net, sip: scscf1.home1.net); tokenised}

{17.3.2}
{5}
{SIP/2.0/UDP Token(scscf1.home1.net, SIP/2.0/UDP pcscf1.home1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd])}
{Token(SIP/2.0/UDP scscf1.home1.net);tokenised, SIP/2.0/UDP pcscf1.home1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]}
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