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0
Abstract

This contribution analyses the various SIP drafts, and identifies the SIP requirements for the Authorization header. It then identifies the values that need to be inserted in the profile tables of 24.229 regarding this header.

1
An analysis of the SIP drafts with respect to the Alert-Info header

1.1
Integration of Resource Management and SIP (draft-ietf-sip-manyfolks-resource-02)

Table 3 defines this header as a request header and as optional for the COMET method, i.e. it is included in COMET requests.

1.2
The Refer Method (draft-ietf-sip-refer-01)

Table 3 defines this header as a request header and as optional for the REFER method, i.e. it is included in REFER requests.

1.3
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-04.txt)

Table 3 defines the syntax for the header name.

Table 4 indicates that the header appears in requests (i.e. it is a request header). A status of optional is given for the following methods: ACK, BYE, CANCEL, INVITE, OPTIONS, REGISTER, i.e. all headers defined in this draft. There is no indication in the proxy column, therefore the following applies:

The "proxy" column describes whether proxies can add comma-separated elements to headers ("c", for concatenate or comma), can modify the header ("m"), can add the header if not present ("a") or need to read the header ("r"). Headers that need to be read cannot be encrypted. Proxies MUSTNOT alter any fields that are authenticated (see Section 13.2), but MAY add copies of fields that were authenticated by the UA if indicated in the table. Depending on local policy, proxies MAY inspect any non-encrypted header fields and MAY modify any non- authenticated header field, but proxies cannot rely on fields other than the ones indicated in the table to be readable or modifiable.

Table 4 also indicates that the header appears in responses (i.e. it is also a response header). A status of optional is given for the following methods: ACKNOWLEDGE, BYE, CANCEL, INVITE, OPTIONS, REGISTER, i.e. all headers defined in this draft. There is no indication in the proxy column.

Discussion on the list implies that this is an error in the bis draft, and will be corrected in future versions.

Section 10.11 defines the header as follows:

10.11 Authorization

A user agent that wishes to authenticate itself with a UAS or registrar -- usually, but not necessarily, after receiving a 401 response -- MAY do so by including an Authorization header field with the request. The Authorization field value consists of credentials containing the authentication information of the user agent for the realm of the resource being requested.

Section 18.2 overviews the use of the Authorization header field, and Section 19 describes the syntax and semantics when used with HTTP Basic and Digest authentication.

Section 18.1.1 (Security Considerations - Confidentiality and Privacy: Encryption - End-to-End Encryption) 4th paragraph specifies:

A SIP request (or response) is end-to-end encrypted by splitting the message to be sent into a part to be encrypted and a short header that will remain in the clear. Some parts of the SIP message, namely the request line, the response line and certain header fields marked with "r" in the "proxy" column in Table 4 and 5 need to be read and returned by proxies and thus MUST NOT be encrypted end-to-end. Possibly sensitive information that needs to be made available as plaintext include destination address (To) and the forwarding path (Via) of the call. The Authorization header field MUST remain in the clear if it contains a digital signature as the signature is generated after encryption, but MAY be encrypted if it contains "basic" or "digest" authentication.

Section 18.2 (Security Considerations - Message Integrity and Access Control: Authentication) 2nd paragraph specifies:

Transport-layer or network-layer authentication MAY be used for hop-by-hop authentication. SIP also extends the HTTP WWW-Authenticate (Section 10.48) and Authorization (Section 10.11) header field and their Proxy counterparts to include cryptographically strong signatures. SIP also supports the HTTP "basic" and "digest" schemes (see Section 19) and other HTTP authentication schemes to be defined that offer a rudimentary mechanism of ascertaining the identity of the caller.

Section 18.2 (Security Considerations - Message Integrity and Access Control: Authentication) 3rd paragraph specifies:

SIP requests MAY be authenticated using the Authorization header field to include a digital signature of certain header fields, the request method and version number and the payload, none of which are modified between client and called user agent. The Authorization header field is used in requests to authenticate the request originator end-to-end to proxies and the called user agent, and in responses to authenticate the called user agent or proxies returning their own failure codes. If required, hop-by-hop authentication can be provided, for example, by the IPSEC Authentication Header.

Discussion on the list implies that the above paragraph is in error in regard to the use of the Authorization header in responses, and this will be corrected in future versions of the specification.

Section 18.2 (Security Considerations - Message Integrity and Access Control: Authentication) 6th through 9th paragraph specifies:

To cryptographically sign a SIP request, the order of the SIP header fields is important. When an Authorization header field is present, it indicates that all header fields following the Authorization header field have been included in the signature.  Therefore, hop-by-hop header fields which MUST or SHOULD be modified by proxies MUST precede the Authorization header field as they will generally be modified or added-to by proxy servers.  Hop-by-hop header fields which MAY be modified by a proxy MAY appear before or after the Authorization header. When they appear before, they MAY be modified by a proxy. When they appear after, they MUST NOT be modified by a proxy. To sign a request, a client constructs a message from the request method (in upper case) followed, without LWS, by the SIP version number, followed, again without LWS, by the request headers to be signed and the message body.  The message thus constructed is then signed.

For example, if the SIP request is to be:

INVITE sip:watson@boston.bell-telephone.com SIP/2.0

Via: SIP/2.0/UDP 169.130.12.5

Authorization: PGP version=5.0, signature=...

From: A. Bell <sip:a.g.bell@bell-telephone.com>;tag=7abm

To: T. A. Watson <sip:watson@bell-telephone.com>

Call-ID: 187602141351@worcester.bell-telephone.com

Subject: Mr. Watson, come here.

Content-Type: application/sdp

Content-Length: ...

v=0

o=bell 53655765 2353687637 IN IP4 128.3.4.5

s=Mr. Watson, come here.

t=0 0

c=IN IP4 135.180.144.94

m=audio 3456 RTP/AVP 0 3 4 5

Then the data block that is signed is:

INVITESIP/2.0From: A. Bell <sip:a.g.bell@bell-telephone.com>;tag=7abm

To: T. A. Watson <sip:watson@bell-telephone.com>

Call-ID: 187602141351@worcester.bell-telephone.com

Subject: Mr. Watson, come here.

Content-Type: application/sdp

Content-Length: ...

v=0

o=bell 53655765 2353687637 IN IP4 128.3.4.5

s=Mr. Watson, come here.

t=0 0

c=IN IP4 135.180.144.94

m=audio 3456 RTP/AVP 0 3 4 5

Clients wishing to authenticate requests MUST construct the portion of the message below the Authorization header using a canonical form. This allows a proxy to parse the message, take it apart, and reconstruct it, without causing an authentication failure due to extra white space, for example. Canonical form consists of the following rules:

· No short form header fields;

· Header field names are capitalized as shown in this document;

· No white space between the header name and the colon;

· A single space after the colon;

· Line termination with a CRLF;

· No line folding;

· No comma separated lists of header values; each must appear as a separate header;

· Only a single SP between tokens, between tokens and quoted strings, and between quoted strings; no SP after last token or quoted string;

· No LWS between tokens and separators, except as described above for after the colon in header fields;

· The To and From header fields always include the < and > delimiters even if the display-name is empty.

Section 19.1 (SIP Authentication using HTTP Basic and Digest Schemes - Framework) 1st paragraph specifies:

The framework for SIP authentication parallels that for HTTP (RFC 2617 [41]). In particular, the BNF for auth-scheme, auth-param, challenge, realm, realm-value, and credentials is identical. The 401 response is used by user agent servers in SIP to challenge the authorization of a user agent client. Additionally, registrars and redirect servers MAY make use of 401 responses for authorization, but proxies MUST NOT, and instead MAY use the 407 response. The requirements for inclusion of the Proxy-Authenticate, Proxy-Authorization, WWW-Authenticate, and Authorization in the various messages is identical to RFC 2617 [41].

Section 19.2 (SIP Authentication using HTTP Basic and Digest Schemes - Basic Authentication) 2nd paragraph specifies:

Since SIP URIs are not hierarchical, the paragraph in [41] that states that "all paths at or deeper than the depth of the last symbolic element in the path field of the Request-URI also are within the protection space specified by the Basic realm value of the current challenge" does not apply for SIP. SIP clients MAY preemptively send the corresponding Authorization header with requests for SIP URIs within the same protection realm (as defined above) without receipt of another challenge from the server.

Section 19.3 (SIP Authentication using HTTP Basic and Digest Schemes - Digest Authentication) 1st paragraph item 6:

6.
RFC 2617 [41] requires that a server check that the URI in the request line, and the URI included in the Authorization header, point to the same resource. In a SIP context, these two URI's may actually refer to different users, due to forwarding at some proxy.  Therefore, in SIP, a server MAY check that the request-uri in the Authorization header corresponds to a user that the server is willing to accept forwarded or direct calls for.

Annex A.2 (Minimal implementation - client) specifies the following additional capability.

Authentication: If a client wishes to invite callees that require caller authentication, it MUST be able to recognize the 401 (Unauthorized) status code, MUST be able to generate the Authorization request header and MUST understand the WWW-Authenticate response header.

If a client wishes to use proxies that require caller authentication, it MUST be able to recognize the 407 (Proxy Authentication Required) status code, MUST be able to generate the Proxy-Authorization request header and understand the Proxy-Authenticate response header.

Table 6 (Header field processing requirements) specifies for the Authorization header

· UAC: the field SHOULD be understood if the system claims to support authentication

· Proxy: support of the field is purely optional

· UAS: the field SHOULD be understood if the system claims to support authentication

· Registrar: the field SHOULD be understood if the system claims to support authentication

1.4
The SIP INFO Method (RFC2976)

Table 3 defines this header as a request header and as optional for the INFO method, i.e. it is included in INFO requests.

2
Summary of RFC status

If the UA supports authentication between UAs:

A UA can insert this information in an any request. If it is used on one request, it should be used on all.

A UA understands this information when received in any request.

Proxies pass on this information.

Discussion point: Table 4 defines this header also as a response header. Section 18.2 also defines its use in responses. Discussion on the IETF list implies that this is an error that will be corrected in future versions of the specification, and therefore it is assumed that this header is NOT valid for responses.

3
Summary of 3GPP status

As above. 

This is primarily a UA generated header, and therefore there is no justification in adopting a 3GPP specific behaviour.

It will not be used between UA and registrar, therefore it is not appropriate in REGISTER requests.

4
Proposed changes to the tables of 24.229

The following changes are identified to the tables of 24.229.

Note that currently there is no requirement to support all the documented methods within 3GPP. If the 3GPP status of the associated PDU is n/a, then the 3GPP status within the header tables should also be n/a, and override what is specified below. 

The values c1, c2, etc. used in the changes below are unique to this proposal only, and the index values will be changed to reflect the correct placing with the tables when included in 24.229. 

4.1
Status at the user agent

Include new major capabilities as follows in table 5.3 (Major capabilities)

Item
Does the implementation support
Reference
RFC status
Profile status


Capabilities within main protocol




xx
Authentication between UA and UA
[1] 19
o
o

xy
Authentication between UA and registrar
[1] 19
o
n/a

Modify table 5.6 (ACK request), table 5.8 (BYE request), table 5.20 (CANCEL request), table 5.30 (COMET request), table 5.42 (INFO request), table 5.54 (INVITE request), table 5.67 (OPTIONS request), table 5.80 (PRACK request), table 5.92 (REFER request):

xx
Authorization
[1] 10.11
c1
c1
[1] 10.11
c1
c1

c1: IF 5.3/xx THEN m ELSE n/a

Modify table 5.105 (REGISTER request):

xx
Authorization
[1] 10.11
c2
n/a
[1] 10.11
c2
n/a

c2: IF 5.3/xy THEN m ELSE n/a

Delete the row relating to the Authorization header from all tables relating to responses.

4.2
Status at the proxy

Modify table 5.121 (ACK request), table 5.123 (BYE request), table 5.135 (CANCEL request), table 5.145 (COMET request), table 5.157 (INFO request), table 5.169 (INVITE request), table 5.182 (OPTIONS request), table 5.195 (PRACK request), table 5.207 (REFER request), table 5.220 (REGISTER request).

xx
Authorization
[1] 10.11
i
i
[1] 10.11
m
m

Delete the row relating to the Authorization header from all tables relating to responses.

