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1. Summary 

This contribution discusses the handling of ICMP messages by SIP. The contribution concludes that -due to security reasons - the ICMP messages should be ignored by the 3GPP SIP implementations.

2. Introduction 

SIP is an application-layer control (signaling ) protocol for creating modifying and terminating sessions. SIP is a transaction-oriented protocol, with requests sent by clients to servers and servers responding back to the clients. SIP-layer entities (i.e. UAs, Proxies, Registrars, and Redirect servers) incorporate client and/or server programs. SIP is designed to be independent of the underlying lower-layer transport and network protocols. In an Internet context, SIP utilizes both UDP and TCP as transport protocols and the Internet Protocol (IP) as the network protocol. The IP provides an unreliable delivery service by arranging for each router to forward the IP packets. The IP packets travels from router to router untl they reach their final destinations. Whenever a router can not forward or deliver the IP packet to the next hop, it sends an Internet Control Message Protocol (ICMP) message back to the source and discards the IP packet. The IMCP allows internet routers to send error and control messages to other routers and hosts. For example, whenever a router can not forward or deliver the IP packet to the specified host, it sends a "destination unreachable" ICMP message back to the source. Although originally designed as an error reporting mechanism, currently any arbitrary host or router on the internet can send an IMCP message to any other host on the global internet. This feature has widely been used on the internet. One of the most frequently used debugging tools uses the ICMP echo request and reply messages to detect if the indicated host on the global internet is reachable ("pings the host"). Since any entity on the internet is a legitimate source of ICMP messages, the ICMP system is intrinsically a non-secure mechanism.
3. Discussion 

SIP Handling of ICMP Messages  

SIP provides its own reliability mechanism. The client generates a request and sends it to the server. A server may issue one or more provisional responses before sending a final response. Responses terminate request re-transmissions. If the response is not received, a client using UDP retransmits the request with an exponential backoff. The client ceases retransmission if it received provisional or definitive response, or if it has retransmitted the request a predetermined number of times. However, if the underlying network layer returns an ICMP message indicating that the intended destination is unreachable, SIP recommends that the client ceases to retransmit the request. As indicated in the RFC 2543:

1.4.2 Locating a SIP Server
"A client SHOULD be able to interpret explicit network notification (such as ICMP messages) which indicate that a server is not reachable, rather than relying solely on time-outs." 

10.4 ICMP Handling

"Handling of ICMP messages in the case of unreliable transport protocol messages is straightforward. For requests, a host, network, port, or protocol unreachable error SHOULD be treated as if a 400-class response was received."

Hence, SIP - as defined in RFC 2543 - recommends that some ICMP messages acquire equivalent status as SIP response messages. In that respect the relevant ICMP messages become an integral part of SIP protocol. 

3GPP Security Requirements

The 3GPP security requirements (TS 33.200) state that "protecting the core network signaling protocols is a clear architectural requirement for 3G systems." The security services that should be supported include entity authentication, message-origin authentication, and message integrity. These services will insure that the claimed identity of the message-sender is correct and that the received message has not been modified, duplicated, or replayed. Hence, the security association between the SIP-message sender and the receiver has to be established and all SIP traffic has to be protected by some security mechanism.

4. Conclusion 

The ICMP system assumes that any router and host on the internet can send an IMCP message to any other host on the global internet. Therefore, the ICMP system is intrinsically a non-secure mechanism. Since, the 3GPP architecture requires security association between the SIP-layer entities, the ICMP messages should be ignored by the 3GPP SIP implementations.
5. Proposal 

It is proposed that the CN WG1 sends a liaison statement to the SA WG3 requesting a clarification pertaining to handling of the ICMP messages in 3GPP SIP implementations.










































