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1 Abstract

This contribution addresses the issue raised in Tdoc N1-010522 at Sophia Antipolis and other documents, where several mechanisms to refresh SIP sessions have been investigated.

2 Introduction

SIP sessions are usually established through a series CSCFs. Typically some of those CSCFs are call stateful proxies, whereas other are call stateless. The P-CSCF and the S-CSCF are examples of typical call stateful SIP proxies, whereas the I-CSCF may be call stateless.

This document studies certain scenarios where call stateful proxies, under certain circumstances, may not be informed that the session is terminated (e.g., a BYE is received). These SIP proxies will not have a deterministic method of determining that the session has died. 

The contribution also proposes a solution based on the use of the SIP Session Timer [Sess_Timer].

3 Discussion

This section describes two possible scenarios where certain failure situations might lead to having states installed in the S-CSCF that would never be cleared. These are just some examples of failure scenarios. Other similar and more complex scenarios might exist.

Section 3.1 describes a scenario where a P-CSCF fails and might prevent other nodes in the network to be informed when the session has finished.

Section 3.2 describes a further complication in the above scenario, where the P-CSCF failure is followed by failure in the signalling with the other terminal.

3.1 Scenario 1

Assume a session between two mobile terminals is already established. A signalling path is already created end to end through a series of  P- and S-CSCFs. Let’s assume that a P-CSCF #1 fails, as depicted in Figure 1.

[image: image1.wmf]UE #1

P-CSCF #1

S-CSCF #1

S-CSCF #2

P-CSCF #2

UE #2


Figure 1: P-CSCF#1 fails in an established session

The media doesn’t go through the CSCF, so the media flow can still continue, even if the P-CSCF #1 has failed. The users, as they are already engaged in a multimedia session, will not notice any failure.

If UE #1 sends a BYE at this time, it will never reach the failed P-CSCF #1. The BYE will be repeated a maximum of 11 times (assuming UDP is the transport protocol), according to RFC 2543. After that, the UE #1 stops sending BYEs. Therefore, if within the time those 11 BYEs are sent, the P-CSCF is not recovered, the rest of CSCFs will not be able to receive the BYE, and therefore, will not be able to release the used resources and clear the states. These CSCFs need to rely on a BYE received from UE #2 in order to release the used resources. This might happen or not, as described in Scenario 2.
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Figure 2: UE #1 sends a BYE that never reaches the remote end

Once UE #1 has send the BYE 11 times, it will remove any state and the session will be finished. However, the rest of the CSCFs and UE #2 have no knowledge of this situation. The session will be set up forever.

3.2 Scenario 2

This scenario is an evolution from scenario 1 above. Assume that, apart from the failed P-CSCF #1, some other complications occur. One of this might be that the UE #2 goes flat battery. Another one is that the P-CSCF#2 fails (crashes), or the network connection between the P-CSCF #2 and the S-CSCF #2 is broken. 
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Figure 3: P-CSCF#1 fails and connection to the UE #2 fails

In any of these complications, both S-CSCF #1 and S-CSCF #2 will not be able to received a BYE from UE #2. And they will not be able to receive either a BYE from UE #1 as the P-CSCF #1 is failed. The effect is that both S-CSCF #1 and S-CSCF #2 will have used resources forever, or until the S-CSCF is rebooted. Obviously, reboots in order to clear states and release resources are not desirable.
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Figure 4: State in the S-CSCF #1 and S-CSCF #2 are never cleared

4 Proposed solution

A solution to the problems highlighted above is to implement a session refreshing mechanism. The session refreshing mechanism mandates to refresh the session before a negotiated timer expires. If the session is not refreshed, it is finished, states are cleared and resources are released.

The IETF SIP working group has already designed a mechanism to refresh active sessions based on a SIP session timer [Sess_Timer]. The mechanism is based on sending periodic re-INVITEs to refresh the session. In the event that an INVITE is not received before the session timer expires, the session is considered to be dead, the intermediate proxies will release the resources associated with the session and the refreshing endpoint will send a BYE.

The current session timer document [Sess_Timer] allows only one of the User Agents to support the mechanism. It also allows the intermediate proxies to either support or encourage its use.

From the 3GPP point of view, it is desirable that:

1. All the 3GPP terminals support the session timer. This is to allow the refreshing of established between 3GPP terminals to non-3GPP terminals.

2. The call stateful proxies (e.g., the P-CSCF, S-CSCF) requires and encourages that at least one of the terminals supports the session timer and requires it to refresh the session.

The session timer draft [Sess_Timer] defines a new header, Session-expires, which sets the value of the timer controlling the duration of the session. The terminal responsible to do the refresh must refresh the session before the timer expires. The value of the timer is negotiated at session setup: the terminal sends a proposed value that can be narrowed down by intermediate proxies.

The proposal is to mandate 3GPP terminals to support the session timer with an initial high value (e.g. 12 hours). Then, the network (e.g., S-CSCF) can narrow down that value, having the effect that the network sets the timer. It is recommended that the network narrow down the value to a recommended value of 1 hour.


[image: image5.wmf]UE #1

P-CSCF #1

S-CSCF #1

S-CSCF #2

P-CSCF #2

UE #2

BYE

BYE

BYE

BYE

BYE

BYE

State removed from

the S-CSCF after 1

hour since last refresh

State removed from

the S-CSCF after

session timer expires


Figure 5: States are removed from the S-CSCFs

There have been concerns on the extra use of the air interface for re-INVITEs due to a session timer. However, if the proposed mechanism is adopted, a sequence of INVITE-200 OK- ACK every hour is negligible.

Note that the proposed is not useful for charging/billing purposes but is simply for clearing up state in the network. This is because of the long refreshing timer values.

5 Conclusion

It has been demonstrated that there are certain odd conditions that can lead to leave used resources in the CSCF forever. 

It has been pointed out a solution, standardized in the SIP WG in the IETF, which will solve those odd conditions. A recommended use of the session timer for 3GPP environment has been proposed, including recommended values for timers.

6 References
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