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Currently, the stage 2 specification 33.102 states that if the network has to re-transmit the AUTHENTICATION (& CIPHERING) REQUEST message for any reason, then it may do so using the same authentication parameters as were in the original message (RAND, AUTN).  However, in the stage 3 specification 24.008, those parameters would be seen by the mobile as not being ‘fresh’ and a re-synchronisation procedure would be invoked.  This would be an unnecessary use of valuable resources.
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The MS shall remember the last received authentication parameters so that it may check whether newly received parameters are re-transmissions of previously sent parameters or are ‘replayed’ by an attacker.
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4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists. With exception of the cases described in 4.3.2.5.1, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. 

In a GSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key shall be deleted. The new GSM ciphering key shall be stored on the SIM together with the ciphering key sequence number.

In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the SIM together with the ciphering key sequence number.

The SIM will provide the mobile station with the authentication response, based upon the authentication challenge from the network. A UMTS authentication challenge will result in the SIM passing a RES to the ME. A GSM authentication challenge will result in the SIM passing a SRES to the ME.
For a UMTS authentication challenge, the ME shall store the RAND from the last received AUTHENTICATION REQUEST message, along with the RES returned from the SIM as a result of it processing that RAND.  These two parameters shall be stored in the ME and then deleted upon receipt of the SECURITY MODE COMMAND, CIPHERING MODE COMMAND or if the ME is switched off.

When an AUTHENTICATION REQUEST is received from the network, the MS shall check to see if any RAND and RES are stored.  If a RAND and RES are found, the stored RAND shall be compared with the RAND in the AUTHENTICATION REQUEST message.  If the RAND parameters are the same (i.e. the challenge is the same) then the MS shall send the AUTHENTICATION RESPONSE message with the stored RES.  If the RAND parameters are different or if no RAND and RES is currently stored (i.e. the challenge is new), then the MS shall process the AUTHENTICATION REQUEST in the normal way, overwriting the previously stored RAND and RES with the new received RAND and RES.
4.7.7.2
Authentication and ciphering response by the MS

In GSM, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

In a GSM authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network.  The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A UMTS authentication challenge will result in the SIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In UMTS, an MS capable of UMTS only shall ignore the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message. An MS capable of both UMTS and GSM shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message in order to use it at an inter system change from UMTS to GSM.

If the AUTHENTICATION AND CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]).
For a UMTS authentication challenge, the ME shall store the RAND from the last received AUTHENTICATION & CIPHERING REQUEST message, along with the RES returned from the SIM as a result of it processing that RAND.  These two parameters shall be stored in the ME and then deleted upon receipt of the SECURITY MODE COMMAND, CIPHERING MODE COMMAND or if the ME is switched off.

When an AUTHENTICATION & CIPHERING REQUEST is received from the network, the MS shall check to see if any RAND and RES are stored.  If a RAND and RES are found, the stored RAND shall be compared with the RAND in the AUTHENTICATION & CIPHERING REQUEST message.  If the RAND parameters are the same (i.e. the challenge is the same) then the MS shall send the AUTHENTICATION & CIPHERING RESPONSE message with the stored RES.  If the RAND parameters are different or if no RAND and RES is currently stored (i.e. the challenge is new), then the MS shall process the AUTHENTICATION & CIPHERING REQUEST in the normal way, overwriting the previously stored RAND and RES with the new received RAND and RES.
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