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1 Introduction

The case of forward handover when there is no Iur is not currently supported in the specifications.  A UE moving outside of the coverage area of the SRNC will lose the RRC connection due to a failed cell/URA update. RAN2 proposed the use of a cause value indicating the absence of Iur in the cell/URA update reject.  

However, the SRNC or the CN is not aware of this failure and will continue to maintain the existing Iu connection to the SRNC until the RRC connection times out in the SRNC (e.g., due to cell/URA update timer expiry).

A recovery procedure needs to be decided for this case where the UE has moved to PMM idle state while the SGSN/SRNC believes the UE is still connected to the SRNC.
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2 Uplink data/signalling

If in this state, the UE has any signalling or data to send, it will initiate a new connection.  This will result in the SGSN having two Iu connections for the same UE.

The SGSN should validate the new signalling connection before releasing the old Iu connection to ensure that the new connection is originated by the authentic UE.  

This can be done either by:

1) authenticating the UE over the new connection or by performing a security mode command.   

2) Use security mode command.  The RNC is expected to return a security mode reject on integrity failure of the security mode set up in the UTRAN.  This should be confirmed with RAN2/RAN3.

In either case, only after validating the new Iu connection is the previous Iu connection released by the SGSN.   The SGSN should also continue to communicate over the old Iu connection while validating the new Iu connection.  This is required to prevent denial of service attacks by fraudulent UEs. 

3 Downlink data transmission

Two cases need to be considered here – 1) where the new cell of the UE is another RA.  This will force the UE to perform a RAU immediately after cell/URA update failure.   This then follows the procedure of uplink case above to trigger the recovery.

2) Where the UE is still in the same RA (for e.g., where the RA spans the two RNCs):

In this case, the SGSN and RNC not aware that the UE has moved out of the RNC coverage area will try to send data/signalling over the old link.   

A failure to communicate with the UE could result in the RNC releasing the Iu connection forcing the SGSN to page the UE over the RA and re-establish the connection.  However, this can result in a large break of communication while the RNC times out and releases the Iu connection.

Alternatively, the UE can perform a RAU on receiving a cause value of “No Iur” in a Cell/URA update failure message.  This will then trigger a recovery as indicated for the different RA case.

4 Proposal

To ensure minimal disruption of service, it is proposed that the UE performs a RAU on a cell/URA update failure of cause No Iur.

It needs to be confirmed from RAN groups 

1) if the failure cause is implemented in cell/URA update failure

2) if security mode reject is to the CN sent on integrity failure of security mode set up between RNC and UE. 
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