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Introduction

This contribution presents a draft of  a new SIP extension. It is for the purpose of information and discussion. The proposed extension provides a generic way for establishing outbound proxy route, and pass the information back to the User Agent Client during registration. This proposal will provide a clean and efficient solution to 3GPP’s requirements on passing contact names between CSCFs and establishing outbound proxy (CSCFs) route  for a user during SIP registration.

This draft is not yet complete, and is still being discussed  with some of the key people in IETF SP WG. The main concern from the IETF SIP WG is the need of such a generic solution for setting up a proxy route. Their view is that if this feature is only required by 3GPP, an implementation specific solution, such as the use of  SIP message body, should be considered.

It is suggested that 3GPP working group CN1 note the document, and comments are requested to be made off line as to improvements, changes, or even alternative mechanisms.

Note: The paper is written in IETF Internet drafts form, which does not include all the 3GPP specific requirements.

1 Executive Summary

The Session Initiated Protocol (SIP) uses Recorded-Route to record outbound route information during a call leg. Many services will require outbound  proxy route information be maintained for the duration of a registration for a particular user. 

One example is the 3G wireless application of  SIP. For the entire duration of a registration, a wireless mobile is required to pass all the requests of the registered user through a set of proxy servers which are identified during the registration procedure.

To achieve this, SIP needs to provide a mechanism that allows a proxy to indicate its requirement to be in the path for subsequence requests. It is proposed that any proxy with this requirement should add itself into the response back to the UAC or upstream SIP proxy servers during the registration procedure. 

In this draft, we propose the following extension to SIP to support  the establishment of a default outbound proxy route for  an SIP user during registration. 

1) A Path header is used in the REGISTER request and its 200OK response  to convey the information about  proxy servers identified in the outbound path back to the UAC or an upstream proxy server. During the registration, each proxy that requires to be in the path for subsequent requests from the registered user, will insert itself into Path header of the REGISTER message. The registrar will then copy this information into the 200 OK response. The UAC will save this information, and use it for routing the user initiated requests for the duration of the registration.  The path header contains a list of globally reachable request URIs that identify the proxy servers.
2) A new option tag “path” is defined. This tag will be used in the Supported header by the initiating UAC  indicating that it understands and supports the proposed extension in the request. The response will also have the same option tag in its supported header. 
[Editor’s Note: Need to identify other possible solutions and provide the arguments for not using them.]

Issues:

This extension is not applicable for third party registration.  In this scenario,  the UAC that register the user will not be the UAC that sends out the other requests (such as INVITE).

2 Protocol Overview

Outlined below is an overview of the usage of Path header for establishing the default route for user initiated request during registration. As the result of the registration, an outbound proxy route is established for the user for the duration of this registration. This proxy route may be used by the UAC to pre-load the Route for subsequent outgoing requests for the User in that registration period.

Consider a basic SIP REGISTER->200 OK registration case  with a proxy (Proxy 1). If the UAC supports Path header, it includes the “path” option tag in the Supported header. If the UAC requires the default forwarding path information as part of the registration, it includes the option tag “path” in the Require header. The UAC initiates the REGISTER request to its proxy server, Proxy 1,  with the calling party information. If Proxy 1 insists on being part of the outbound route, it inserts a Path header in the REGISTER request containing its hostname in for form of request URI. The REGISTER request is then forwarded by Proxy 1 to  the registrar (Terminating Proxy). If the registrar does not support the path extension and the option tag “path” is included in the Require header, it will reply with a negative response.  If it supports the  required extension, the registrar adds a contact name to the beginning of the Path header. In the case that no Path header has been created, the registrar inserts a Path header in the 200 OK response containing a contact name (contact proxy) in the form of request URI. The 200 OK response to the REGISTER will be forwarded back to the UAC with the Path header. The UAC that receive this response will save the path information and it’s associated user information in the To header. It may  use the path information to construct the route, and use it for all the subsequent requests from the user (base on the From header).  

In summary,  the Path header 

1) only applies to REGISTER request and its 200 OK response;

2) only identifies the outbound proxy route for the registered user on the particular UAC

3) only persists for the duration of a registration.

3 SIP header extension and option tag for establishing outbound proxy route during registration

3.1 Path Header Syntax

The Path Header field has the following syntax:


Path = “Path” ”:” 1*(name-addr *(“;” rr-param))


rr-param = generic-param

3.2 Detailed Protocol Semantics

The Path header extension is only applicable to the REGISTER request and its 200 OK response.

3.3 UAC Behavior

Any UAC that supports the path extension MUST include option tag “path” in the Supported header in REGISTER messages. If a UAC requires the outbound proxy route, it MUST include the option tag “path” in the Require header. When an UAC that supports the 

Path SIP extension receives a 200 OK response to a REGISTER request, it MUST save the path information and its association with a particular user (as identified by the To header) for the duration of the registration. For subsequent requests from this user,  as identified by the From header field within the proposed request, the UAC may use the path information stored for that user to construct the Route header. 

Construction of the Route Header
A UAC builds the Route header field for subsequent requests from the Path header fields

received in a 200 OK response to a REGISTER.

If a UAC finds a Path header in a 200 OK response to a REGISTER, it MUST copy the contents of the Path header into Route header fields of all

subsequent requests from the same user, reversing the order of fields, so that the first entry is the server

closest to the UAC.  It MUST also add the calling URL to the end of the Route header list to ensure the reach of  the final destination of the request.

Path Proxy Route and the Recorded-Route Header

Since the Path header is a way to pre-load the Route , the UAC MUST follow the rules defined for the pre-loaded route when comes to the process of Recorded-Route header. The outbound proxy route identified by the Path header must persists through the duration of the registration.

[Editor’s note: I am not 100% sure there is clear definition on the relationship between pre-load Route and the recorded Route, or the definition will agree with our requirement. It requires further study]

Path Proxy Route and other pre-loaded Route

[Editor’s note:  What will be the UAC’s behavior when user specifies a pre-loaded route for the outgoing requests? It is being discussed in the SIP working Group. We need to pay attention to the outcome] 

3.4 Registrar Behavior

The registrar that supports this extension MUST insert the Path header into the 200 OK response to a REGISTER containing a contact  proxy name for the user initiated requests in the form of Request URI. It MUST include the address of the Contact names in “maddr” URL parameter if it is required to reach the exactly the same server. 

[Editor’s Note: Should I state that the contact name must be a proxy that is part of the path that the REGISTER has traversed?]

NOTE: If the “path” option tag is included in the Require header of the REGISTER request, the Register sends a negative response if it does not support the extension as required by the standard Require header behaviour.

3.5 Forwarding Proxy Behavior

The proxy server MUST insert its own name in the form of request URI into the Path header of the REGISTER request if it insisting to be in the path of all subsequent user initiated requests,. it MUST add its Request URI to the front of  the list in the Path header. 

NOTE: If the proxy server does not support the path extension, or does not wish to be in the path of subsequent user initiated request, it will simply forward the response.

4 Backward compatibility

This extension is completely backward compatible.

5 Security

[Needs to add]

6 Example of Use

Figure 1 gives a highly simplified registration call flow for a wireless network. A user using its mobile UE sends a REGISTER request to it’s outbound proxy to register with the registrar in its home network. As the result of the registration, a outbound proxy is required to be established that contains the outbound proxy, the firewall proxy, and the serving proxy. In addition to that, the Outbound proxy and the Serving proxy are required to be stateful which means all the outgoing requests from the user and their responses must go through the same proxy hosts. As for the Firewall proxy, it’s not required to be stateful, and may be selected based on load balancing for each transaction. 

User/UE    Outbound Proxy    Firewall Proxy    Registrar/serving proxy

     |                |                |                |

     |   REGISTER F1  |                |                |

     |--------------->|   REGISTER F2  |                |

     |                |--------------->|   REGISTER F3  |

     |                |                |--------------->|

     |                |                |                |

     |                |                |                |

     |                |                |    200 OK F4   |

     |                |    200 OK F5   |<---------------|

     |     200 OK F6  |<---------------|                |

     |<---------------|                |                |

Figure 1: Example registration for a wireless network

Below are some of the definitions that are used to construct the SIP messages.

· User SIP URL :  user1@home_network.net

· IP address of UE:  [5555::aaa:bbb:ccc:ddd]
· Outbound proxy address:  Oproxy.visited_network.net
· Firewall proxy address:  Fproxy.home_network.net
· Serving proxy address: Sproxy.home_network.net

· User’s Temporary SIP URL at outbound proxy : user1%40home_network.net@Oproxy.visted_network.net
· Registrar in the home domain: registrar.home_network.net  This address is used in the initial SIP REGISTER message as part of the request URI.  It is used by the UE because the actual address of the serving CSCF (intended Registrar) is not known.  This address is also used by the OUTBOUND PROXY and the FIREWALL PROXY to  route the SIP request to the proper SERVING PROXY in the home domain.

1. F1 REGISTER User -> Outbound Proxy

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:[5555::aaa:bbb:ccc:ddd]>
Require: path
Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

2. F2 REGISTER Outbound Proxy -> Firewall Proxy

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP Oproxy.visited_network.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home_network.net@Oproxy.visited_network.net>
Require: path
Path: <sip:Oproxy.visited_network.com; maddr=[5555::111:222:333:444]>
Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

3. F3 REGISTER Firewall Proxy -> Registrar/Serving Proxy

REGISTER sip: Sproxy.home_network.net SIP/2.0

Via: SIP/2.0/UDP Fproxy.home_network.com

Via: SIP/2.0/UDP Oproxy.visited_network.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home.net@Oproxy.visited_network.net>
Require: path
Path: <Fproxy.home_network.com;>,

      <sip:Oproxy.visited_network.com; maddr=[6666::111:222:333:444]>

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

4. F4 200 OK REGISTrar/Serving Proxy -> Firewall Proxy

SIP/2.0  200 OK

Via: SIP/2.0/UDP Fproxy.home_network.com

Via: SIP/2.0/UDP Oproxy.visited_network.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Path: <sip:Sproxy.home_network.com; maddr=[5555::666:777:888:999]>,

      <sip:Fproxy.home_network.com;>,

      <sip:Oproxy.visited_network.com; maddr=[6666::111:222:333:444]>

Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

5. F5 200 OK Firewall Proxy -> Outbound Proxy
SIP/2.0  200 OK

Via: SIP/2.0/UDP Oproxy.visited_network.com

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Path: <sip:Sproxy.home_network.com; maddr=[5555::666:777:888:999]>,

      <sip:Fproxy.home_network.com;>,

      <sip:Oproxy.visited_network.com; maddr=[6666::111:222:333:444]>
Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

6. F6 200 OK Outbound Proxy -> User
SIP/2.0  200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Path: <sip:Sproxy.home_network.com; maddr=[5555::666:777:888:999]>,

      <sip:Fproxy.home_network.com;>,

      <sip:Oproxy.visited_network.com; maddr=[6666::111:222:333:444]>
Call-ID: 123456789@[5555::aaa:bbb:ccc:ddd]

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0
