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4.3.2
Authentication procedure

4.3.2a
Authentication procedure used for a UMTS authentication challenge

The purpose of the authentication procedure is fourfold:


First to permit the network to check whether the identity provided by the mobile station is acceptable or not (see GSM 03.20);


Second to provide parameters enabling the mobile station to calculate a new ciphering key.


Third to provide parameters enabling the mobile station to calculate a new integrity key.


Fourth to permit the receiving entity to check the integrity of the network.

The cases where the authentication procedure should be used are defined in GSM 02.09.

The authentication procedure is always initiated and controlled by the network.  However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.
MS supporting UMTS or GSM shall support UMTS authentication challenge.
4.3.2b
Authentication Procedure used for a GSM authentication challenge 

The purpose of the authentication procedure is twofold:


First to permit the network to check whether the identity provided by the mobile station is  acceptable or not (see GSM 03.20);


Second to provide parameters enabling the mobile station to calculate a new ciphering key.

The cases where the authentication procedure should be used are defined in GSM 02.09.

The authentication procedure is always initiated and controlled by the network.

4.3.2.1
Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see GSM 03.20 (GSM) and TS 33.102 (UMTS)). It also contains the ciphering key(s) sequence number allocated to the key which may be computed from the given parameters.

4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists. It shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. The new ciphering key (GSM authentication challenge) or the new ciphering key and the new integrity key (UMTS authentication challenge) calculated from the challenge information shall overwrite the previous one(s) and be stored on the SIM before the AUTHENTICATION RESPONSE message is transmitted. The ciphering key(s) stored in the SIM shall be loaded in to the ME when any valid SECURITY MODE COMMAND is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in GSM 04.18 section 3.4.7.2 (GSM) or in TS 25.331 (UMTS)). The ciphering key sequence number shall be stored together with the calculated key(s).

The SIM will provide the mobile station with the authentication response, based upon the authentication challenge from the network.  For example, a UMTS authentication challenge will result in the SIM passing a RES, a Ciphering Key and an Integrity Key to the mobile station.  A GSM authentication challenge will result in the SIM passing a SRES and a Ciphering Key to the mobile station.

4.3.2.3
Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20).

4.3.2.4
Ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets.In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter and the ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter and the ciphering key and the integrity key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence numbers are introduced. The sequence number is managed by the network in the way that the AUTHENTICATION REQUEST message contains the sequence number allocated to the key(s) which may be computed from the RAND parameter carried in that message.

The mobile station stores this number with the key(s), and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which sequence number the stored key or set of keys has. When the deletion of the sequence number is described this also means that the associated key(s) shall be considered as invalid.

The network may choose to start ciphering with the stored key(s) (under the restrictions given in GSM 02.09) if the stored sequence number and the one given from the mobile station are equal.

4.3.2.5
Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in section 3.5.of 04.18 (GSM) or in TS 25.331 (UMTS).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3 of 04.18 (GSM) or in TS 25.331 (UMTS).

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI. If the MS has a separate ongoing RR connection to a different core network node, it shall consider this separate connection as still being good.

4.3.2.6
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.


Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘CS MAC failure’ (see 33.102). Thereafter the procedural behaviour is ffs.

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘CS Synch failure’ and parameters provided by the SIM (see 33.102)  Upon receipt of this message, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

NOTE:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.

4.3.2.7
Abnormal cases

(a) RR connection failure:


Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in section 3.5.
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Figure 4.2/TS 24.008: Authentication sequence: (a) authentication; (b) authentication rejection.







