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1. Introduction

TS 33.102 Security Architecture specifies new authentication and key agreement. This contribution studies that and proposes additional new messages to specify that in the 24.008.

2. Abstract
Purpose of authentication and key agreement procedure is to authenticate the user and establish a new pair of cipher and integrity keys between the SN/VLR and the MS. The abstract of the procedure that is specified in TS 33.102 is shown in Figure 1.


[image: image1.wmf]USIM

SN/VLR

U

SER

 

AUTHENTICATION

 

REQUEST

(

RAND || AUTN

)

USER

 

AUTHENTICATION

 

RESPONCE

(

RES

)

USER

 

AUTHENTICATION

 

REJECT

(

CAUSE

)

SYNCHRINISATION

 

FAILURE

(

RAND

MS

 || AUTS

)

Verify

 MAC

Verify

 SQN

Compute RES


Figure 1: Authentication and key establishment

The SN/VLR sends User Authentication Request message including RAND and AUTN to user.

Upon receipt that message the user computes SQN from AUTN. Then the user computes XMAC and compares this with MAC witch is included in AUTN. Then user verifies that received SQN is in the correct range. Then the user computes RES using RAND and sends User Authentication Response message to the SN/VLR.

If XMAC != MAC the user send User Authentication Reject message to the SN/VLR with a cause and the user abandons procedure.

If the user consider SQN to be not in the correct range, the user sends Syncronisation Failure message including RAND and AUTS and the user abandons the procedure.

Upon receipt User Authentication Response message the SN/VLR compares RES with XRES. If XRES = RES then the authentication of the user has passed.

3. New messages

The authentication and key agreement is different from GSM. There are additional new parameters, variable length parameters, and new messages. The impact for GSM is very big if the all modification is done in GSM.
The following new messages shall be specified in the 24.008 for 3G security.

· USER AUTHENTICATION REQUEST

· USER AUTHENTICATION RESPONSE
· USER AUTHENTICATION REJECT

· SYNCHRONISATION FAILURE

4. Parameters

The following parameters included each messages shall be specified in 24.008. The length of those parameters specifies in TS 33.103 that is stable in S3 and will be approved in next SA plenary.

message
parameter
length
note

USER AUTHENTICATION REQUEST
RAND
128 bits



AUTN
97- 129 bits


USER AUTHENTICATION RESPONSE
RES
32-128 bits


USER AUTHENTICATION REJECT
CAUSE

FFS

SYNCHRONISATION FAILURE
RAND
128 bits



AUTS
97- 129 bits


5. Proposal

This contribution proposes to specify those procedures, messages and parameters in 24.008 based on this contribution.
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