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1. Overall Description:

In the current SA2 GUP stage 2 document, the authorization is the responsibility of the GUP server and the RAF: "The GUP Server shall take care of the authorization of the access to the user profile data. The authorization itself may be handled by a separate entity in the network, or alternatively by the RAF or GUP Data Repository."

In most cases, authorization involves some complicated authorization logic that involves some context information such as requestor identity, purpose of the request, etc.

It appears to CN4 that having both GUP server and RAF handle authorization creates an un-needed complication and will result in some overhead.

The advantages of a solution where the authorization logic is only handled by the GUP servers have the following advantages.

· Simplicity

Authorization logic and authorization data are only handled by one entity.  RAF implementations do not need to implement authorization logic and interfaces.

· Consistency

Having authorization logic and authorization data handled by one entity avoids conflicts or inconsistencies (e.g. conflicting authorization rules available at different RAFs). This is also more in-line with the "single point of access" philosophy of GUP.

· Overload avoided at the RAF

This proposal reduces the functionality of the RAF to a strict minimum which is valuable, since the RAF is going to live next to core network components,

· More efficient in terms of bandwidth

Authorization decisions require some context information (e.g. purpose of the request, etc.). In the case where the authorization logic is handled by the GUP server and by the RAF, messages containing context information needs to be passed to both.

During CN4 internal discussions related to this issue, two important-use cases related to this change have been raised. CN4 wishes to share with SA2 how the proposal addresses these the following two important cases: (1) non-proxy mode and (2) visited network.

1. Use case: GUP server in non proxy mode

In the case where the GUP server does not behave according to the proxy mode, authorization can be handled as follows. The application sends a request to the GUP server.

The GUP server performs the authorization logic and rewrites the request accordingly. The request is signed by the GUP server (using any form of cryptographic certificate).

The signed request is sent back to the application. The application forwards the request to the corresponding RAF. The RAF checks that the signature corresponds to the GUP server. If the check fails, the request is denied. If the check is valid, the data is sent back to the application.

2. Use case: Visited Network application

As defined in TS 23.240, visited network applications will access Home Network GUP data through the Home Network GUP server. The Home Network GUP server will apply the authorization logic for inter network authorization policies.

2. Actions:

To SA2 group.

ACTION: 

CN4 kindly asks the opinion of SA2 on the proposal where the authorization logic would be only handled by the GUP server but could be applied in the RAF by the means explained above. CN4 does not see any conflict with the current TS 23.240 but seeks clarification that the intended architectural requirements are fulfilled by the mechanisms proposed by CN4.

3. Date of Next CN4 Meeting:

CN4 #24
16th – 20th August 2004

Sophia Antipolis, FRANCE

CN4 #25
15th – 19th November 2004
Pusan, South-Korea

