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5.1.1
Initial authorization at PDP context activation
The GGSN receives binding information during the activation of a PDP context by the UE. To perform initial authorization at the PDP context activation the GGSN shall send an authorisation request to the PCF including the binding information received from the UE.
The GGSN identifies the required PCF from the binding information. The binding information is formatted according to the structure of the policy element defined in [11] and shall include the AUTH_ENT_ID and the SESSION_ID attributes. The GGSN checks for a Policy Element of type AUTH_SESSION ([11]) and retrieves the AUTH_ENT_ID attribute from this. If this is in the form of a Fully Qualified Domain Name, then this is used to identify the correct PCF.
The GGSN authorisation request message to the PCF shall allow the GGSN to request policy information for authorisation of the media components carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media components, the GGSN shall enforce the policy decision. To enforce the policy decision, the GGSN shall install the packet filters received from the PCF, and ignore the UE supplied TFT.
If the PCF decision information indicates that the binding information provided by the GGSN is authorised, the GGSN shall proceed with activation of the PDP context. The GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

To ensure charging correlation, the GGSN shall send the GCID and GGSN address information to the PCF after the successful establishment of the PDP context, i.e. with the report following the initial authorization decision.
When the PCF detects that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, or is otherwise unable to authorise the binding information, the GGSN will receive a COPS decision message from the PCF carrying both an INSTALL and REMOVE decision. The reason for the rejection is indicated by the INSTALL decision with an appropriate authorisation request failure reason. The GGSN shall reject the PDP context activation with a corresponding error code, see annex D.. The error code is transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12]. The GGSN shall subsequently remove this state according to the REMOVE decision. For an initial authorisation request, the GGSN shall then send a COPS Delete Request State (DRQ) message to the PCF to remove the state in the GGSN and the PCF.
When the GGSN sends an authorization request to the PCF but the PCF does not respond with the decision message, the GGSN's action is according to the local policy in the GGSN. The local policy may be configured by the operator.

If the GGSN supports a local policy decision point (LPDP) configuration it may make local policy decisions in the absence of the PCF. The local policy decisions may be used to accept new PDP context activations while the connection to the PCF is lost. The synchronization behaviour between the GGSN and the PCF is based on the local policy configured by operators.

< Next modified section>

5.2.1.1
SBLP authorisation decision

The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements.
All media components in the SDP are authorised. The media components contain one or more IP flows each represented by a flow identifier. Cf. the definition of flow identifier in clause 3.1. The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios. The policy setup information provided by the P-CSCF to the PCF for each media component shall contain the following:
-
Destination IP address;

-
Destination port number;

-
Transport Protocol id;

-
Media direction information;

-
Direction of the source (originating or terminating side);

-
Indication of the group that the media component belongs to;
Editor's note: The format of this group indication in SIP/SDP is subject to CN1's decision.
-
Media type information;

-
Bandwidth parameter;

-
Indication of forking/non-forking.
Additionally, upon the P-CSCF receives the ICID in SIP signalling, it shall send the ICID to the PCF.
The PCF stores the authorised policy information, and generates an Authorisation Token to identify this decision. The Authorisation Token is passed back to the P-CSCF for inclusion in the SIP signalling back to the UE.

The Authorisation Token is in the form of a Session Authorisation Data Policy Element as described in [11]. The PCF shall include an AUTH_ENT_ID attribute containing the Fully Qualified Domain Name of the PCF and the SESSION_ID attribute.
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.
-
Decision on the binding information:

The authorisation shall contain the decision on verifying the binding information. The PCF shall identify whether the binding information indeed corresponds to an initiated SIP session. If the corresponding SIP session cannot be found, the PCF shall enforce the rejection of this PDP context request by sending an INSTALL and REMOVE decision to the GGSN. The reason for the rejection is indicated by the INSTALL decision with the "noCorrespondingSession" reason in the Authorisation Request Failure Decision. If the PCF is otherwise unable to authorise the binding information, the INSTALL decision shall identify a general authorisation failure with the "authorisationFailure" of the request reason in the Authorisation Request Failure Decision.

The authorization shall also contain decision on the list of flow_IDs contained in the bearer authorisation request sent by the GGSN representing the list of media components intended to be carried in the same PDP Context. This decision shall verify that these media components are indeed allowed to be carried in the same PDP Context. The PCF shall make this decision by comparing the list of flow_IDs contained in the bearer authorization request received from the GGSN to the media component grouping indication information received from the P-CSCF.

In case the UE violates the IMS level indication, and attempts to set up multiple IMS media components in a single PDP context despite of an indication that mandated separate PDP contexts, the PCF shall enforce the rejection of this PDP context request by sending an INSTALL and REMOVE decision to the GGSN. The reason for the rejection is indicated by the INSTALL decision with the "invalidBundling" reason in the Authorisation Request Failure Decision.

If the binding information and the list of flow_IDs are successfully authorised (verified) as per the means described above, the PCF shall also communicate the authorisation details for each media component to the GGSN.


The authorisation details contain the "Authorised QoS" and the packet classifier(s) of the associated IP flows. In case of an aggregation of multiple media components within one PDP context, the combination of the "Authorised QoS" information of the individual media components is provided as the "Authorised QoS".


Based on the media direction information and the direction of the source provided by the P-CSCF, the PCF shall define the direction (upstream or downstream) of the "Authorised QoS" and the packet classifier(s).

-
Packet classifier(s):

The PCF shall use the destination IP address(s), destination port number(s) and transport protocol id(s) to formulate a packet classifier(s).

-
If the source IP address, which is part of the standard 5-tuple for packet classifying, is provided by the P-CSCF in the SDP, then this shall be used. Based on operator policy the source IP address for bi-directional flows may be identified from the 64 bit prefix of the destination IP address. If the source IP address is not identified by the SDP information and not identified by the 64 bit prefix of the destination IP address then the source IP address shall be wildcarded by the PCF.

· If the source port number, which is part of the standard 5-tuple for packet classifying, is not provided by the P-CSCF in the SDP then the source port number shall be wildcarded by the PCF in the packet classifier.

-
The PCF shall send the destination address and the destination port number for each IP flow associated with the media component.
-
"Authorized QoS":

The "Authorised QoS" information (consisting of maximum DiffServ Class and Data Rate) for a media component is extracted from the media type information and bandwidth parameter of the SDP. The PCF shall map the media type information into a DiffServ Class which is the highest class that can be used for the media. As an example, the audio media type shall be mapped into Expedited Forwarding PHB.


The PCF shall extract the Data Rate value from the "b=AS" SDP parameter. The "b=AS" parameter in the SDP shall contain all the overhead coming from the IP-layer and the layers above, e.g. UDP, RTP. The Data Rate includes the overhead coming from the possible usage of RTCP. The PCF shall use this value when determining the data rate value applicable for the media component.


For non-real-time bearers the Data rate value shall be considered as the maximum value of the 'Maximum bitrate' parameter.


In case of an aggregation of multiple media components within one PDP context, the PCF shall provide the "Authorised QoS" for the bearer as the combination of the "Authorised QoS" information of the individual media components. The DiffServ Class in the "Authorised QoS" for the bearer shall contain the highest PHB amongst the ones applied for the individual media components and indicates the highest UMTS traffic class that can be applied to the PDP context.

Editor's note: It shall be possible the group identifiers to restrict the individual media components carried by the same PDP context to have the same PHBs.


The Data Rate of the "Authorised QoS" for the bearer shall be the sum of the Data Rate values of the individual media components/IP flows and it is used as the maximum Data Rate value for the PDP context.
The PCF may include the gate enabling command as part of the authorisation decision. Alternatively, the PCF may provide a separate decision for opening the gate.

The PCF shall send the IMS charging identifier provided by the P-CSCF as part of the authorisation decision to the GGSN.
Upon receiving the modified SDP information from the P-CSCF, the PCF shall update the media authorization information for the session. The PCF may push this updated authorisation information to the GGSN. Under certain condition e.g. revoke of authorization, the PCF shall push the updated policy decision to the GGSN.

< Next modified section>

Annex B (normative):
3GPP Go PIB
< Skipped text >

   -- -------------------------------------------------------------

   -- 

   -- 3GPP Go Authorization Request Decisions

   -- 

   -- PRCs for carrying the Event Decision send from PCF to PEP,

   -- carried by the COPS DEC message.

   -- These PRCs include support for Gates/Filters, QoS, ICIDs.

   --

   -- Failure Decisions can be defined by use of COPS-PR DEC message

   -- containing first an install decision (with objects indicating

   -- what failed and some indication to the GGSN how to react to this

   -- Error Decision), and second a remove decision (for cleanup of

   -- the installed Error Decision Object). 

   --

-- Failures indicated by PCF to GGSN

--   Authorization Failure

--   

   --

   -- Authorization Request Failure Decision Table

   -- 

   go3gppAuthReqFailDecTable OBJECT-TYPE 

       SYNTAX         SEQUENCE OF Go3gppAuthReqFailDecEntry 

       PIB-ACCESS     install  

       STATUS         current 

       DESCRIPTION 

           "The Authorization failure Table. Indicates failures decisions to the PEP." 

       ::= { go3gppDecInfoClasses 1 } 

   go3gppAuthReqFailDecEntry OBJECT-TYPE 

       SYNTAX         Go3gppAuthReqFailDecEntry 

       STATUS         current 

       DESCRIPTION 

           "Each go3gppAuthReqFailDecEntry is per request." 

       PIB-INDEX { go3gppAuthReqFailDecPrid } 

       UNIQUENESS { }   

       ::= { go3gppAuthReqFailDecTable 1 } 

   Go3gppAuthReqFailDecEntry ::= SEQUENCE { 

           go3gppAuthReqFailDecPrid        InstanceId,

           go3gppAuthReqFailDecReason      INTEGER

   }

   go3gppAuthReqFailDecPrid OBJECT-TYPE 

       SYNTAX         InstanceId 

       STATUS         current 

       DESCRIPTION 

           "An arbitrary integer index that uniquely identifies an 

           instance of the go3gppAuthReqFailDec class."

       ::= { go3gppAuthReqFailDecEntry 1 }

   go3gppAuthReqFailDecReason OBJECT-TYPE 

       SYNTAX         INTEGER {

                                           noCorrespondingSession (1),

                                           invalidBundling (2),

                                           authorisationFailure (3)
                                }

       STATUS         current 

       DESCRIPTION 

           "Reason for Auth Request Failure Decision given by PCF:




noCorrespondingSession:    No corresponding session was found

                                          by the PCF

            invalidBundling:

      In case the UE violates the IMS level indication, 
                                          and attempts to set up multiple IMS media components
                                          in a single PDP context despite of an indication 
                                          that mandated separate PDP contexts or if the list 
                                          of flow_IDs contained in the bearer authorization 
                                          request doesn't match with the grouping indication 
                                          information the PCF has received from the P-CSCF.
            authorisationFailure:         The PCF is unable to authorise the binding information.
                                          This is a generic failure indication that can be used

                                          if the actual reason is not any of the other specified

                                          reasons."

       ::= { go3gppAuthReqFailDecEntry 2 } 

< Skipped text >

< Next modified section>

Annex D (normative):
Go interface related error code values for the PDP context handling

The following error codes are used to indicate Go interface related errors from the GGSN to the UE. The error codes are transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008: 

Error code No. 1 "Authorization failure of the request"

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity is unable to provide an authorization decision for the binding information.

Error code No. 2 "Missing binding information"

This error code indicates that the PDP context activation/modification request is rejected because the binding information was not included in the request although required.

Error code No. 3 "Invalid binding information"

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity could not be resolved from the binding information.
Error code No. x "No corresponding session"
This error code indicates that the PDP context activation request is rejected because the authorizing entity cannot associate the binding information with any ongoing session. 
Error code No. x "Invalid bundling"
This error code indicates that the PDP context activation request is rejected because the authorizing entity doesn't allow the grouping of the flow IDs contained  in the PDP context activation request to be carried in the requested PDP Context.
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