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4
Restoration of data in the VLR

The effect on service of failure of a VLR is different from the effect of failure of an HLR. The procedures for restoration of a VLR and an HLR are therefore different.

4.1
Restart of the VLR

When a VLR restarts after a failure, all IMSI records affected by the failure are erased.

There will be no subscriber data or location information stored for an affected mobile station until after the VLR has received either a "Provide Roaming Number" request or an "Update location Area" request for that mobile station.

The VLR causes all affected TMSIs and all affected LMSIs to become invalid. "Invalid" in this context means that the TMSI and LMSI can no longer be regarded as accurate. The term is used to avoid unnecessary constraints on the implementation.

On receipt of either a "Provide Roaming Number" request or an "Update Location Area" request, restoration of subscriber data in the VLR is triggered individually for each IMSI record as described below.

4.2
Restoration Procedures

The objective of the restoration procedure is to handle all traffic for each mobile subscriber correctly. In order to meet this objective, the procedure must make the subscriber data in the VLR consistent with that in the HLR, and make the location information in the HLR and VLR reflect accurately the current location of the MS. For an LMU, the procedure must also make the location information in the SMLC reflect accurately the current serving location of the LMU.

4.2.1
Incoming Call

a)
Send Routing Information (GMSC->HLR)


The HLR sends "Provide Roaming Number" to the VLR as for normal operation. The LMSI is updated by the VLR when the VLR requests the transfer of subscriber data from the HLR using the "Restore Data" operation.

b)
Provide Roaming Number (HLR->VLR)

-
Regardless of whether the VLR has an IMSI record corresponding to the IMSI in the "Provide Roaming Number", it returns an MSRN. If no IMSI record exists, the VLR creates a skeleton IMSI record, sets the indicators "Subscriber Data Confirmed by Radio Contact" and "Confirmed by HLR" to "Not Confirmed" and (if IMSI Attach is used) marks the IMSI as attached. If the VLR serves two or more MSCs, the VLR sets the indicator "Location Information Confirmed in HLR" to "Not Confirmed". Otherwise, if the VLR serves only one MSC, the indicator "Location Information Confirmed in HLR" is set to the initial value "Confirmed".

-
If the indicator "Subscriber Data Confirmed by HLR" is "Not Confirmed" the VLR requests authentication data, if required and still not available and subscriber data from the HLR. When the dialogue that covers the subscriber data retrieval procedure is completed successfully, the VLR sets the indicator "Subscriber Data Confirmed by HLR" to "Confirmed". The indicators "Confirmed by Radio Contact" and "Location Information Confirmed in HLR" remain unchanged.

-
If the IMSI record for the MS is marked "Subscriber Data Confirmed by HLR" but "Not Confirmed by Radio Contact" the operator may choose an appropriate method to limit the number of "Search for MS" procedures for that MS.

-
If subscriber data from the HLR indicates an LMU, the indicator “Location Information Confirmed in SMLC” becomes applicable and is set to “not confirmed”. The means by which this indicator is set to “confirmed” are described under “Incoming LCS Information Request” and “Outgoing LMU Request”.

c)
Send Information for I/C Call Setup (MSC->VLR)

-
If the VLR has no IMSI record, or if the record is marked "Subscriber Data Not Confirmed by HLR" the VLR returns a "System Failure" error.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Not Confirmed by Radio Contact", the VLR handles the request in the normal way, except that the "Search for MS" procedure is used instead of the "Page MS" procedure.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact", the VLR handles the request in the normal way; for this MS, VLR restoration is complete.

-
The state of the indicator "Location Information Confirmed in HLR" does not affect the "Send Information for I/C Call Setup" procedure.

d)
Process Access Request in Response to Search (MSC->VLR)

-
If the MS responds to paging, the MSC sends a positive response to the search request and a "Process Access Request" to the VLR. After successful authentication, if required, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed", sets the location area information for the MS, and handles the request in the normal way. 

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this MS, VLR restoration is complete.

4.2.2
Mobile Terminated Short Message

a)
Send Routing Information for MT SMS (SMS-GMSC->HLR)


The HLR returns the MSC number as for normal operation.

b)
Send Information for MT SMS (MSC->VLR) - MAP version 2

-
If the VLR has no IMSI record, or if the record is marked "Subscriber Data Not Confirmed by HLR" the VLR returns an "Unidentified Subscriber" error. This causes the MSC to report a short message delivery failure, with cause "Unidentified Subscriber", to the SMS gateway MSC. The Gateway MSC sends a "Report SM Delivery Status" request, with a cause of "Absent Subscriber", to the HLR. This causes the HLR to set the "Mobile Station Not Reachable Flag" for the MS, as described in Technical Specifications GSM 03.40 and GSM 09.02.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Not Confirmed by Radio Contact", the VLR handles the request in the normal way, except that the "Search for MS" procedure is used instead of the "Page MS" procedure.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact", the VLR handles the request in the normal way; for this MS, VLR restoration is complete.

-
The state of the indicator "Location Information Confirmed in HLR" does not affect the "Send Information for MT SMS" procedure.

c)
Send Information for I/C Call Setup (MSC->VLR) - MAP version 1

-
If the VLR has no IMSI record, or if the record is marked "Subscriber Data Not Confirmed by HLR" the VLR returns a "System Failure" error. This causes the MSC to report a short message delivery failure, with cause "System Failure", to the SMS gateway MSC.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Not Confirmed by Radio Contact", the VLR handles the request in the normal way, except that the "Search for MS" procedure is used instead of the "Page MS" procedure.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact", the VLR handles the request in the normal way; for this MS, VLR restoration is complete.

-
The state of the indicator "Location Information Confirmed in HLR" does not affect the "Send Information for MT SMS" procedure.

d)
Process Access Request in Response to Search (MSC->VLR)

-
If the MS responds to paging, the MSC sends a positive response to the search request and a "Process Access Request" to the VLR. After successful authentication, if required, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed", sets the location area information for the MS, and handles the request in the normal way.

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed, the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this MS, VLR restoration is complete.

4.2.3
Mobile Terminating Location Request (MT-LR)

Receipt of an MT-LR for a target MS identified by its IMSI in a serving MSC during VLR restoration is supported by the procedures below.

a)
Provide Subscriber Location (GMLC->MSC/VLR)

· If the VLR has no IMSI record, or if the record is marked "Subscriber Data Not Confirmed by HLR" the VLR returns an "Unidentified Subscriber" error. This causes the MSC to report a location failure, with cause "Unidentified Subscriber", to the GMLC.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Not Confirmed by Radio Contact", the VLR handles the request in the normal way, except that the "Search for MS" procedure is used instead of the "Page MS" procedure when paging for the MS.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact", the VLR handles the request in the normal way; for this MS, VLR restoration is complete.

-
The state of the indicator "Location Information Confirmed in HLR" does not affect the "Provide Subscriber Location" procedure.

b)
Process Access Request in Response to Search (MSC->VLR)

-
If the MS responds to paging, the MSC sends a positive response to the search request and a "Process Access Request" to the VLR. After successful authentication, if required, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed", sets the location area information for the MS, and handles the request in the normal way.

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed, the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this MS, VLR restoration is complete. 

4.2.4
Incoming LCS Information Request (GSM only)
Receipt of an incoming LCS Information Request from an SMLC directed to a specific LMU is supported by the procedures below.

a)
Request associated with an LMU  (SMLC->MSC/VLR)

· If the VLR has no IMSI record, or if the record is marked "Subscriber Data Not Confirmed by HLR" or if both the record is marked “Location Information not Confirmed in SMLC” and any LMSI supplied by the SMLC is incorrect, the VLR returns an "Unidentified Subscriber" error. 

-
If the VLR has an IMSI record for an LMU marked "Subscriber Data Confirmed by HLR" and "Not Confirmed by Radio Contact", the VLR handles the request in the normal way, except that the "Search for MS" procedure is used instead of the "Page MS" procedure when paging for the LMU.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact" and “Location Information not Confirmed in SMLC”, then if the VLR serves more than one MSC, the VLR verifies if the Location Area for the LMU belongs to the MSC to which the SMLC sent the LCS Information. Request. If this is not verified, the VLR returns an “Unidentified subscriber” error. Otherwise, the VLR handles the request in the normal way and sets the “Location Information Confirmed in SMLC” indicator to “Confirmed”. For this LMU, data restoration is complete.

-
If the VLR has an IMSI record marked "Subscriber Data Confirmed by HLR" and "Confirmed by Radio Contact" and “Location Information Confirmed in SMLC”, the VLR handles the request in the normal way. For this LMU, data restoration is complete.

-
The state of the indicator "Location Information Confirmed in HLR" does not affect the incoming LCS Information Request. 

b)
Process Access Request in Response to Search (MSC->VLR)

-
If the LMU responds to paging, the MSC sends a positive response to the search request and a "Process Access Request" to the VLR. After successful authentication, if required, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed", sets the indicator “Location Information Confirmed in SMLC” to “Confirmed” (if not already “Confirmed”), sets the location area information for the LMU, and handles the request in the normal way.

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed, the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this LMU, VLR restoration is complete.

4.2.5
Outgoing MS request

An outgoing request (MS originated call, mobile originated Short Message or call-independent supplementary service activity) from the MS causes the VLR to check its IMSI record for that MS.

-
If the MS is unknown in this VLR (i.e. the VLR has no IMSI record for the MS) or there is an IMSI record marked "Subscriber Data Not Confirmed by HLR" the outgoing request is rejected with error cause "Unidentified Subscriber". This causes the MS to initiate the location registration procedure described below.

-
If the VLR has an IMSI record for the MS marked "Subscriber Data Confirmed by HLR" the request is handled in the normal way, and after any necessary authentication and/or IMEI checking the record is marked "Confirmed by Radio Contact".

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this MS, VLR restoration is complete.

4.2.6
Outgoing LMU Request (GSM only)
An outgoing request (CM ServiceRequest) for LCS from an LMU causes the VLR to check its IMSI record for that LMU.

-
If the LMU is unknown in this VLR (i.e. the VLR has no IMSI record for the LMU) or there is an IMSI record marked "Subscriber Data Not Confirmed by HLR" the outgoing request is rejected with error cause "Unidentified Subscriber". This causes the LMU to initiate the location registration procedure described below.

-
If the VLR has an IMSI record for the MS marked "Subscriber Data Confirmed by HLR" and “Location Information not Confirmed in SMLC”, the outgoing request is rejected with the error cause “Not registered in SMLC”. This causes the LMU to initiate the location registration procedure described below.

-
If the VLR has an IMSI record for the MS marked "Subscriber Data Confirmed by HLR" and “Location Information Confirmed in SMLC”, the request is handled in the normal way, and after any necessary authentication and/or IMEI checking the record is marked "Confirmed by Radio Contact".

-
The VLR checks the indicator "Location Information Confirmed in HLR". If it indicates "Not Confirmed" the VLR starts an "Update Location" procedure to the HLR. When this procedure is successfully completed the VLR sets the indicator "Location Information Confirmed in HLR" to "Confirmed".

For this LMU, VLR restoration is complete.

4.2.7
Location Updating or IMSI Attach

A location registration request (location updating or IMSI attach) from an MS causes the VLR to check its IMSI record for that MS.

-
If the MS is unknown in this VLR (i.e. the VLR has no IMSI record for the MS) the VLR creates a skeleton IMSI record for the MS and sets the indicators "Confirmed by Radio Contact", "Location Information Confirmed in HLR" and "Subscriber Data Confirmed by HLR" to "Not Confirmed". If authentication is required, the VLR retrieves authentication data. When the radio contact with the Mobile Station is authenticated, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed. The VLR then performs an "Update Location" to the HLR. If this is successful, the VLR sets the indicators "Location Information Confirmed in HLR" and "Subscriber Data Confirmed by HLR" to "Confirmed". For this MS, VLR restoration is complete.

-
If the VLR has an IMSI record for the MS, after successful authentication, if required, the VLR sets the indicator "Confirmed by Radio Contact" to "Confirmed". If the record is marked "Location Information Not Confirmed in HLR" or "Subscriber Data Not Confirmed by HLR" the VLR performs an "Update Location" to the HLR. If this is successful, the VLR sets the indicators "Location Information Confirmed in HLR" and "Subscriber Data Confirmed by HLR" to "Confirmed". For this MS, VLR restoration is complete.

-
If the VLR performs a successful “Update Location” and the IMSI record indicates an LMU with the indicator “Location Information Confirmed in SMLC” set to “Not Confirmed”, the VLR performs an “LCS Registration” to the SMLC associated with either the IMSI or serving cell of the LMU. If this is sucessful, the VLR sets the indicator “Location Information Confirmed in SMLC” to “Confirmed”. For this LMU, VLR restoration is complete.

12 Restoration of Data in an SMLC (GSM only)
12.1
Restart of an SMLC

When an SMLC restarts after a failure, it performs the following actions for those of its associated LMUs whose records have been affected by the fault:

· Reload all administered LMU data from non-volatile back-up

· Mark each LMU as “not registered”

· Reinitialize other temporary data for each LMU to indicate no ongoing measurement or diagnostic activities

· Send an “LCS Reset” message containing no LMU identifier to each VLR where an LMU may be currently served

Any VLR receiving an “LCS Reset” containing no LMU identifier shall reset the indicator “Location Information Confirmed in SMLC” to “Not Confirmed” for each LMU registered with this SMLC. The VLR shall also request the serving MSC for each affected LMU to release any LCS signaling connection to this LMU with the cause “Not registered in SMLC”.

While the “Location Information Confirmed in SMLC” indicator remains “not Confirmed” for any LMU, the VLR shall react to any outgoing request from the LMU as follows 

· For an outgoing request for LCS service, the VLR shall return an error response with cause “not registered in SMLC”. This shall cause the LMU to request a location update.

· For a  location update request, the VLR shall behave as for a normal MS. Once any location update to the HLR is completed successfully, or if no location update to the HLR is needed, the VLR shall perform an “LCS Registration” to the SMLC. If this is successful, the indicator “Location Information Confirmed in SMLC” shall be set to “Confirmed”.

After an “LCS Registration” has been successfully completed, the SMLC may send an LCS Information Request to the LMU containing an LCS O&M Reset command. On receipt of this, the LMU shall cancel all active LCS measurement and O&M tasks previously ordered by the SMLC.

For this LMU, data restoration in the SMLC is complete.

12.2
Data Restoration for a Specific LMU

An SMLC may restore data for a specific LMU when the data in the SMLC or LMU is considered unreliable (e.g. if there is no communication between the SMLC and LMU for a long time or if messages received by the SMLC are inconsistent with the LMU state kept by the SMLC). To restore data for a specific LMU, the SMLC shall send an “LCS Reset” containing the identity of the LMU to the current serving VLR or to every VLR that may serve the LMU. 

Any VLR receiving an “LCS Reset” containing a specific LMU identifier shall reset the indicator “Location Information Confirmed in SMLC” to “Not Confirmed” for this LMU and shall request the serving MSC to release any LCS signaling connection to this LMU with the cause “Not registered in SMLC”. Further actions by the MSC, LMU and SMLC are as described in section 12.1

13
Restoration of Data in an LMU (GSM only)
When an LMU restarts following a failure, it shall reinitialize all data concerning LCS measurement and O&M tasks to indicate that no tasks ordered by an SMLC are active. The LMU shall then perform an “IMSI Attach”. Other actions are for further study. 
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