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Liaison Statement to S3 on UMTS security issues

Information:

CN1 thanks S3 for its guidance on authentication and ciphering issues for UMTS.  Work on the MM and GMM protocols is progressing.  However, CN1 wishes to inform S3 that after careful study, we have decided that the SQNLO parameter cannot be sent by the MS to the network in Location Update/RA Update request messages.

The problem lies in the limited amount of free bytes (2) in the Location Update request message.  The additional radio resources used if this message was to be extended in order to carry the SQNLO would be too great.  The two remaining free bytes may be needed in the future for more important information.

On the rare occasion that ‘old’ authentication parameters are sent to the MS, the synch failure message will be sent back to the network, and a new challenge will be sent to the mobile.  This seems a satisfactory mechanism.

Question:

N1 would also like clarification on what should happen in the following scenario:

A USIM, in a Release’98 GSM terminal, accessing a Release '99 (UMTS capable) MSC.

Our current understanding is that the HLR will associate the UMUI with the USIM, and hence provide the MSC with UMTS quintuplets.  The MSC, not knowing that the MS is an old release, will send a UMTS authentication challenge (RAND and AUTN).  The MS will ignore AUTN as it doesn’t know what it is.  Therefore, the RAND only, will be passed to the USIM.  Seeing that there is no AUTN, the USIM will be able to ensure that the response it generates is 32 bits long, and that only this response and a Kc need to be passed to the MS.  The MS can cope with the 32-bit response, and will return it to the MSC.

However, the MSC may be expecting up to 128 bits of response.  Can the MSC- on receipt of a ‘GSM’ response, run the conversion functions to convert its ‘long’ response into the ‘GSM’ response, and match it with the one received from the MS?  Or, more crudely, can the USIM and the MSC take the 32 most significant bits of a ‘long’ response and use these bits as a ‘GSM’ response?

An alternative may be that the MS indicates to the MSC what type of authentication it is capable of, and so even though the mobile identity is mapped to a USIM, the MSC knows it is dealing with a MS that can only return GSM responses, and so does the conversion from quintuplets to triplets prior to sending the challenge.  However, with this solution, a GSM hacker can tamper with a UMTS MS to make sure that only GSM authentication is performed.

N1 would welcome S3’s views and guidance on this issue.

