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1
Decision/action requested

This pCR proposes a solution on on false base station detection when the UE in RRC-CONNECTED to TR33.809.
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Rationale

This proposal provides a solution to to help detecting the false base station when the UE in RRC-CONNECTED.

In RRC_CONNECTED, the UE executes the signal power measurement of the neighbor cell based on the SS Block which carries the broascasted synchronizaiton signal and MIB signal; the UE also may be required to read the SIB1 to get the CGI-info of the neighbor cell.
The false base station may use some false system information to lanch some attacks, for example, set the CGI-info in SIB1 with a false TAC value, to make the UE start location registration in the false cell. Thus, if the UE can caclulate the HASHes of the received MIB and SIB1 during the neighboring measurement, and add the HASHes to MR, then the serving cell can communicate with the real base stations in the area to verify the recived HASHes, and decide whether the reported cell is a true or false cell. If the reported cell is false, the serving cell would not handover the UE to that false cell.
When the UE excutes the handover to the target cell, if the UE can get the HASHes of other SIBs from the real target cell in advance, then the UE can verify the other SIBs are true or false, for example, the cell reselection information in SIB2, SIB3, SIB4, SIB5 is false. If other SIBs are false and the handover fail, then the UE should record the HASHes of the MIB and all SIBs to the logged MR, and leave the cell and try to re-establish with the old serving cell or other cells. The UE reports to logged MR to the genuine base station after AS security activation.
4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Measurement Report Requirement in RRC-CONNECTED  
6.Y.1
Introduction  

This solution address the requirement in key issue #3 to detect the presence of false base in nearby areas. This can be achieved by enhancing the content of the measurement report with information collected by the UE when the UE is in RRC-CONNECTED.
6.Y.2
Solution details  
In RRC-Connected, when the UE excutes the neighbouring cell measurement, the UE should caculate the HASH of MIB of the neighbour cell and the HASH of SIB1 for the measurement task with the requirement of CGI-info, and add to HASHes to the measurement report (MR). 
The serving cell shall verify the reported HASHes of the neighboring cell before the handover execution. The serving cell can either communicate with the real base station(s) in the area to verify the reported HASHes.  If the HASHes do not match any of the network nearby real base stations, the serving cell would not decide to handover the UE to the false cell.
If the HASHes of MIB and SIB1 matches one of the nearby real base station, and the radio signal power meets the handover condition, the serving cell may decide to handover the UE to the target cell. Before the UE executes the handover, the real target cell should send the HASHes of all other broadcasted SIBs. If the UE finds some of the HASHes of other SIBs is false and the handover fails, then the UE should record the HASH of the MIB and the HASHes of all reveiced SIBs to the logged MR (just like that in RRC-IDLE or RRC-INACTIVE), leaves the cell, and tries to re-establish with the old serving cell or other cells. The UE reports logged MR to the genuine base station after AS security activation. 
6.Y.3
Evaluation 
TBA.

**** END OF CHANGES ****
