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1
Decision/action requested

- SA5 is asked to discuss and agree to update TR32.821 based on this CR-like contribution.

2
References
TR32.821 v0.2.4

3 Rationale
It was agreed to categorize Home NodeB OAM requirements into business level and specification level.

This document is to address specification level requirements for Home NodeB Security Management.

4
Detailed proposal

See next page.
6.2.4
Security Management

The OAM link between Home NodeB and corresponding operator’s OAM network should be secured on both transport layer and application layer if Home NodeB connects with corresponding operator’s OAM network via networks open to security threats.

Operator’s OAM network and Home NodeB shall authenticate each other by checking information as follows:

1. DM should authenticate Home NodeB on transport layer if a malicious 3rd party can pretend to be Home NodeB on transport layer.
2. Home NodeB should authenticate DM on transport layer if a malicious 3rd party can pretend to be DM on transport layer
3. DM should authenticate Home NodeB on application layer, i.e. device management and subscription management (see NOTE below) if a malicious 3rd party can pretend to be Home NodeB on application layer.
4. DM should authorize Home NodeB to get correct transport resources and radio resources in order to provide mobile service. Authorization policy is operator specific, e.g. location of Home NodeB, etc
5. Integrity of management information exchanged between Home NodeB and DM on transport layer should be secured if the management information can be tempered on transport layer.

6. Confidentiality of management information exchanged between Home NodeB and DM on transport layer should be secured if the management information can be eavesdropped on transport layer.

7. Integrity of management information exchanged between Home NodeB and DM on application layer should be secured if the management information can be tempered on application layer.

8. Confidentiality of management information exchanged between Home NodeB and DM on application layer should be secured if the management information can be eavesdropped on application layer

NOTE:
Subscription describes if the PLMN operator and Home NodeB subscriber have valid commercial contract to permit the Home NodeB to be introduced into the mobile network to provide mobile service.

For security Management between DM for Home NodeB and NMS, 3GPP TS 32.37x should be reused.

