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End-to-end Service Level Tracing for IMS
1
Decision/action requested

Decision on the processes and requirements required for Trace activation and deactivation at the UE.
2
References

3GPP TS 32.422 V7.0.0 (2006-06) “Subscriber and equipment trace; Trace control and configuration management”
3
Rationale

· To identify the processes and requirements for the support of Service level tracing at the UE with the intention of sending the derived requirements to the OMA Device Management group to determine the best way of fulfilling the requirements.
4
Detailed proposal

SA5 have agreed on the usage of the OMA Device Management enabler for the activation and deactivation of Service Level Tracing at the UE. However, as described in 3GPP TS 32.422, the exact procedures for Trace session activation and deactivation at the UE is FFS.
The intention of this contribution is to identify the process and derive the requirements for activating and deactivating trace and trace recording at a UE. Figure 1 illustrates the expected processes involved with the activation and deactivation of trace and trace recording at both originating UE and terminating UE. 
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Figure 1. Activation and deactivation of trace and trace recording at originating UE and terminating UE

Note 1: The depicted Device Management Object at UE1 and UE2 are used as a working assumption for satisfying the Service Level Tracing requirements at the UE. However the exact structure and characteristics of the depicted are not in scope of this document as this will be decided by OMA when the process and requirements as agreed by SA5 are passed to OMA. 

Activation of Management Object

1. When Service Level tracing is required at a UE the SLT SIP Device Management Object shall be activated by the Device Management Server. 
2. When SLT is required between two or more UEs each UE shall require its own SLT SIP Device management Object.
3. The SLT SIP Device management Object shall be capable of enabling one or more simultaneous Trace Recording sessions, e.g. allowing several simultaneous instances of SLT for several simultaneous services.

Note 2: The term SLT SIP Device Management Object is not an official term and is only used for descriptive purposes. 

Start of Trace Recording

When the SLT SIP Device Management Object is activated tracing shall be initiated when the appropriate start trigger events are detected: 

1. Start Trigger event occuring at an originating UE (UE1): When the UE detects the intitiation of the service to be traced. The service may be initiated either by the end user or by an application. 
2. Start Trigger event occuring at a terminating UE (UE2): When  the terminating UE detects the reception of a SIP message containg the SLT Start Trigger Event.
3. Start Trigger event occuring at both originating and terminating UEs: Start Trigger event as provided by DM Server. In this case it will be possible to record not only SIP information related to the service being traced but also information about the processes that are initiated within the UE (e.g. a Start Trigger Event is initiated during the sending of another "Exec" command to the MO, as in the case of activating the MO.
Note 3: The SLT SIP Device Management Object shall detect the initiation of the service to be traced using the ServiceID of that service.

Stop Trace Recording

Trace Recording shall stop when an appropriate stop trig
ger event is detected: 

1. Stop Trigger event occuring at an originating UE (UE1) ) or terminating UE (UE2):
a. Upon reception of a SIP Final Response message (2xx, 3xx, 4xx, 5xx and 6xx response codes) or a BYE;
b. When criteria in the SLT SIP Device Management Object indicate that trace shall be deactivated, for example a trace timer has expired; 

c. When the UE receives from the Device Management server a request to stop trace recording for a specific trace recording session;

d. When the UE receives from the Device Management server a request to deactivate the SLT SIP Device Management Object. When the UE receives the SLT SIP Device Management Object de-activation the UE shall either:
i. Continue the Trace Recording Session (s) until it ends gracefully; or
ii. May stop the Trace Recording session (s) immediately.
iii. In all cases, the UE shall deactivate the Trace Session (s) immediately at the end of the Trace Recording Session.
iv. When a UE receives a request to deactivate the SLT SIP Device Management Object no new Trace Recording sessions shall be initiated.

De-activation of Management Object

1. When required the same Device Management Server that initiated the SLT SIP Device Management Object shall also be responsible for de-activating the SLT SIP Device Management Object. 

2. When the UE receives a request to de-activate the SLT SIP Device management Object it shall either:

a. Wait until any ongoing Trace Recording Session (s) ends before de-activating the SLT SIP Device Management object; or
b. Stop (see NOTE 4) the SLT SIP Device management Object immediately.
Note 4: In the context of de-activating the Management Object the word Stop implies that the DM becomes unavailable or even removed from the UE. 
Trace Record
When a Trace Recording Session is initiated at a UE it shall record all signalling messages associated with the service that is being traced (i.e. Trace Depth = Maximum).
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