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1. Overall Description:
SA3 thanks RAN2 for their LS on Bluetooth/WLAN measurement collection in MDT.

SA3 is fine with the reuse of the existing user consent mechanism for Bluetooth/WLAN measurement collection in MDT. It is SA3's understanding from TS 32.422 that the collection of the user consent is done via customer care process and the user consent information is available in the network as part of the subscription data. SA3 also understands from TS 32.422 that MDT is used only for users of a single operator as defined in a whitelist. In addition, it is SA3's understanding that MDT reports will not be collected for users of a foreign operator. 
SA3 also understands that MDT collects measurements only from Bluetooth beacons and WLAN access points of a single operator as defined in a whitelist of SSIDs or beacons. In addition, it is SA3's understanding that MDT reports will not be collected for beacons and WLAN access points of a foreign operator.
SA3 sees a risk that this feature could be used to collect information about neighbouring Bluetooth devices, which are not beacons, in order to track those devices and their users. SA3 request RAN2 to design this feature such that this risk is mitigated.
SA3 requires that the uplink measurement report sent by devices to the network are carried in ciphered, replay protected, and integrity protected message. Without ciphering, the devices will be prone to traceability by over-the-air attackers. Replay protection prevents measurement reports from being maliciously replayed. Without integrity protection, the measurement reports will be prone to tampering by over-the-air attackers. 
SA3 also wants to advice that implementations should consider the following points when taking action based on the measurements: even with the measurement reports secured over-the-air, an attacker might still be able to include false information in measurement reports by installing false WLAN APs and/or false Bluetooth beacons that broadcast using spoofed identities they set to match those in the operator's whitelist.  Furthermore, malicious devices themselves could send false measurement reports.
Except for any special case when it is urgently necessary to send early measurement configurations to devices, SA3 requires that the downlink measurement configuration sent by the network to devices containing the WLAN and Bluetooth information are at least in an integrity protected message. Without integrity protection, over-the-air attackers will be able to send rogue configurations. The effect is that the devices will be prone to traceability, as said above. Attackers will also be able to drain battery in devices by asking the devices to perform bogus measurements.

Devices with MDT enabled could be prone to be traceable by a passive over-the-air attacker, because it could be expected that the devices will send measurement reports of a certain format when in vicinity of configured WLAN access points or Bluetooth beacons.

2. Actions:

To RAN2 
ACTION: 
SA3 kindly asks RAN2 to take the above answer into account.
3. Date of Next TSG-SA WG3 Meetings:
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