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1
Decision/action requested

This is a pCR to TR 32.870 introducing solution for Key issues #3, #4, #5
2
References

[1]
SP-160608 Study on forward compatibility for 3GPP Diameter Charging Applications
[2]
TR 32.870 v0.2.0

[3]
TR 29.819 Study on Impacts of the Diameter Base Protocol Specification Update.

3
Rationale

This pCR proposes to introduce a solution for Key issues #3, #4, #5 in the TR 32.899 
4
Detailed proposal

The following changes are proposed to be incorporated into TR 32.870 [2]  

	First change


5.3 
Key issue #3:
AVPs via Diameter Proxy Agent

5.3.1
Description

IEs conveyance are specified for Rf and Ro from a CTF (Client) to a CDF/OCS (Server), and whether to reject the IE if not supported needs to be checked by the server, which implies that corresponding AVPs needs to pass through intermediate Proxy even those not supporting the AVP. 

5.3.2
Current status 

Per Diameter Base protocol specification IETF RFC 6733 [412], Diameter Proxy Agents, in the path between the Diameter Client and Diameter Server "may optionally perform more in-depth message validation for applications in which it is interested".

Unrecognized AVP received by Proxy Agents with the ’M’ bit, are rejected with DIAMETER_AVP_UNSUPPORTED Result-Code AVP value indicating the offending AVP, resulting in the request rejection, preventing the request from reaching the server.   

Before 3GPP Rel-12, both Rf and Ro are specified for intra-PLMN behaviour as stated in TS 32.299 [50] clause 4.1.1:

"Within the scope of this release, each Network Element that generates charging information sends the information only to the charging entities of the same PLMN, and not to charging entities in other PLMNs."

2 exceptions were introduced:

-
From 3GPP Rel-12, an architecture where the Ro reference point is used between specific Service-NE (known as a Proxy Function) from one provider to an OCF in another network. 

-
From 3GPP Rel-13, PS domain online charging for roaming context, where both the PCEF and the TDF uses Ro interface toward the OCS crossing PLMNs, with a simplified profile specified for deployment purposes.
Within an Operator's domain, it can be expected that deployed Diameter Proxy Agents and Diameter Charging servers are consistent, as far as 3GPP Diameter Charging applications are concerned, therefore implemented so that all required AVPs are recognized throughout the path. 

However, in the 2 inter-Operator scenario introduced from Rel-12, it can be expected situation where Diameter Proxy Agents at the edge of the PLMNs reject incoming Ro requests due to unrecognized AVPs with M-bit set. 
5.3.3
Solutions 

The solution for Diameter Agent to be able to properly ignore unsupported new mandatory AVPs extended from existing Rf/Ro, but still to be handled by the Charging server, is to mandate their M-bit to be cleared.
Interoperability issue may arise from Rel-13 in inter-PLMN deployment, however to the best of our knowledge inter-PLMN Gy is not deployed today. In case of such deployment, Diameter Proxy Agents are expected to be configured per roaming agreements: either apply rejection per M-bit rule, either implement a workaround to let the messages going through when AVPs are identified as not-supported. 
Therefore, it can be considered there is no need to modify the existing specifications for the purpose of interoperability with the M-bit set of AVPs by Diameter Agents. The solution applies for new AVPs introduced from Rel-15 onwards. 
	Next change


5.4
Key issue #4: Limit service rejection to when appropriate      

5.4.1
Description

An AVP needs to be rejected by the receiver when the corresponding IE is specified by the middle Tier TS as mandatory to be supported and this AVP is not understood, as per summary in clause 4.1.3.3. Otherwise it has to be ignored so the service can continue.  

5.4.2
Current status 

By requiring the M-Bit to be set for all AVPs specified in TS 32.299 [50], it is not possible for AVPs received out of "Service-Context-Id", specific Node and specific message, to be able to be ignored when not supported; they are always rejected if not supported whatever the conditions.

5.4.3 
Solutions         
One solution is to define for new AVPs, M-bit setting per "Service-Context ", specific Node and specific message: mandate or allow M-bit set under these specific conditions only for mandatory AVPs, and mandate the M-bit cleared otherwise.
	Next change


5.5
Key issue #5: New 3GPP Release with new mandatory IEs.          

5.5.1
Description

A new 3GPP Release (e.g. Rel-13, Rel-14…) is a major version introducing new functionalities, and the charging server is expected to support the same Release as the Network elements for the charging of new network functionalities to be supported.

Introduction of major versions of SA5 specifications (i.e. new Release) results in most cases, creation of new IEs over Ro/Rf, with at least some of them mandatory to be supported by the receiver for new functionalities, when invoked by the Network elements.

This may be achieved by using M-bit set for AVPs corresponding to such new IEs.

When a first request is sent for the new Release from a network element, this request may include new AVPs with M-bit set in order to invoke new functionalities. The scenario for this key issue is when such request is initiated towards a charging server not upgraded to the new Release.

This key issue is to investigate on how the charging server can react towards the Network element, based on a Release mismatch instead of based on unsupported new AVPs, to help Operators in their deployments for new Releases and functionalities. 

5.5.2
Current status 

The Service-Context-Id AVP is defined for Release version control over Rf and Ro, which is defined per TS 32.299 [16] clause 7.1.12: 

"extensions".MNC.MCC."Release"."service-context" "@" "domain"

Where the "Release" refers to the 3GPP Release the service specific document is based upon e.g. 12 for Release 12.

When a Rel-n CTF initiates a Rf/Ro request with the appropriate the Service-Context-Id AVP, towards a receiver which does not support this new Rel-n, and the request contains one or more new AVPs with M-bit set (new functionalities): 

-
any Diameter Proxy Agents in the middle, which has not been upgraded to Rel-n, may reject the request due to unsupported AVPs and M-bit set, preventing the request to reach the server. It will not be possible for the charging server to indicate the Release mismatch (e.g. this Rel-n release for this service context is not supported).   

-
The charging server receiving the request, may apply the M-bit set rule for AVPs identified as not-supported and reject the request, in practice on the first AVP processing error encountered. The Release mismatch may not have been determined by the charging server, or if determined will not be indicated as such to the network element in the rejection message.  
5.5.3
Solutions
For Diameter Proxy Agents in the middle, the solution is as per clause 5.3.3, i.e. mandate M-bit to be cleared for any new mandatory AVPs, so the request can be handled by the charging server. 
This solution also allows to ensure the charging server receiving the request for a non-supported Release of a "service-context" (e.g. Rel-15 IMS charging: 15.32260@3gpp.org) can reject with appropriate error, instead of sending errors due to unsupported new mandatory AVPs.      
	End of change


