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1. Introduction
The current QoE metrics in 26.247 includes the possibility of requesting detailed HTTP information in the HttpList metric (see [1] or Annex A below). However, as this metric contains the URL to the media, this could be seen as sensitive information, and a possible breach of privacy.
For almost all relevant QoE-related use-cases there is no need to request the detailed HttpList metric, as this does not help in understanding the end-user quality. It can possibly be somewhat useful for specific trouble-shooting, but such trouble-shooting can probably be handled by other means (specific test clients etc.).

Activating detailed HttpList reporting would also mean that the QoE reports from the client would become pretty large, taking valuable capacity in the uplink on either the user-plane or (worse) the control plane.

The non-usefulness of detailed HTTP metrics for QoE purposes has also been recognized in other foras, such as DASH-IF in their position paper "Proposed QoE Metrics..." (see [2]), where they state that "Low-level metrics, such as HTTP and TCP session-related data, or decoding data, are out of scope."

2. Discussion
There are several possible different ways of handling this privacy issue:
1. Each user could be requested to give his active consent before any QoE metrics can be reported.

2. Each user could be requested to give his active consent before any HttpList metrics can be reported.

3. Each user could be requested to give his active consent before any URL entries can be reported.

4. The URL entries can be hashed by the client (so that access to the same URL will give the same anonymized hash value), and only this hash value is reported (this would at least enable correlation between different requests for the same URL).

5. The URL entries can be removed from the HttpList report.

6. The total HttpList metric is removed from 26.247.

Adding a requirement for active consent (options 1-3) would mean additional administrative issues, as well as an unnecessary and possibly worrying decision needed by the end-user. It is also likely that many end-users would not give their consent, which at least for option 1 would severely decrease the coverage and usefulness of the complete QoE reporting concept.
To avoid the need for any type of active consent implies that one of options 4-6 should be chosen. As the practical usage of the HttpList metrics can be questioned, the simplests solution would be to totally remove the HttpList metric from 26.247, as proposed in option 6. 

3. Proposal
We propose that the text in clause 1 and 2 is added to TR 26.909 under a new "Privacy and user consent" clause.
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Annex A: HttpList Metrics in ISO/IEC 23009-1:2014(E)
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Key Type Description
HetpList List Listof HTTP requestiresponse transactions
Entry Sbject 'An entry for a single HTTP requestiresponse
topid Tnteger 1dentifier of the TCP connection on which the HTTP request
was sent
Type Enum This is an optional parameter and shouid not be included in
HTTP requestiresponse transactions for ~progressive
download
The type of the request
-MPD
- XLink expansion

- Initialization Segment
- Index Segment
- Media Segment
- Bitstream Switching Segment

- other
£ Sering The original URL (before any redirects or failures)
actualuzl Sering The actual URL requested, i different from above
Tange String The contents of the bys=-zange-sp=c part of the HTTP
Range header.
Treguest Real-Time | The real time at which the request was sent
Tresponse Real-Time | The real time at which the first byte of the response was
received.
Tesponsecods | Integer The HTTP response code.
Intezval Tnteger The duration of the throughput trace intervals (ms), for
successful requests only.
Trace Tist Throughput trace, for successful requests only.
Entry Ob3ect ‘Asingle throughput measurement entry.
s Real-Time | Measurement period start
q Tnteger Measurement period duration (ms)
B Tist List of integers counting the byles received in each trace
interval within the measurement period.
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