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5.4A
Procedures between Content Provider and BM-SC

5.4A.1
General

As shown in Figure 5.4A-1, the reference point between Content Provider and BM-SC is called the xMB interface. Using the xMB reference point, content provider can invoke procedures supported by BM-SC(s) to setup and manage MBMS user service from BM-SC to the MBMS clients. BM-SC defines an endpoint with all supported procedures on the xMB interface, which can then be converted to SGmb procedures for the interface between BM-SC and MBMS GW (not depicted). 
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Figure 5.4A-1: The xMB reference model
The BM-SC may forward the received content for unicast delivery for appropriate functions (e.g., MBMS user service fallback).

The control plane (xMB-C) may be optionally terminated by an SCEF, which exposes the same or a different interface to content providers. The exposed API by SCEF is not specified in this specification.

The content provider may optionally exchange application level information like service metadata (e.g. serviceIds or URL(s) of USD(s) or other service identifier(s)) directly with the application.

5.4A.2
xMB reference point

The xMB reference point exists between the content provider and the BM-SC directly or via SCEF. When the BM-SC connects to content provider via SCEF, the xMB-C interface is terminated at the SCEF.
The xMB reference point provides the ability for the content provider to:

-
authenticate and authorize BM-SC(s).

-
create, modify and terminate a service.
-
create, modify and terminate a session.
-
query information.
-
deliver content to the BM-SC(s)
The xMB reference point provides the ability for the BM-SC to:

-
authenticate and authorize a content provider.
-
notify the content provider of the status of an MBMS user service usage.
-
retrieve content from the content provider
The xMB reference point shall support security function for confidentiality protection of both control plane (xMB-C) and user plane (xMB-U).
5.4A.3
Authentication and Authorization

5.4A.3.1
Introduction

The content provider and the BM-SC shall follow the procedures in this section for authentication and authorization over the xMB. 

Before provisioning of services at the BM-SC, the content provider has to be authenticated and authorized to perform service management functions using xMB. If the content provider wants to modify or remove the provisioned services, it can do so by using a valid access token.  

The content provider may have multiple and different end-points for xMB-C and xMB-U. Each connection may have different entitlements based on the roles assigned to the requesting connecting party.

5.4A.3.2
Authentication Procedure

The authentication procedure is used by the content provider and the BM-SC to authenticate each other. The content provider shall be authenticated with the BM-SC when the content provider wants to provision new services or manage existing services. Similarly, the BM-SC shall be authenticated by the content provider when the BM-SC needs to send reports and notifications to the content provider. Authentication is also required for all user plane procedures.

Figure 5.4A-2 shows the authentication procedure used between the content provider and the BM-SC.  
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Figure 5.4A-2: Authentication Procedure
1. The content provider and the BM-SC authenticate each other for performing service management and status reporting and notification respectively. During this authentication step, the content provider and BM-SC exchange their X.509 [x] certificates using TLS and independently verify the validity of each others certificate.

2. The TLS connection is established.

5.4A.3.3
Authorization Procedure
Before using any of the MBMS xMB procedure, the Content Provider shall first use the following authorization procedure the retrieve its authorization. After successful authorization based on the content provider’s representative’s credentials, operations such as service and session creation within the granted permissions become possible. 

Figure 5.4A-3 shows the procedure for content provider authorization by the content provider.
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Figure 5.4A-3: Authorization Procedure
1. If the content provider’s representative is not in possession of a valid access token, it shall connect to the BM-SC using the authenticated TLS connection to authorize. 
2. The BM-SC checks the credentials of the content provider and upon successful verification it will generate an access token that will be returned to the content provider. The link between the access token and the entitlement is outside of the scope of the specification.

3. The content provider may then use the access token on subsequent calls to the xMB interface. 
5.4A.4
Service Management Procedures

5.4A.4.1
Introduction

The service management procedures allow the content provider to create, modify and delete services on the BM-SC. Each service may contain multiple sequential sessions.

5.4A.4.2
Create Service

The procedure allows a content provider to create a new the service. Service configuration and service sessions are added in subsequent procedures.
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Figure 5.4A-4: Service Creation

1. The service is created. The content provider provides a valid access token.

2. On successful creation, the BM-SC responds with the resource id of the service. Service properties are fetched and modified with subsequent transactions.

5.4A.4.3
Get Service Properties

The procedure allows a content provider to get the current configuration of the service.
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Figure 5.4A-5: Get current service properties
1. The content provider sends with the service property request the access token and the resource id of the service.

2. The BM-SC provides the service properties in response.

5.4A.4.4
Update Service Properties

The procedure allows a content provider to update the current configuration of the service.
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Figure 5.4A-6: Service Update

The content provider may first get the current service configuration using the Get Service Configuration procedure. 

1. The content provider modifies the properties of the service resource. The procedure may allow modification of individual properties or all properties.

2. The content provider updates the resource identified by the id of the service.

5.4A.4.5
Terminate a Service

The content provider may terminate a service. All sessions, which are still created or active will be deleted automatically with the termination of the service.
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Figure 5.4A-7: Service Termination

1. The content provider sends the service termination command. The access token and the -resource id of the service is provided as input. The BM-SC terminates the service and deletes all associated sessions.

2. The BM-SC ackwoledges the reception.

5.4A.4.6
Service Notifications

The content provider may configure a notification end-point within the service properties. When present, the BM-SC notifies the content provider whenever appropriate. 
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Figure 5.4A-8: Event Notification

1. When an event occurs, the BM-SC determines whether an event notification should be sent to the content provider. 

2. The BM-SC sends a notification, containing details around the event, to the content provider. 

3. The content provider acknowledges the reception.

5.4A.4.7
List of Service Properties

The list of service properties. 
Table 5.4A-1: List of Service Properties
	Property Name
	Operation
	Property Description

	id
	Read
	Identifier of the Service Resource. 

This property may be provided within the resource identifier.

	ServiceID
	Read
	ServiceId, set by the BM-SC to identify the MBMS User Service as defined in Clause 11.2.1.1. 

	Service Class
	Read/Write
	The service class that service belongs to (see serviceClass element in Clause 11.2.1.2).

	Service Languages
	Read/Write
	List of language of the service content (see serviceLanguage element in Clause 11.2.1.1).

	Service Names
	Read/Write
	List of Service Names (see name element in Clause 11.2.1.1)

	Service Announcement Mode
	Read/Write
	Enumeration that the BM-SC creates according service announcement fragments for the sessions and / or do service announcement on SACH (cf. Annex L.2, L.3). Additional service announcement modes may be added in future.

	Consumption Reporting Configuration
	Read/Write
	The content provider wishes to collect consumption reports (enabling precision, i.e. combination of sample percentage and reporting interval).

	Notification URL
	Read/Write
	In case the content provider wants to receive notification, then the content provides Notification URL to receive notifications. Notification is described in Clause 5.4A.3.6.

	Notification Configuration
	Read/Write
	When the content provider enables notifications, then the content provider may provide notification filtering configurations.


Note: 
It is assumed that the BM-SC can derive the required UE capabilities from the provided service and session properties. 

5.4A.5
Session Management Procedures

5.4A.5.1
Introduction

Session management procedures allow the content provider to create, modify and terminate sessions. Each session is time bound (i.e. has a start and stop time) and is associated with a target broadcast area (which can be used to derive the MBMS Service Area). The stop time may be absent in case of 24/7 sessions.

The MBMS Bearer is active between start and stop time of the session independently whether the content provider is sending data. The BM-SC automatically terminates the MBMS bearer at stop time. The content provider may proactively terminate the session before the stop time.

A session has one of the following states. The BM-SC may only allow state transition, when the mandatory session properties according to the service type is configure. The BM-SC may reject modification of properties dependeing on the session state,
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Figure 5.4A-9: Session State Diagram

State description of the BM-SC for a session. The BM-SC may reject state transitions when mandatory properties are missing. The BM-SC may send error notifications to the content provider.

- Session Idle: The Session is under preparation. Typically, the content provider needs multiple session updates in order to configure all session properties and retrieve the needed information for content provider user-plane entities.

- Session Announced: The session properties are announced and MBMS Client may become aware that the session is about to start.

- Session Active: The session is active according to the Session Schedule

5.4A.5.2
Create Session

This procedure allows the content provider to create a session for an available service.
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Figure 5.4A-10: Session Creation

1. The Content Provider wishes to create a new session and sends the Create Session command. The content provider provides the access token and the resource id of the service with the input.

2. The BM-SC creates the session resources and provides the session resource id in resonse. The session properties are defined in subsequent transactions.

5.4A.5.3
Get Session Properties

This procedure allows the content provider to get the current session configuration.
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Figure 5.4A-11: Get current Session Properties 
1. The content provider requests the session configuration information. The content provider provides the access token, the resource ids the service and the session with the request.

2. The BM-SC provides the session configuration in response.

5.4A.5.4
Update Session Properties

This procedure allows the content provider to update session properties.


[image: image19.wmf]B

M

-

S

C

C

o

n

t

e

n

t

 

P

r

o

v

i

d

e

r

1

:

 

S

e

s

s

i

o

n

 

U

p

d

a

t

e

(

A

c

c

e

s

s

 

T

o

k

e

n

,

 

I

d

s

,

s

e

s

s

i

o

n

-

i

d

,

 

P

r

o

p

e

r

t

i

e

s

)

2

:

 

O

K

h

t

t

p

:

/

/

m

s

c

-

g

e

n

e

r

a

t

o

r

.

s

o

u

r

c

e

f

o

r

g

e

.

n

e

t

 

v

4

.

6

.

2



Figure 5.4A-12: Session Properties Update

The content provider may first get the current session properties configuration using the Get Session Properties procedure. 

1. The content provider modifies the properties of the session resource. The procedure may allow modification of individual properties or all properties.

2. The content provider updates the resource identified by the id of the service and the session-id.

5.4A.5.5
Terminate a Session

The content provider terminates a session during any session state. 
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Figure 5.4A-13: Session Termination

1. The content provider sends the service termination command. The access token and the resource ids of the service and the session are provided as input. The BM-SC terminates the session and deletes all associated resources.

2. The BM-SC ackwoledges the reception. 

5.4A.5.6
Session Properties

 The list of session properties. 
Table 5.4A-2: List of Session Properties
	Property Name
	Operations
	Property Description

	ids
	READ
	Resource Ids of the Session and the Service.

	Session start
	Read/Write
	Start time when the MBMS Bearer is active.

	Session stop
	Read/Write
	Stop time until the MBMS bearer is active.

	Max ingest bitrate
	Read/Write
	The requested bitrate excludes FEC overhead and transport overhead. The BM-SC calculates the MBMS Bearer bitrate from it, considering overhead like FEC and other transport overheads. The session bitrate is always larger or equal to the payload bitrate

	Max Delay
	Read/Write
	Specifies the maximum delay the MBMS System should add, i.e. from the time the data is received to the time by when the data is released from the MBMS system.

	Session State
	Read
	The BM-SC may automatically change the state of the session.

Possible states: Session Idle, Session Announced, Session Active

	Service Announcement start time
	Read / Write
	When present, this time at which the BM-SC shall start service announcement

	Geographical Area
	Read/Write
	Geographical Area, where the service is provided, either through unicast or through MBMS Bearers. The BM-SC derives the MBMS Service Area and the SAI list for the availability information from Geographical Area as provided by the content provider.

	QoE Reporting
	Read/Write
	List of QoE metrics that the content provider recommends the BM-SC to collect.

	QoE Report URL
	Read
	URL at which the BM-SC is going to provide the QoE reports.

	Session Type
	Read/Write
	The session type is how the content provider is providing the content to the BM-SC (via xMB-U). The BM-SC is selecting the appropriate delivery methods from the session type.

Valid Values: Streaming, Files, Application, Transport-Mode
When the session type is set to Streaming, the BM-SC expects a Streaming type input (RTP). When the method is set to streaming, then the format is compliant to MBMS streaming (as defined in TS 26.346).

When the session type is set to Files, the BM-SC expects generic files as input. The files can be provided either by on-request pull interactions or continuous push ingest. 

When the session type is set to Application, then the ingest depends on the application service description. 

When the Application Service Description is set to DASH, the BM-SC expects an MPD and optionally one or more ISes. The content is assumed to be 3GP-DASH compliant (as defined by 26.247). The BM-SC may either pull the media segments from the content provider or the content provider continuously pushes segments into the BM-SC.

When the session type is set to Transport-Mode, the BM-SC provides transport of data/TV content in a transparent manner. The content provide may provide some properties for the distributions. 

The session type shall be extensible for further session types.


When the Session Type is set to Transport-Mode, then the additional properties as defined in Table 5.4A.-3 apply.

Table 5.4A-3: Additional properties for Transport-Mode
	Property Name
	Operations
	Property Description

	Session Announcement Mode
	Read / Write
	The session announcent mode is either Other or MBMS, with the following behaviour

· Other: The BM-SC generates the delivery session parameters and provides those to the content provider. 

· MBMS User Service: In this case, the session announcement is done by the MBMS system through the SACH (see Annex L.2, L.3).

Additional modes may be added in future releases.

	Session Description Parameters for User Plane
	Read/Write
	The session description parameters for the xMB-U user plane provide the information on where and how the to access the session at the content provider

· Type: the type of the session that describes the session, typically for proper interpretation of the Location element, for example the Internet Media Type of the document, of the URL in an HTTP URL.

· Access URL: A URL that enables to access and possibly control the ingest session. The URL may for example be an RTSP URL or a URL to an SDP that describes a multicast stream or an HTTP URL to retrieve a ready packaged MPEG2-TS stream, etc. 
Note the BM-SC may get input on session properties from the content provider, e.g. bitrate, dependening on the ingest session.

	Delivery Mode Configuration for user plane
	Read/Write
	This mode configures how the session needs to be delivered to the application, i.e. it basically establishes the delivery mode.

· Mode Enumeration: Specifies the delivery mode.

· Forward-only: The BM-SC receives complete IP Multicast packets for to be forwarded. 

· Proxy: Proxy the incoming UDP payloads to the outgoing UDP payloads

	Delivery Session Description Parameters
	Read
	If the Service Announcement Mode is set to Other, then at least the following information is provided by the BM-SC:

· TMGI of the MBMS Bearer

Note that additional parameters may be provided, based on the configuration options of the delivery method for transport only.


When the Session Type is set to Streaming, then the additional properties as defined in Table 5.4A-4 apply.
Table 5.4A-4: Additional properties for Streaming
	Property Name
	Operations
	Property Description

	SDP URL
	Read/Write
	A URL to the SDP that describes the streaming session between the content provider and the BM-SC, that will be used for ingesting the streaming session via xMB-U. The SDP shall include the RTSP links for every media session as part of the “a=control” attribute to enable RTSP control of the session. The SDP shall also contain the required bitrate for each of the media sessions.

The content shall conform to the constraints of this specification.

	TimeShifting
	Read/Write
	Indicates if and for how long time shifting access to the content (using unicast) may be provided for this session.


The BM-SC starts the streaming session when the session state becomes active. When the BM-SC adds FEC redundancy, then the BM-SC may start the ingest session sufficiently earlier.
When the Session Type is set to Application, then the additional properties as defined in Table 5.4A-5 apply.

Table 5.4A-5: Additional properties for Application, incl. DASH Service Descriptions
	Property Name
	Operation
	Property Description

	Application Service Description
	Read/Write
	Mimetype of the Application Service, for example application/dash+xml for DASH

	Ingest Mode
	Read/Write
	The ingest mode enumerates how resources are ingested into the BM-SC via xMB-U.
Pull: The BM-SC pulls the resources as described by the application entry point document. 

Push: The content provider pushes resources. The BM-SC needs to provide a push URL.
In case of DASH, resources are media segments: 
Pull: The BM-SC pulls the media segments as described by the segment availability start time from a DASH MPD. 

Push: The content provider pushes media segments, so that the media segment is available on the BM-SC according to segment availability start time. The BM-SC needs to provide a push URL.

	Application Entry Point URL
	Read/Write


	The application entry point refers to an MPD when Application Service Description is set to DASH.

When the Ingest Mode is set to Push, then the MPD Url refers to a DASH MPD which should be fetched, optionally conditioned and inserted into Service Announcement. 

When the Ingest Mode is set to Pull, then the BM-SC starts fetching the segments using unicast.

	Push URL
	Read
	A resource locator for ingesting media segments using HTTP via xMB-U. The content provider may create additional sub-resources using WebDAV procedures. 

This is a read-only property managed by the BM-SC and only present when Ingest Mode is set to Push

	Unicast Delivery
	Read/Write
	Indicator whether the content is also available for unicast retrieval.

	Components
	Read/Write
	List of Components of the application, which are recommended to be made available on MBMS Bearers.

In case of DASH, each component is identified by a representation identifier.


When the Session Type is set to Files, then the additional properties as defined in Table 5.4A-6 apply.

Table 5.4A-6: Additional properties for Files
	Property Name
	Operation
	Property Description

	Ingest Mode 
	Read / Write
	The ingest mode enumerates how resources are ingested into the BM-SC via xMB-U.
· Push: The Content Provider shall push the file to the BM-SC that will immediately process and deliver as soon as it is ready. The BM-SC may be configured to ignore all files that are pushed before session active time, or stage them. In case of Push mode, the BM-SC shall provide back to the content provider the URL the Content Provider shall use to push the files.

· Pull: In this case, the Content Provider adds files URLs that the BM-SC will fetch. The Content Provider may tell the BM-SC when to start fetching the file

	File List 
	Read / Write
	List of files to be sent. 

In the Push mode, the file list is not used since the BM-SC will monitor its push folder and send the files it receives on a first-come first-served basis.

In Pull mode, the file list contains the following information per file entry:

· file URL: the URL to the file

· file earliest fetch time: The BM-SC shall fetch the file no sooner than this UTC timestamp. If absent, then the file shall be present on the Content Provider server and the BM-SC may fetch it when it wants.

· file size (optional): The content provider may provide the precise or an file size estimate as input. The BM-SC may update the file size once it has started to fetch the file. 
· file status: Enumeration stating the state of the file. Possible values are pending, fetched, prepared, transmitting, sent.
· Target reception completion time (on the MBMS Client): hint on the due date, when the file should be completely received by the UE. The BM-SC should schedule and order the transmission etc accordingly.
· Keep Update Interval: The BM-SC checks the file resources with the given interval for changes. 
· File repeat / Duration: The number of times the file shall be sent on the session (a value of 1 means the file shall be sent only once). This counter shall be decreased each time the file has been transmitted. When equals to zero, no more file repeat is scheduled. The BM-SC may send FEC instead of source information.

	File delivery manifest URL
	Read / Write
	Alternative to the file list. The resource may describe scheduling information for the file.

	Push URL
	Read
	
A resource locator for ingesting content using HTTP via xMB-U. The content provider may create additional sub-resources using WebDAV procedures. 
This is a read-only property managed by the BM-SC and only present when Ingest Mode is set to Push.


5.4A.6
xMB-U Procedures

Several different procedures may be used for the xMB-U User Plane. Only authorized and authenticated Content Provider sources shall be able to ingest user plane data to the BM-SC. 
The BM-SC may support Pull and Push Ingest Modes. The BM-SC shall use TLS [x] for confidentiality protection of the user plane data.
When Push Ingest Mode is used, the Content Provider shall provide the authorization access token with every HTTPS transactions. The Content Provider may select a Push Ingest Mode when the Session Type is set to Files or Application.
When Pull  Ingest Mode is used, then the content provider may provide according authentication credentials in the URL (e.g. add username password into the file URL or add an access token).
When the ingest is setup using RTSP and the user plane data is provided via UDP, then DTLS [y] shall be used for user plane protection.  
Editor’s Note: When RTSP is used to establish TCP based user plane sessions, the security procedures are ffs.
**** Last Change **** 
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