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1. Overall Description:

In the context of our study of FS_SAND that targets identification of applications of MPEG’s Server and Network Assisted DASH (SAND) in 3GPP services, we identified some open questions when using DASH clients that are, for example, using JavaScript for HTTP requests. HTTP requests using Javascript in a browser context would be restricted by the Same Origin Policy, which implies that these requests must have the same domain name and port.
We understand that W3C’s Cross-Origin Resource Sharing (CORS) was developed to allow client-side cross-domain requests from the browser. However, we believe it is necessary that content providers targeting a wide variety of clients including those using JavaScript should have clear guidelines on how to address a consistent content offering when using DASH and/or SAND.
We would like to coordinate with ISO/IEC SC29/WG11 (MPEG) and DASH-IF on the generation of consistent guidelines for content authors on security related issues, especially when using JavaScript based clients. A comprehensive review of DASH with respect to mixed-origin and possibly mixed-security (mixing HTTP and HTTPS, for example) would seem desirable, resulting in the guidelines we suggest.
2. Actions:

To MPEG, DASH-IF.

ACTION: 
SA4 kindly asks MPEG and DASH-IF to:
1. Inform 3GPP on any ongoing work on the generation of consistent guidelines for content authors on security related issues for DASH and SAND, especially when using JavaScript based clients.
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